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1 3 WLAN-FAT AP Commands

About This Chapter

(11 NOTE

Only the AR121W, AR129W, AR129CVW, AR121GW-L, AR129GW-L, AR129CGVW-L,
AR109W, AR109GW-L, AR15TW-P, AR156W, AR157W, AR157VW, AR158EVW, AR161W,
ART61EW, AR161EW-M1, AR161FGW-L, AR161FGW-Lc, AR169W, AR161FW, AR161FW-P-
M5, AR161FGW-La, AR169FVW, ART169FVW-8S, AR169JFVW-4B4S, AR169JFVW-2S,
AR169CVW-4B4S, ART69EGW-L, ART69EW, AR169CVW, AR169FGVW-L, ART69FGW-L,
AR169W-P-M9, AR169RW-P-M9, AR201VW-P, AR207VW, AR1220W, AR1220EVW, and
AR1220VW provide WLAN Fat AP functions.

AR109W, AR109GW-L, AR129CVW, ART129CGVW-L, AR169CVW, AR169CVW-4B4S do not
support WAPI security policy.

13.1 WLAN Service Configuration Commands
13.2 WLAN QoS Configuration Commands
13.3 WLAN Security Configuration Commands

13.4 WLAN Radio Resource Management Configuration Commands

13.1 WLAN Service Configuration Commands

13.1.1 80211n a-mpdu enable (for FAT AP)

Function
The 80211n a-mpdu enable command enables aggregation of MPDUs.
The undo 80211n a-mpdu enable command disables aggregation of MPDUs.
By default, aggregation of MPDUs is enabled.

Format

80211n a-mpdu enable
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undo 80211n a-mpdu enable

Parameters

None

Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines

To reduce cost, 802.11n uses frame aggregation technology that aggregates two
or more frames into an A-MPDU to transmit.

Example

# Enable aggregation of MPDUs.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile id 1 name rp01
[Huawei-wlan-radio-prof-rp01] 80211n a-mpdu enable

Related Topics

13.1.56 radio-profile (WLAN view) (for FAT AP)
13.1.27 display radio-profile

13.1.2 80211n a-mpdu (for FAT AP)

Function

The 80211n a-mpdu command sets the maximum length of an aggregated
MPDU (A-MPDU). MPDU stands for MAC protocol data unit.

The undo 80211n a-mpdu command restores the maximum length of an A-
MPDU to the default value.

By default, the index for the maximum length of an A-MPDU is 3. The maximum
length of the A-MPDU is 65535 bytes.

Format

80211n a-mpdu max-length-exponent length-capability-index

undo 80211n a-mpdu max-length-exponent
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Parameters
Parameter Description Value
max-length- | Indicates the index for the maximum The value is an
exponent length of the A-MPDU. integer that ranges
length- from 0 to 3.
capability- e 0: indicates that
index

the maximum
length of the A-
MPDU is 8191
bytes.

e 1:indicates that
the maximum
length of the A-
MPDU is 16383
bytes.

e 2:indicates that
the maximum
length of the A-
MPDU is 32767
bytes.

e 3:indicates that
the maximum
length of the A-
MPDU is 65535
bytes.

Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines

To reduce costs, 802.11n uses frame aggregation technology that aggregates two
or more frames into an A-MPDU to transmit.

Example

# Set the maximum length of an A-MPDU to 32767 bytes in radio profile rp01.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile id 1 name rp01
[Huawei-wlan-radio-prof-rp01] 80211n a-mpdu max-length-exponent 2
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Related Topics

13.1.56 radio-profile (WLAN view) (for FAT AP)
13.1.27 display radio-profile

13.1.3 80211bg basic-rate (for FAT AP)

Function
The 80211bg basic-rate command configures a basic rate set of the 802.11bg
protocol in the radio profile.
The undo 80211bg basic-rate command restores the default basic rate set of the
802.11bg protocol in the radio profile.
By default, the basic rate set of the 802.11bg protocol includes rates 1 Mbps and 2
Mbps in the radio profile.
Format
80211bg basic-rate [ 80271bg-rate-value &<1-12> | all ]
undo 80211bg basic-rate
Parameters
Parameter Description Value
80211bg-rate-value Specifies an 802.11bg Enumerated type:
basic rate set. e 1:1 Mbps
e 2:2 Mbps
e 5:55 Mbps
e 6:6 Mbps
e 9:9 Mbps
e 11:11 Mbps
e 12:12 Mbps
e 18: 18 Mbps
e 24: 24 Mbps
e 36: 36 Mbps
e 48: 48 Mbps
e 54: 54 Mbps
all Supports all basic rates. -
Views

Radio profile view
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Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The rates specified in the basic rate set must be supported by both the AP and
STA,; otherwise, the STA cannot associate with the AP. For example, if you
configure the basic rate set to contain rates 6 Mbps and 9 Mbps and deliver the
configuration to an AP, only STAs supporting the two rates can associate with the
AP. The AP and STA select a rate from the basic rate set or the supported rate set
to transmit packets.

After you run this command to configure a basic rate set in the radio profile, bind
the radio profile to the AP's 2.4 GHz radio. If a STA associates with the AP in
802.11bg mode, the STA must support all rates specified by the basic rate set;
otherwise, the STA cannot associate with the AP.

Configuration Precautions

This configuration applies only to STAs associated with an AP in 802.11bg mode
but does not take effect on STAs associated with the AP in other modes.

The basic rate set and supported rate set cannot be empty simultaneously.

If no parameter is specified in the command, the basic rate set contains no rate
settings.

Example

# Configure the 802.11bg basic rate set to contain rates 6 Mbps and 9 Mbps in the
radio profile.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name radiopf
[Huawei-wlan-radio-prof-radiopf] 80211bg basic-rate 6 9

Related Topics
13.1.4 80211bg supported-rate (for FAT AP)

13.1.4 80211bg supported-rate (for FAT AP)

Function

The 80211bg supported-rate command configures a supported rate set of the
802.11bg protocol in the radio profile.

The undo 80211bg supported-rate command restores the default supported rate
set of the 802.11bg protocol in the radio profile.

By default, the supported rate set of the 802.11bg protocol in the radio profile
includes rates 1 Mbps, 2 Mbps, 5.5 Mbps, 6 Mbps, 9 Mbps, 11 Mbps, 12 Mbps, 18
Mbps, 24 Mbps, 36 Mbps, 48 Mbps, and 54 Mbps.
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Format
80211bg supported-rate [ 80277bg-rate-value &<1-12> | all ]
undo 80211bg supported-rate

Parameters

Parameter Description Value

80211bg-rate-value Specifies an 802.11bg Enumerated type:
supported rate set. e 1:1 Mbps

e 2:2 Mbps

e 5:5.5 Mbps
e 6:6 Mbps

e 9:9 Mbps

e 11:11 Mbps
e 12:12 Mbps
e 18: 18 Mbps
e 24: 24 Mbps
e 36: 36 Mbps
e 48: 48 Mbps
e 54: 54 Mbps

all Supports all rates. -

Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The supported rate set contains rates supported by the AP except the basic rates.
The AP and STA can transmit data at all rates specified by the supported rate set.
The AP and STA select a rate from the basic rate set or the supported rate set to

transmit packets.

When a STA supports rates specified in the basic rate set, the STA can associate
with the AP regardless of whether the STA supports rates specified in the
supported rate set. In this case, the AP and STA can only select a rate from the
basic rate set to transmit packets. For example, assume that you configure the
basic rate set to contain rates 6 Mbps and 9 Mbps and the supported rate set to
contain rates 48 Mbps and 54 Mbps. After you deliver the configurations to an AP,
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Example

the STA supporting 6 Mbps and 9 Mbps can associate with the AP, and select
either of the two rates to transmit packets with the AP. However, if the STA
supports 6 Mbps, 9 Mbps, and 54 Mbps, the STA and AP select any of the three
rates to transmit packets after the STA associates with the AP.

After you run this command to configure a supported rate set in the radio profile,
bind the radio profile to the AP's 2.4 GHz radio. If a STA associates with the AP in
802.11bg mode, the AP and STA select a rate from the basic rate set or supported
rate set to transmit packets.

Configuration Precautions

This configuration applies only to STAs associated with an AP in 802.11bg mode
but does not take effect on STAs associated with the AP in other modes.

The basic rate set and supported rate set cannot be empty simultaneously.

If no parameter is specified in the command, the supported rate set contains no
rate settings.

# Configure the 802.11bg supported rate set to contain rates 6 Mbps and 9 Mbps
in the radio profile.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name radiopf
[Huawei-wlan-radio-prof-radiopf] 80211bg supported-rate 6 9

Related Topics

13.1.3 80211bg basic-rate (for FAT AP)

13.1.5 ap-manufacturer-config (for FAT AP)

Function

Format

Parameters

Views

The ap-manufacturer-config command restores the factory settings of APs.

(10 NOTE

Only the AR1220W, AR1220EVW and AR1220VW support this command.

ap-manufacturer-config

None

WLAN view
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Default Level

2: Configuration level

Usage Guidelines

When a configuration error occurs on the AP, you can run this command to clear
AP configurations.

NOTICE

After restoring factory settings, the AP is reset and configurations are restored to
factory settings.

Example

# Restore the factory settings of the AP.
<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] ap-manufacturer-config

13.1.6 ap-reset (for FAT AP)

Function

The ap-reset command resets an AP.

{0 NOTE

Only the AR1220W, AR1220EVW and AR1220VW support this command.
Format

ap-reset
Parameters

None
Views

WLAN view

Default Level

2: Configuration level

Usage Guidelines

After the command is run, the AP restarts and the latest configuration file saved
on the router takes effect for the AP after startup.
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Example
# Reset the AP.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] ap-reset

13.1.7 ap-sysname (for FAT AP)

Function
The ap-sysname command changes the system name of an AP.
The undo ap-sysname command restores the default system name of an AP.
By default, the system name of an AP is ap-ap-id.
{1 NOTE
Only the AR1220W, ART1220EVW and AR1220VW support this command.
Format
ap-syshame ap-sysname
undo ap-sysname
Parameters
Parameter Description Value
ap-sysname | Specifies the system name of an AP. The value is a string
of 1to 31
characters. The
value cannot
contain question
marks (?) or spaces
and cannot start or
end with double
quotation marks ("
ll).
Views

WLAN view

Default Level

2: Configuration level

Usage Guidelines

You can run the ap-sysname command to change the AP system name or restore
the default name.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 6939



Huawei AR Series Access Routers
Command Reference

13 WLAN-FAT AP Commands

Example

# Change the system name of AP to ap_01.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] ap-sysname ap_01

Related Topics

13.1.17 display ap (for FAT AP)

13.1.8 ap-threshold

Function

Using the ap-threshold command, you can set the alarm thresholds of the
memory usage, and temperature for an AP.

Using the undo ap-threshold command, you can restore the default alarm

thresholds of the memory usage, and temperature for an AP.

By default, the memory usage alarm threshold is 90%; the lower temperature
alarm threshold is 1°C; the upper temperature alarm threshold is 80°C.

(11 NOTE

Only the AR1220W, ART1220EVW and AR1220VW support this command.

Format

ap-threshold memory-usage threshold-value

ap-threshold temperature high-value [ low-value]

undo ap-threshold { memory-usage | temperature }

Parameters

Parameter

Description

Value

memory-
usage
threshold-
value

Specifies the memory usage alarm
threshold.

The value is an
integer ranging
from 1 to 100, in
percentage (%). The
default value is 90.

temperature
high-value

Specifies the upper temperature alarm
threshold.

The value is an
integer ranging
from 1 to 100, in °C.
The default value is
80.
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Parameter Description Value
temperature | Specifies the lower temperature alarm The value is an
low-value threshold. integer ranging

Views

Default Level

from 1 to 100, in °C.
The default value is
1.

WLAN view

2: Configuration level

Usage Guidelines

Example

You can set the alarm thresholds of memory usage, and temperature for an AP as
required. When the memory usage, or temperature exceeds the alarm threshold,
the AP generates an alarm. The AP saves alarm messages in logs to record the AP
status. To view the logs, run the display trapbuffer command.

# Set the memory usage alarm threshold to 70%.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] ap-threshold memory-usage 70

Related Topics

13.1.21 display ap-threshold

13.1.9 association-timeout (for FAT AP)

Function

Format

The association-timeout command configures an association aging time for STAs.

The undo association-timeout command restores the default association aging
time.

By default, the association aging time is 5 minutes.

association-timeout association-timeout

undo association-timeout
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Parameters
Parameter Description Value
association- Specifies the association aging time of The value is an
timeout STAs. integer that ranges
from 1 to 30, in
minutes.
Views

Default Level

Service set view

2: Configuration level

Usage Guidelines

Example

The administrator can run the association-timeout command to set the
association aging time for STAs. If the AP receives no data packet from a STA in a
specified time, the STA goes offline after the association aging time expires.

# Create a service set named ChinaNet and set the association aging time of STAs
to 15 minutes.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet
[Huawei-wlan-service-set-ChinaNet] association-timeout 15

13.1.10 auto-off service radio

Function

Format

The auto-off service radio command disables radios as scheduled.
The undo auto-off service radio command cancels the setting.

By default, radios are not disabled as scheduled.

auto-off service radio interface wlan-radio start-time start-time end-time end-
time

undo auto-off service radio interface wlan-radio
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Parameters

Parameter

Description

Value

interface wilan-radio

Specifies a wlan-radio
interface.

start-time start-time

Specifies the time when
a radio starts to be
disabled.

The time is in hh:mm:ss
format. hh indicates the
hour that is an integer
ranging from 0 to 23.
mm indicates the minute
that is an integer
ranging from 0 to 59. ss
indicates the second that
is an integer ranging
from 0 to 59.

end-time end-time

Specifies the time when
a radio stops being
disabled.

The time is in hh:mm:ss
format. hh indicates the
hour that is an integer
ranging from 0 to 23.
mm indicates the minute
that is an integer
ranging from 0 to 59. ss
indicates the second that
is an integer ranging
from 0 to 59.

Views
WLAN view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

At midnight when the user service traffic volume is low, you can run this
command to disable radios on specified APs, reducing power consumption.

Configuration Precautions

e The auto-off service radio command takes effect only when radios have
been enabled using the 13.1.54 radio enable (for FAT AP) command. If
radios are disabled using the undo 13.1.54 radio enable (for FAT AP)
command, the auto-off service radio command does not take effect.

e If aradio is enabled using the 13.1.54 radio enable (for FAT AP) command,
you can run the auto-off service radio command to configure the radio to be
automatically disabled as scheduled. In the scheduled time, the radio is
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Example

disabled and cannot be enabled using the 13.1.54 radio enable (for FAT AP)
command. To enable the radio, run the undo auto-off service radio
command.

e The start time must be 60 seconds earlier than the end time.

e If the auto-off command is configured on a radio interface, you cannot
configure the status (enabled or disabled) of the radio on the interface using
a MIB.

e This function does not allow for the configuration of multiple time ranges. If
the command is executed for multiple times, only the latest time range
configuration takes effect.

# Configure radio 0 on AP to be disabled from 01:00:00 to 07:00:00.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] auto-off service radio interface wlan-radio0/0/0 start-time 1:00:00 end-time
7:00:00

Related Topics

13.1.28 display radio status (for FAT AP)

13.1.11 available-antenna-number (for Fat AP)

Function

Format

Parameters

The available-antenna-number command sets the number of available antennas
on a radio.

The undo available-antenna-number command restores the default number of
available antennas on a radio.

By default, all antennas on a radio are available.

available-antenna-number { all | available-antenna-number }

undo available-antenna-number

Parameter Description Value

all Indicates that all antennas are available. | -
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Parameter Description Value

available- Specifies the number of available The value is an
antenna- antennas. integer. The value
number range varies

according to the AP
type. Antennas here
refer to the
antennas that can
receive and send
signals. For the
number of antennas
supported by a
device, see "MIMO
mode (Tx x Rx)" in
the Huawei AR
Series Access
Routers Get to
Know the Product-
Hardware
Description-Chassis-
Interface
Description-Wi-Fi
Antenna Interface.

Views

WLAN-radio interface view

Default Level

2: Configuration level

Usage Guidelines

e The value of available antennas must be less than or equal to the number of
antennas on a radio.

e You can run this command to shut down excess antennas to save power.

Example

# Set the number of available antennas on a radio to 1.

<Huawei> system-view
[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] available-antenna-number 1

13.1.12 beacon-interval (for FAT AP)

Function

The beacon-interval command sets the interval for sending Beacon frames.
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The undo beacon-interval restores the default interval for sending Beacon
frames.

By default, the interval for sending Beacon frames is 100 ms.

Format
beacon-interval beacon-interval
undo beacon-interval
Parameters
Parameter Description Value
beacon- Specifies the interval for sending Beacon | The value is an
interval frames. integer that ranges
from 20 to 1000, in
ms.
Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines

An AP broadcasts Beacon frames at intervals to notify STAs of an existing 802.11
network. After receiving a Beacon frame, a STA can modify parameters used to
connect to the 802.11 network.

A long interval for sending Beacon frames lengthens the dormancy time of STAs,
while a short interval for sending Beacon frames increases air interface costs.
Therefore, you are advised to set the interval for sending Beacon frames for an AP
based on the VAP quantity. The following intervals for sending Beacon frames are
recommended for APs with different VAP quantities on a single radio:

e No more than 4 VAPs: about 100 ms
e 5 to 8 VAPs: about 200 ms

e 9to 12 VAPs: about 300 ms

e 13 to 16 VAPs: about 400 ms

Example

# Set the interval for sending Beacon frames to 200 ms in the radio profile named
802.11b.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name 80211b
[Huawei-wlan-radio-prof-80211b] beacon-interval 200
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13.1.13 channel (for FAT AP)

Function

Format

Parameters

The channel command configures a channel for a radio.
The undo channel command restores the default channel of a radio.

The default working channel of a radio is selected based on the country code and

radio frequency band.

e The radio frequency band varies according to AP models.

e The default working channel of each AP radio varies according to different
country codes.

You can run the 13.1.16 display actual channel-power (for FAT AP) command
to check the channel in use on a radio.

channel { 20mhz | 40mhz-minus | 40mhz-plus | 80mhz } channel

undo channel { 20mhz | 40mhz-minus | 40mhz-plus | 80mhz }

Parameter Description Value
20mhz Indicates that the channel bandwidth is -

20 MHz.
40mhz- Indicates that the channel bandwidth is -
minus 40 MHz Minus.
40mhz-plus | Indicates that the channel bandwidth is -

40 MHz Plus.
80mhz Indicates that the channel bandwidth is -

80 MHz.

NOTE

Only the 5 GHz radio of the AR129CVW,
AR129CGVW-L, AR169CVW-4B4S, AR169CVW,
ART69EGW-L, ART69EW, ART61EW,
AR161EW-M1, AR169W-P-M9 and AR169RW-
P-M9 supports this parameter.

channel Specifies the working channel for a radio. | The parameter is an
The channel is selected based on the enumeration value.
country code and radio mode. The value range is
determined

according to the
country code and
radio mode.
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Views

Radio interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Different radios use different channels. Channels for radios also vary in different
countries and regions. Select channels based on the actual situations.

(11 NOTE

e The configured channel IDs must match the radio frequency band. For details about
mappings between channel IDs and frequency bands, see Country codes & Channels
compliance status.

e The 2.4 GHz radio does not support the 40 MHz Minus and 40 MHz Plus bandwidth in
FCC compliance regions (including America).

e The channels you configure must be supported by the terminals; otherwise, the
terminals cannot discover wireless signals. For example, when the country code is set to
China, 5 GHz channels 36, 40, 44, 48, 52, 56, 60, and 64 can be configured. However,
most terminals do not support these channels currently. If these channels are
configured, the terminals cannot discover wireless signals. In this case, you can configure
5 GHz channels 149, 153, 157, 161, and 165, which are supported by the terminals.

e If an AP detects radar signals on a channel, the channel cannot be configured as the
radio channel of the AP in 30 minutes.

Prerequisites

The channel mode has been set to fixed using the channel-mode fixed command.

Example

# Configure the channel for radio of interface 0/0/0 as 6.
<Huawei> system-view

[Huawei] interface wlan-radio 0/0/0

[Huawei-Wlan-Radio0/0/0] channel 20mhz 6

# Configure the channel for radio of interface 0/0/1 as 40.
<Huawei> system-view

[Huawei] interface wlan-radio 0/0/1

[Huawei-Wlan-Radio0/0/1] channel 80mhz 40

13.1.14 channel-mode (for FAT AP)

Function

The channel-mode command sets the channel mode in a radio profile.

The undo channel-mode command restores the default channel mode in a radio
profile.

By default, the channel of a radio can be automatically adjusted.
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Format
channel-mode { auto | fixed }

undo channel-mode

Parameters

Parameter Description Value

auto Indicates the automatic mode, in which -
the channels of radios bound to the radio
profile can be automatically adjusted.

fixed Indicates the fixed mode, in which radios | -
bound to the radio profile use fixed
channels.

Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines

Two channel working modes are available:

e Automatic mode: Channels are automatically selected to adapt to the radio
environment.

e Fixed mode: Channels must be manually specified for radios.

The automatic mode is recommended because you do not need to specify a
channel for each radio. The fixed mode provides an alternative way. You can use
this mode if you want to avoid frequent channel adjustment, which may cause
intermittent service interruption.

If an AP needs radio calibration, the channel mode must be set to automatic
mode in the AP's radio profile.

Example

# Set the channel mode in radio profile 802.11b to automatic mode.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name 80211b
[Huawei-wlan-radio-prof-80211b] channel-mode auto
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13.1.15 conflict-rate-threshold (for FAT AP)

Function

Format

Parameters

Views

Default Level

The conflict-rate-threshold command sets the collision rate threshold in a radio
profile.

The undo conflict-rate-threshold command restores the default collision rate
threshold in a radio profile.

By default, the collision rate threshold is 60.

conflict-rate-threshold conflict-rate-threshold

undo conflict-rate-threshold

Parameter Description Value
conflict-rate- | Specifies the collision rate threshold. The value is an
threshold integer that ranges

from 20 to 80, in
percentage (%).

Radio profile view

2: Configuration level

Usage Guidelines

Example

If the MAC layer of a radio does not receive any ACK packet after sending a packet
at the lowest rate, a collision occurs.

The collision rate threshold and the packet loss ratio threshold determine whether
the radio environment is good. When the collision rate or packet loss ratio of a
radio reaches the threshold, the system considers that the radio environment
deteriorates. When this occurs, the system may start radio calibration or take
measures to avoid signal interference.

# Set the collision rate threshold to 70% in radio profile 802.11b.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name 80211b
[Huawei-wlan-radio-prof-80211b] conflict-rate-threshold 70
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13.1.16 display actual channel-power (for FAT AP)

Function
The display actual channel-power command displays the channel and power of
a radio.
Format
display actual channel-power interface wlan-radio wian-radio-number
Parameters
Parameter Description Value
interface Specifies the WLAN radio interface. -
wlan-rad!o NOTE
wlan-radio- You do not need to enter a space between
number wlan-radio and wilan-radio-numober.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines
To view the channel used by a radio and power of the radio, run this command.

The power in the command output is the sum of the maximum transmit power of
the radio interface and the antenna gain. If MIMO is supported, the MIMO gain
should also be added. The maximum power displayed should comply with laws
and regulations corresponding to the country code.

Example

# Display the current channel and power.
<Huawei> display actual channel-power interface wlan-radio0/0/0

RADIO CHANNEL POWER-LEVEL POWER(dBm) CHANNEL-BANDWIDTH

0/0 1 0 20 20MHz

Table 13-1 Description of the display actual channel-power command output

Item Description

RADIO Radio identified by the AP ID and radio ID.
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Item Description

CHANNEL Current channel of a radio.

POWER-LEVEL Current transmit power level of a radio.

POWER(dBm) Current transmit power of the radio, in dBm,
which is determined by the power level.

CHANNEL-BANDWIDTH Channel bandwidth.

13.1.17 display ap

(for FAT AP)

The display ap command displays AP information.

Function
Format

display ap
Parameters

None
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

To view information about APs, run this command.

Example

# Display information about an AP.

<Huawei> display ap
AP detail information:

AP type: AR169W

State: normal

AP performance-statistic cycle: 15 minutes

AP access priority mode: Priority Access 5GHz Radio
Dynamic-blacklist : disable

Dynamic-blacklist aging-duration(s) : 600

Attack detection flood interval(s) : 60

Attack detection flood times : 300

Attack detection psk interval(s) : 60

Attack detection psk times : 20

Flood attack detection quiet time(s) : 600
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Psk attack detection quiet time(s) : 600
Weak iv attack detection quiet time(s) : 600
Spoof attack detection quiet time(s) : 600
Maximum station number: 128

Table 13-2 Description of the display ap command output

Item Description
AP Type Type of an AP.
State Status of an AP.

e normal: The AP is in normal state.

e committing: The WLAN service
configuration is being committed.

e commit-failed: The WLAN service
configuration fails to be committed.

AP performance-statistic cycle

Interval at which performance
statistics on an AP are collected, in
minutes.

AP access priority mode

Access mode of a STA.

e normal: Users select the SSID
configured on a 2.4 GHz radio to
access the AP.

e 5g: Users select the SSID configured
on a 5 GHz radio to access the AP.

Dynamic-blacklist

Status of the dynamic blacklist.

Dynamic-blacklist aging-duration(s)

Aging time of the dynamic blacklist.

Attack detection flood interval(s)

Interval for flood attack detection.

Attack detection flood times

Upper threshold for the number of
packets of the same type received by
an AP at an interval.

Attack detection psk interval(s)

Interval for PSK attack detection.

Attack detection psk times

Upper threshold for the number of
failed authentications at an interval.

Maximum station number

Maximum number of STAs supported
by the AP.

Related Topics

13.1.7 ap-sysname (for FAT AP)
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13.1.18 display ap configurable channel (for FAT AP)

The display ap configurable channel command displays the configurable

Function

channels supported by the AP.
Format

display ap configurable channel
Parameters

None
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Different countries or regions use different wireless channels and powers. Setting
country and area codes can specify channels that can be used on WLANs of
different countries. The display ap configurable channel command displays the
configurable channels supported by a AP.

Example

# Display the configurable channels supported by the AP.

Table 13-3 Description of the display ap configurable channel command output

Item

Description

24G 20M

Channels configurable on an AP when the AP
works on the 2.4 GHz frequency band in
802.11b/g/n mode. These channels work at a
bandwidth of 20 MHz.

2.4G 40M+

Channels configurable on an AP when the AP
works on the 2.4 GHz frequency band in 802.11n
mode. These channels work at a bandwidth of 40
MHz.

2.4G 40M-

Channels configurable on an AP when the AP
works on the 2.4 GHz frequency band in 802.11n
mode. These channels work at a bandwidth of 40
MHz.
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Item Description
5G 20M Channels configurable on an AP when the AP

works on the 5 GHz frequency band in 802.11g/n
mode. These channels work at a bandwidth of 20
MHz.

5G 40M+ Channels configurable on an AP when the AP
works on the 5 GHz frequency band in 802.11n
mode. These channels work at a bandwidth of 40
MHz.

5G 40M- Channels configurable on an AP when the AP
works on the 5 GHz frequency band in 802.11n
mode. These channels work at a bandwidth of 40
MHz.

Related Topics
13.1.77 wlan global country-code

13.1.19 display ap-performance-statistic (for FAT AP)

Function
The display ap-performance-statistic command displays performance statistics
on an AP to monitor AP performance.
(11 NOTE
Only the AR1220W, AR1220EVW and AR1220VW support this command.
Format
display ap-performance-statistic
Parameters
None
Views
All views

Default Level

1: Monitoring level
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Usage Guidelines

The display ap-performance-statistic command displays the following
information: performance statistics items, memory usage, CPU usage, available
space in the flash memory, temperature, number of online users.

Example

# Display performance statistics on the AP.

<Huawei> display ap-performance-statistic
AP performance statistic information:

Memory use rate: 78 %
CPU use rate: 7 %

Flash free size: 19296 KB
Temperature: 47 °C
Online user number: 0

Table 13-4 Description of the display ap-performance-statistic command output

Item Description

Memory use rate Memory usage (%).

CPU use rate CPU usage (%).

Flash free size Available space in the flash memory, in
KB.

Temperature Operating temperature.

Online user number Number of online users.

13.1.20 display ap-run-info (for FAT AP)

Function
The display ap-run-info command displays the running status of an AP. You can
run this command to monitor an AP in real time.
{10 NOTE
Only the AR1220W, AR1220EVW and AR1220VW support this command.
Format
display ap-run-info
Parameters

None
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Views

Default Level

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

You can run this command to monitor an AP in real time.

Prerequisites

The AP works properly.

# Display the running status of the AP.

<Huawei> display ap-run-info
AP run information:

Software version: V200R003C00
Hardware version: ROA

Country code: CN

CPU type: CN5010

CPU frequency: 300 MHZ

Memory type: HY5PS1G1631CFP-Y5
Memory size: 128 MB

Flash size: 48 MB

Run time: 160354 S

Table 13-5 Description of the display ap-run-info command output

Item

Description

Software version

Software version that the AP is
running.

Hardware version

Hardware version of the AP.

CPU type

CPU type of the AP.

CPU frequency

CPU frequency of the AP.

Memory type

Memory type of the AP.

Country code

Region where the AP is located.

Memory size Size of the memory.
Flash size Size of the flash memory.
Run time How long the AP has been running, in
seconds.
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13.1.21 display ap-threshold

Using the display ap-threshold command, you can view the alarm thresholds of

the memory usage, and temperature on an AP.

Only the AR1220W, AR1220EVW and AR1220VW support this command.

display ap-threshold [ memory-usage | temperature ]

Description

Value

Displays the memory usage alarm
threshold.

Displays the temperature alarm
threshold.

Function
(O NOTE
Format
Parameters
Parameter
memory-
usage
temperature
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

The display ap-threshold command shows the alarm thresholds of the memory
usage, and temperature on an AP. You can specify a keyword to view the specified
alarm threshold or view all alarm thresholds at one time. If none of alarm
thresholds is configured, this command displays the default alarm thresholds.

Example

# Display the memory usage alarm threshold of the AP.

<Huawei> display ap-threshold

AP threshold memory-usage :90 %
AP threshold temperature high : 80 C
AP threshold temperature low : 1 C
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Table 13-6 Description of the display ap-threshold command output

Item Description

AP threshold memory-usage Memory usage alarm threshold of the
AP. When the AP memory usage
exceeds the threshold, an alarm is
generated.

AP threshold temperature high Temperature alarm upper threshold of
the AP. When the AP temperature
exceeds the upper threshold, an alarm
is generated.

AP threshold temperature low Temperature alarm lower threshold of
the AP. When the AP temperature
exceeds the lower threshold, an alarm
is generated.

Related Topics
13.1.8 ap-threshold

13.1.22 display ap around-ssid-list (for FAT AP)

Function
The display ap around-ssid-list command displays SSIDs of neighbors of a
specified AP.
Format
display ap around-ssid-list
Parameters
None.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

You can run this command to view SSIDs of neighbors of a specified AP.

Example
# Display SSIDs of neighbors of AP.
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<Huawei> display ap around-ssid-list
Own AP(2.4G):

SSID

huawei

Total: 1

Uncontrol AP(2.4G):

SSID

huaweil
company

Total: 2

Table 13-7 Description of the display ap around-ssid-list command output

Item Description
Own AP(2.4G) SSIDs of authorized neighbors.
Uncontrol AP(2.4G) SSIDs of unauthorized neighbors.

13.1.23 display binding radio-profile (for FAT AP)

Function
The display binding radio-profile command displays radios to which a specified
radio profile is bound.
Format
display binding radio-profile { id profile-id | name profile-name }
Parameters
Parameter Description Value
id profile-id | Specifies the radio profile ID. The radio profile ID
must exist.
name profile- | Specifies the name of a radio profile. The radio profile
name name must exist.
Views
All views

Default Level

1: Monitoring level
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Usage Guidelines

Example

Usage Scenario

You can run this command to view the radios to which a specified radio profile is
bound.

Prerequisites

When using this command, ensure that the specified radio profile exists.

# Display the radios to which radio profile 0 is bound.

<Huawei> display binding radio-profile id 0

AP RADIO

0 0

Total: 1

Table 13-8 Description of the display binding radio-profile command output

Item Description
AP ID of an AP.
RADIO Radio ID.

13.1.24 display channel country-code (for FAT AP)

Function

Format

Parameters

The display channel country-code command displays 2.4 GHz and 5 GHz
channels corresponding to a specified country code.

display channel country-code country-code

Parameter Description Value

country-code | Specifies the AP country code. The value is a string
of characters. For
specific values, see
Table 13-9.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 6961



Huawei AR Series Access Routers
Command Reference

13 WLAN-FAT AP Commands

Table 13-9 Country codes supported by APs

Country Code Country/Region

AE UNITED ARAB EMIRATES
AM ARMENIA

AR ARGENTINA

AT AUSTRIA

AU AUSTRALIA

AZ AZERBAIJAN

BE BELGIUM

BG BULGARIA

BH BAHRAIN

BN BRUNEI DARUSSALAM
BO BOLIVIA

BR BRAZIL

BY BELARUS

BZ BELIZE

CA CANADA

CH SWITZERLAND

CL CHILE

CN CHINA (Default)

co COLOMBIA

CR COSTA RICA

cY CYPRUS

cz CZECH REPUBLIC

DE GERMANY

DK DENMARK

DO DOMINICAN REPUBLIC
EC ECUADOR

EE ESTONIA

EG EGYPT

ES SPAIN
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Country Code Country/Region

Fl FINLAND

FR FRANCE

GB UNITED KINGDOM

GE GEORGIA

GR GREECE

GT GUATEMALA

HK HONG KONG, SPECIAL ADMINISTRATIVE REGION OF
CHINA

HN HONDURAS

HR CROATIA

HU HUNGARY

ID INDONESIA

IE IRELAND

IL ISRAEL

IN INDIA

IQ IRAQ

IR IRAN

IS ICELAND

IT ITALY

JO JORDAN

JP JAPAN

KP DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA

KR REPUBLIC OF KOREA

KW KUWAIT

KZ KAZAKHSTAN

LB LEBANON

LI LIECHTENSTEIN

LK SRI LANKA

LT LITHUANIA

LU LUXEMBOURG
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Country Code Country/Region
Lv LATVIA

MA MOROCCO

MC MONACO

MK MACEDONIA
MO MACAU, SPECIAL ADMINISTRATIVE REGION OF CHINA
MT MALTA

MX MEXICO

MY MALAYSIA

NG NIGERIA

NL NETHERLANDS
NO NORWAY

NZ NEW ZEALAND
oM OMAN

PA PANAMA

PE PERU

PH PHILIPPINES
PK PAKISTAN

PL POLAND

PR PUERTO RICO
PT PORTUGAL

QA QATAR

RO ROMANIA

RU RUSSIA

SA SAUDI ARABIA
SE SWEDEN

SG SINGAPORE

S| SLOVENIA

SK SLOVAKIA

SV EL SALVADOR
SY SYRIA
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Country Code Country/Region
TH THAILAND
TN TUNISIA
TR TURKEY
1T TRINIDAD & TOBAGO
™ TAIWAN, PROVINCE OF CHINA
UA UKRAINE
us UNITED STATES
Uy URUGUAY
uz UZBEKISTAN
VE VENEZUELA
VN VIET NAM
YE YEMEN
ZA SOUTH AFRICA
W ZIMBABWE
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display channel country-code command to view 2.4 GHz and 5

GHz channels corresponding to a specified country code.

Example

# Display 2.4 GHz and 5 GHz channels corresponding to the country code CN.

<Huawei> display channel country-code CN
24G 20M: 1,2,3,45,6,7,89,10,11,12,13.

2.4G 40M+: 1,2,3,4,5,6,7.
2.4G 40M-: 5,6,7,8,9,10,11.

5G 20M : 36,40,44,48,52,56,60,64,149,153,157,161,165.
5G 40M+: 36,44,52,60,149,157.

5G 40M-: 40,48,56,64,153,161.

5G 80M : 36,40,44,48,52,56,60,64,149,153,157,161.
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Table 13-10 Description of the display channel country-code command output

Parameter Description
24G20M:1,2,3,45,6,7,89,10,11,12,13 | 2.4G indicates the frequency band of a
NOTE radio; 20M indicates the channel
Description is only provided for the first bandwidth;
line of the command output. The 1,2,3,4,5,6,7,8,9,10,11,12,13 are IDs of
description about the rest lines is similar. channels at the 2.4 GHz frequency
band.

See Country Code & Channel
Compliance Table for the relationship
between the channel IDs and
frequency band.

13.1.25 display power-level (for FAT AP)

Function
The display power-level command displays the radio power level and
corresponding power.
Format
display power-level interface wian-radio
Parameters
Parameter Description Value
interface Specifies a wlan-radio interface. -
wlan-radio
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

The display power-level command displays the radio power level and
corresponding power. The radio power level and corresponding power vary
according to AP radios.

The power in the command output is the sum of the maximum transmit power of
the radio interface and the antenna gain. If MIMO is supported, the MIMO gain
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should also be added. The maximum power displayed should comply with laws
and regulations corresponding to the country code.

Example

# Display the power level and corresponding power of radio0/0/0.

<Huawei> display power-level interface wlan-radio0/0/0
power-level num: 20
level 0: 20.00 dBm
level 1: 19.00 dBm
level 2: 18.00 dBm
level 3: 17.00 dBm
level 4: 16.00 dBm
level 5: 15.00 dBm
level 6: 14.00 dBm
level 7: 13.00 dBm
level 8: 12.00 dBm
level 9: 11.00 dBm
level 10: 10.00 dBm
level 11: 9.00 dBm
level 12: 8.00 dBm
level 13: 7.00 dBm
level 14: 6.00 dBm
level 15: 5.00 dBm
level 16: 5.00 dBm
level 17: 5.00 dBm
level 18: 5.00 dBm
level 19: 5.00 dBm

(11 NOTE

The displayed information is for reference only and varies according to the actual device.

Table 13-11 Description of the display power-level command output

Item Description
power-level num Radio power level.
level 0: 20.00 dBm Power corresponding to power level 0.

13.1.26 display radio config (for FAT AP)

Function

The display radio config command displays the configuration of a radio.

Format

display radio config interface wlan-radio wlan-radio-number
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Parameters

Parameter

Description

Value

interface
wlan-radio
wlan-radio-
number

Specifies the WLAN radio interface.

NOTE
You do not need to enter a space between
interface wlan-radio and w/lan-radio-
number.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

This command displays the radio profile bound to a radio, and the radio
parameters, administrative status, channel, and power specified in the radio

profile.

Example

# Display the current configuration of the 2.4 GHz radio.
<Huawei> display radi

o config interface wlan-radio0/0/0

Administrate status :enable
Channel 11

Channel bandwidth :20MHz
Power level :0
Power(dBm) 20
Available antenna number all
Attack Detect -

Radio frequency 224G
Antenna gain(dbi) 2

Profile ID :0

Profile name radiof
Channel mode :auto
Power mode :auto

PER threshold(%) :30
Conflict rate threshold(%) :60
RTS/CTS threshold(Byte) 2347
Support short preamble :support

DTIM interval (Beacon interval numbers):1

Beacon interval(ms) 1100

WMM profile ID :0

WMM profile name wmmf

RTS/CTS mode :CTS-TO-SELF

Guard interval mode :normal

802.11n A-MPDU length limit 3

Legacy station access :enable

80211bg basic rate 12

80211bg support rate 12569111218 24 36 48 54
80211a basic rate 61224

80211a support rate 169121824 3648 54
Multicast rate 2g 1
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Multicast rate 5g 6

# Display the current configuration of the 5 GHz radio.

<Huawei> display radio config interface wlan-radio0/0/1

Administrate status :enable
Channel 1149

Channel bandwidth :20MHz
Power level :0
Power(dBm) 20
Available antenna number all
Attack Detect -

Radio frequency 5G
Antenna gain(dbi) 3

Profile ID :0

Profile name :radiof
Channel mode :auto
Power mode :auto

PER threshold(%) :30
Conflict rate threshold(%) :60
RTS/CTS threshold(Byte) 2347
Support short preamble :support
DTIM interval (Beacon interval numbers):1
Beacon interval(ms) 1100
WMM profile ID :0

WMM profile name ‘wmmf
RTS/CTS mode :CTS-TO-SELF
Guard interval mode :normal
802.11n A-MPDU length limit 3
802.11ac A-MPDU length limit 7
Legacy station access :enable
80211bg basic rate 12
80211bg support rate 1256911121824 364854
80211a basic rate 61224
80211a support rate 1691218243648 54
80211ac mcs 999
Multicast rate 2g 1
Multicast rate 5g 6

A-MSDU send switch :disable
A-MSDU send max-subframes 2

(11 NOTE

The preceding command output is an example when a radio profile is bound to the radio
interface. The command output varies according to the frequency band supported by the

device.

Table 13-12 Description of the display radio config command output

Item Description

Administrate status Administrative status of the radio.
Channel Channel used by the radio.
Channel bandwidth Bandwidth of a channel.

Power level Power level of the radio.
Power(dBm) Power of the radio, in dBm.
Available antenna number Number of available antennas.
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Item

Description

Attack Detect

Attack detection mode.

Radio frequency

Frequency of the radio.

Antenna gain(dbi)

Antenna gain, in dBi.

Profile ID

ID of the radio profile bound to the
radio.

Profile name

Name of the radio profile bound to the
radio.

Channel mode

Channel mode of the radio.

Power mode Whether the power of the radio is
adjusted automatically.
PER threshold (%) Packet error rate threshold of the

radio, in percentage (%).

Conflict rate threshold (%)

Collision rate threshold of the radio, in
percentage (%).

RTS/CTS threshold(Byte)

Request To Send/Clear To Send (RTS/
CTS) threshold of the radio, in bytes.

Support short preamble

Whether the radio supports the short
preamble.

DTIM interval (Beacon interval
numbers)

Delivery traffic indication message
(DTIM) interval, which is the number
of Beacon intervals.

Beacon interval (ms)

Unit of the Beacon interval.

WMM profile 1D

ID of the Wi-Fi Multimedia (WMM)
profile applied to the radio.

WMM profile name

Name of the WMM profile.

RTS/CTS mode

RTS/CTS working mode.

Guard interval mode

Guard interval (Gl) mode

802.11n A-MPDU length limit

The maximum length of an
aggregated MPDU

802.11ac A-MPDU length limit

Maximum length of an 802.11ac A-
MPDU. This parameter is displayed
only for the 5 GHz frequency band.

Legacy station access

Whether to permit access of legacy
terminals.

To set this parameter, run the 13.1.48
legacy-station enable (for FAT AP)
command.
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Item Description
80211bg basic rate 80211bg basic rate set.

To set this parameter, run the 13.1.3
80211bg basic-rate (for FAT AP)
command.

80211bg support rate 802.11bg supported rate set.

To set this parameter, run the 13.1.4
80211bg supported-rate (for FAT
AP) command.

80211a basic rate 802.11a basic rate set.

80211a support rate 802.11a supported rate set.

80211ac mcs 802.11ac MCS. This parameter is
displayed only for the 5 GHz frequency
band.

Multicast rate 2g Multicast rate of wireless packets on

the 2.4 GHz radio.

To set this parameter, run the
multicast-rate 2g command.

Multicast rate 5g Multicast rate of wireless packets on
the 5 GHz radio.

To set this parameter, run the
multicast-rate 5g command.

A-MSDU send switch Whether to enable the function of
sending 802.11 packets in A-MSDU
mode. This parameter is displayed only
for the 5 GHz frequency band.

A-MSDU send max-subframes Maximum number of subframes that
can be aggregated into an A-MSDU at
one time. This parameter is displayed
only for the 5 GHz frequency band.

13.1.27 display radio-profile

Function

The display radio-profile command displays the configuration of a radio profile.

Format

display radio-profile { all | id profile-id | name profile-name }
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Parameters

Parameter

Description

Value

all

Displays configurations of all radio
profiles.

id profile-id

Specifies the radio profile ID.

The radio profile ID
must exist.

name profile-
name

Specifies the radio profile name.

The radio profile
name must exist.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

None

Example

# Display the configuration of radio profile named huawei.

<Huawei> display radio-profile name huawei

Profile ID 5

Profile name ‘huawei
Channel mode :auto
Power mode :auto

PER threshold(%) :30
Conflict rate threshold (%) :60
RTS/CTS threshold(Byte) 2347
Fragmentation threshold(Byte) 2346
Support short preamble :support

DTIM interval (Beacon interval numbers):1

Beacon interval(ms) 1100

WMM profile ID :0

WMM profile name :wmmf

RTS/CTS mode :CTS-TO-SELF

802.11n guard interval mode :normal

802.11n A-MPDU length limit 3

Legacy station access :enable

80211bg basic rate 12

80211bg support rate 1256911121824 36 48 54
Multicast rate 2g 1

# Display configurations of all radio profiles.

<Huawei> display radio-profile all

ID  Name

0 lw
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1 t

Total: 2

Table 13-13 Description of the display radio-profile command output

Item

Description

Profile ID

Profile ID.

Profile name

Profile name.

Channel mode

Channel mode.

Power mode

Power mode.

PER threshold (%)

Packet error rate threshold, in
percentage (%).

Conflict rate threshold (%)

Collision rate threshold, in percentage
(%).

RTS/CTS threshold(Byte)

Request To Send/Clear To Send (RTS/
CTS) threshold.

Fragmentation threshold(Byte)

Packet fragmentation threshold.

NOTE
V200R007C00 does not support
fragmentation threshold.

Support short preamble

Whether short preamble is supported.

DTIM interval (Beacon interval
numbers)

DTIM interval.

Beacon interval(ms)

Interval for sending Beacon frames.

WMM profile ID

ID of the Wi-Fi Multimedia (WMM)
profile bound to the radio profile.

WMM profile name

Name of the WMM profile bound to
the radio profile.

RTS/CTS mode

RTS/CTS working mode.

802.11n guard interval mode

Guard-interval Mode.

802.11n A-MPDU length limit

Maximum length of an A-MPDU.

ID Profile ID.
Name Profile name.
Total Number of profiles.

Legacy station access

Whether to permit access of legacy
terminals.

To set this parameter, run the legacy-
station enable command.
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Item

Description

80211bg basic rate

802.11bg basic rate set.

To set this parameter, run the 80211bg
basic-rate command.

80211bg support rate

802.11bg supported rate set.

To set this parameter, run the 80211bg
supported-rate command.

Multicast rate 2g

Multicast rate of wireless packets on
the 2.4 GHz radio.

To set this parameter, run the
multicast-rate 2g command.

13.1.28 display radio status (for FAT AP)

Function
The display radio status command displays status of a specified AP radio.
Format
display radio status interface wlan-radio wian-radio-number
Parameters
Parameter Description Value
interface wlan-radio Specifies the WLAN radio | -
wlan-radio-number interface.
NOTE
You do not need to enter a
space between wlan-radio
and wilan-radio-number.
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

The display radio status command can display status of specified AP radios,
which facilitates AP radio management.
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Example

# Display the status of wlan-radio0/0/0.

<Huawei> display radio status interface wlan-radio0/0/0

Radio status

Radio status: on

Table 13-14 Description of the display radio status command output

Item

Description

radio-status

Radio status.
e on: enabled
e Off: disabled

13.1.29 display service-set (for FAT AP)

Function
The display service-set command displays service set information.
Format
display service-set { all | id service-set-id | name service-set-name | ssid ssid}
Parameters
Parameter Description Value
all Displays information about all service -
sets.
id service-set- | Specifies the ID of a service set. The value must be
id an existing service
set ID.
name Specifies the name of a service set. The value must be
service-set- an existing service
name set name.
ssid ssid Specifies the SSID of a service set. The value must be
an existing SSID.
Views
All views
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Default Level

1: Monitoring level

Usage Guidelines

You can run this command to view information service set information.

Example

# Display information about all service sets.

<Huawei> display service-set all

ID Name SSID
0 lw abc

1 lw2 abcd
Total: 2

# Display information about service set 1.

<Huawei> display service-set id 1

Service-set ID o1
Service-Set name s w2

SSID 1 100129796_93002
Hide SSID : disable

Type : service
Maximum number of user 132
Association timeout(min) .5
Traffic profile name tlw
Security profile name tlw
Wlan-bss interface : Wlan-bss1
Igmp mode : off

# Display information about service set with the SSID of abcd.

<Huawei> display service-set ssid abcd
Service-set List:

ID Name
1 abcd
Total: 1

Table 13-15 Description of the display service-set command output

Item Description

ID ID of a service set.

Name Name of a service set.

SSID SSID character string of a service set.

Hide SSID Whether the SSID is hidden.

Type Type of a service set, which can be
service or ap-management.
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Item Description

Maximum number of user Maximum number of users allowed by
a service set.

Association timeout(min) Association timeout period.

Traffic profile name Name of the traffic profile bound to a
service set.

Security profile name Name of the security profile bound to
a service set.

Wlan-bss interface Number of a WLAN-BSS interface.

Igmp mode IGMP mode, which can be snooping or
off.

Service-set ID ID of a service set.

Service-Set hame Name of a service set.

13.1.30 display station assoc-info (for FAT AP)

Function
The display station assoc-info command displays information about associated
STAs.
Format
display station assoc-info { sta mac-address | interface wlan-radio wlan-radio-
number [ service-set service-set-id] }
Parameters
Parameter Description Value
sta mac- Displays information about a STA with a | The value is in H-H-
address specified MAC address. H format. An H is a

hexadecimal
number of four

digits.
interface Displays information about STAs -
wlan-radio connected to WLAN-Radio.
wlan-radjo- NOTE
number You do not need to enter a space between

wlan-radio and wlan-radio-number.
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Parameter Description Value
service-set Displays information about STAs in a e AR150 series,
service-set-id | specified service set. AR160 series and
AR200 series: 0
to7
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

Example

You can run this command to view information about associated STAs.

e To view information about a specified STA, ensure that the STA has been
associated with an AP.

e To view information about all STAs associated with a service set on WLAN-
Radio, ensure that the service set has been bound to WLAN-Radio.

# Display information about an associated STA with MAC address 4016-9f14-f25d.

<Huawei> display station assoc-info sta 4016-9f14-f25d

Station mac-address : 4016-9f14-f25d
Associated SSID : huawei-wzk
Station's AP ID :0

Station's Radio ID :0

Station's Authentication Method : OPEN
Station's Cipher Type : NO CIPHER
Station's User Name : 88e3abeb97a4
Station's Vlan ID : 100

Station's asso BSSID : 00fe-a1b1-4043
Station's state : Asso with auth

Table 13-16 Description of the display station assoc-info command output

Item Description

Station mac-address MAC address of a STA.

Associated SSID SSID of a service set with which a STA
is associated.

Station's AP ID ID of the AP that a STA associates
with.

Station's Radio ID Radio ID of a STA.
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Item

Description

Station's Authentication Method

Authentication mode of a STA.

Station's Cipher Type

Encryption mode of a STA.

Station's User Name

User name of a STA.

Station's Vlan ID

VLAN ID of a STA.

Station's Channel Band-width

Channel bandwidth of a STA.

Station's asso BSSID

BSSID that the STA associates with.

Station's state

Status of the STA.

13.1.31 display station assoc-num (for FAT AP)

Function
The display station assoc-num command displays the number of STAs associated
with a specified service set.
Format
display station assoc-num [ service-set service-set-id ]
Parameters
Parameter Description Value
service-set Specifies the number of STAs associated e AR150 series,
service-set-id | with a specified service set. AR160 series and
AR200 series: 0
to7
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

If no service set is specified, the number of STAs associated with all service sets is
displayed. To specify a service set, ensure that the service set has been created.
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Example

# Display the number of STAs associated with service set 0.

<Huawei> display station assoc-num service-set 0
Number of station: 1

Table 13-17 Description of the display station assoc-num command output

Item Description

Number of station Number of associated STAs.

13.1.32 display station roam-track (for FAT AP)

Function
The display station roam-track command displays the roaming track of a STA.
Format
display station roam-track sta mac-address
Parameters
Parameter Description Value
sta mac-address Specifies the MAC The value is in H-H-H
address of the specified format. An His a
STA. hexadecimal number of
four digits.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

During the roaming process of a STA, the AC records the STA's roaming track (that
is, information about the APs that the STA connects to). You can run the display
station roam-track command to view the roaming track of the STA.

Example
# Display the roaming track of the STA with the MAC address 0011-43c7-d73e.
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<Huawei> display station roam-track sta 0011-43c7-d73e

Access SSID:huawei Rx/Tx:Rx-Rate/Tx-Rate Mbps
L2/L3 ACIP
AP/Radio BSSID TIME In Rx/Tx RSSI Out Rx/Tx RSSI

- 192.168.109.1

1/0 dcd2-fc9d-0bb0 2014/01/03 11:46:12  61/61

L2 192.168.109.1

1/0 e468-a34d-afb0 2014/01/03 11:48:17 61/61

-51  46/13 -48

58 /- -

Number of roam track: 1

Table 13-18 Description of the display station roam-track command output

Item Description

Access SSID SSID associated with an STA.

Rx/Tx Negotiated rate between the STA and
AP.

L2/L3 Roaming mode.

ACIP IP address of an AC that the STA has
associated with.

AP/Radio ID of a radio or an AP that the STA has
associated with.

BSSID BSSID of an AP that the STA has
associated with.

TIME Time duration when the STA has
associated with an AP.

In Rx/Tx Negotiated rate of the STA when it
goes online on an AP.

RSSI Signal strength of the STA when it
goes online on an AP.

Out Rx/Tx Negotiated rate of the STA when it
disconnects from an AP.

RSSI Signal strength of the STA when it
disconnects from an AP.

Number of roam track Number of STA roaming tracks.

13.1.33 display station statistics (for FAT AP)

Function

The display station statistics command displays statistics information about

STAs.
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Format

Parameters

Views

Default Level

display station statistics [ sta mac-address ]

Parameter Description Value
sta mac- Displays statistics information about a The value is in H-H-
address STA with a specified MAC address. H format. An H is a

hexadecimal
number of four
digits.

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

When you run the display station statistics command to check the statistics
information about STAs,

e If no parameter is specified, statistics information about all STAs associated
with the device is displayed.

e If sta is specified, the number of packets exchanged between the specified
STA and device and the corresponding rate are displayed.

Prerequisites

To view statistics information about a specified STA, ensure that the STA has been
associated with an AP.

# Display traffic statistics on a STA.

<Huawei> display station statistics sta 0025-86aa-0d1c

Count of sent packets to the station 12

Count of received packets from the station : 3846
Count of sent bytes to the station 1110
Count of received bytes from the station 1 170549
Wireless data rate sent to the station(kbps) :0

Wireless data rate received from the station(kbps) : 0
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Table 13-19 Description of the display station statistics command output

Item

Description

Count of sent packets to the station

Number of packets sent to the STA.

Count of received packets from the
station

Number of packets received by the
STA.

Count of sent bytes to the station

Number of bytes sent to the STA.

Count of received bytes from the
station

Number of bytes received by the STA.

Wireless data rate sent to the
station(kbps)

Rate at which packets are sent to the
STA, in kbit/s.

Wireless data rate received from the
station(kbps)

Rate at which packets are received by
the STA, in kbit/s.

# Display statistics information about all STAs.

<Huawei> display station statistics

Total stations online time(seconds)

639

Count of successful association and reassociation request 1

Count of stations associated with the AP
Count of association request

Count of reject association request
Count of failed association request
Count of reassociation request

Count of successful reassociation request
Count of reject reassociation request
Count of failed reassociation request

Count of disassociations because of users notified

1
1

:0
3
:0

:0
:0
3
:0

Count of disassociations because of users left without notification:3

Count of disassociations because of other reasons

Count of disassociations because of linkauthfail
Count of authentication request

Count of deauth request

Count of AC auth successful

Count of AC auth failed because of password error

Count of AC auth failed because of invalid calc
Count of AC auth failed because of timeout
Count of AC auth failed because of refused

Count of AC auth failed because of other reasons

:0

Table 13-20 Description of the display station statistics command output

Item

Description

Total stations online time(seconds)

Total online duration of all STAs, in
seconds.
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Item

Description

Count of successful association and
reassociation request

Number of successful associations
between STAs and the AP. If a STA
successfully associates with the AP
multiple times, STA association is
counted multiple times.

Count of stations associated with the
AP

Number of STAs that are being
associated with the AP.

Count of association request

Number of association requests sent to
the AP.

Count of reject association request

Number of association requests denied
by the AP.

Count of failed association request

Number of failed associations.

Count of reassociation request

Number of reassociation requests sent
to the AP.

Count of successful reassociation
request

Number of successful reassociations.

Count of reject reassociation request

Number of reassociation requests
rejected by the AP.

Count of failed reassociation request

Number of failed reassociations.

Count of disassociations because of
users notified

Number of times STAs are
disassociated from the AP because
users go offline.

Count of disassociations because of
users left without notification

Number of times STAs are
disassociated from the AP because
users go offline abnormally.

Count of disassociations because of
other reasons

Number of times STAs are
disassociated from the AP for other
reasons.

Count of disassociations because of
linkauthfail

Number of times STAs are
disassociated from the AP due to link
authentication failures.

Count of authentication request

Number of link authentication request
packets.

Count of deauth request

Number of link deauthentication
request packets.
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Item Description
Count of AC auth successful Total number of successful link

authentications on the AP. Every time
a STA initiates a link authentication
request and passes the authentication,
the counter is incremented by 1. If the
same STA initiates multiple
authentication requests and passes all
authentications, the counter is
incremented cumulatively.

Count of AC auth failed because of Number of STAs that fail to be

password error authenticated due to incorrect
passwords.

Count of AC auth failed because of Number of STAs that fail to be

invalid calc authenticated due to an invalid

authentication algorithm.

Count of AC auth failed because of Number of STAs that fail to be

timeout authenticated due to timeout.

Count of AC auth failed because of Number of STAs that fail to be

refused authenticated because the AC rejects
the associate requests.

Count of AC auth failed because of Number of STAs that fail to be

other reasons authenticated due to other reasons.

13.1.34 display statistics sta (for FAT AP)

Function
The display statistics sta command displays authentication statistics on a
specified STA.
Format
display statistics sta mac-address
Parameters
Parameter Description Value
mac-address | Specifies the MAC address of a STA. The value is in H-H-

H format. An H is a
hexadecimal
number of four
digits.
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can view authentication statistics on a STA by specifying the MAC address of a
STA. This command displays the authentication mode used by the STA and
authentication statistics.

Example

# View statistics on the STA with MAC address 000b-c002-95c¢9, which uses
Wireless LAN Authentication and Privacy Infrastructure (WAPI) authentication.

<Huawei> display statistics sta 000b-c002-95c9

STA MAC address : 000b-c002-95c9
Authentication method : WAPI PSK
WAPI Version 01

Status of Controlled Port : Open
Selected unicast cipher : SMS4

WPI Replay Counters :0

WPI Decryptable Errors :0

WPI MIC Errors :0

WAI Signature Errors :0

WAI HMAC Errors :0

WAI Discard Counters :0

WAI Timeout Counters 01

WAI Format Errors :0

WAI Authentication Result Failures : 0
WAI Certificate Handshake Failures : 0
WAI Unicast Handshake Failures : 0
WAI Multicast Handshake Failures : 0

Table 13-21 Description of the display statistics sta command output (WAPI
authentication)

Item Description
STA MAC address MAC address of a STA.
Authentication method Authentication mode. The following

authentication modes are supported:
WAPI certificate authentication, WAPI
pre-shared key authentication, WPA1
802.1x authentication, WPA1 pre-
shared key authentication, WPA2
802.1x authentication, WPA2 pre-
shared key authentication, pre-shared
key authentication, and open system
authentication.

WAPI Version WAPI version.
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Item

Description

Status of Controlled Port

Status of the controlled port, which
can be open or closed.

Selected unicast cipher

Unicast key used in authentication.

WPI Replay Counters

Number of WPI MAC protocol data
units (MPDUs) discarded by the anti-
replay function.

WPI Decryptable Errors

Number of WPI-SMS4 decryption
errors caused by lack of valid key.

WPI MIC Errors

Number of WPI-SMS4 decryption
errors caused by incorrect message
integrity codes (MICs).

WAI Signature Errors

Number of WAI packets with incorrect
signatures.

WAI HMAC Errors

Number of WAI packets with incorrect
message authentication codes (MACSs).

WAI Discard Counters

Number of discarded WAI packets.

WAI Timeout Counters

Number of WAI packets that time out.

WAI Format Errors

Number of WAI packets with incorrect
formats.

WAI Authentication Result Failures

Number of WAI authentication
failures.

WA Certificate Handshake Failures

Number of WAI certificate
authentication failures.

WAI Unicast Handshake Failures

Number of WAI unicast key
negotiation failures.

WAI Multicast Handshake Failures

Number of WAI multicast key
negotiation failures.

# View statistics on the STA with MAC address 0011-F321-D2C3, which uses Wired

Equivalent Privacy (WEP) authentication.

<Huawei> display statistics sta 0011-F321-D2C3

STA MAC Address : 0011-F321-D2C3
Authentication Method : Share key
Selected Unicast Cipher : WEP-40
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Table 13-22 Description of the display statistics sta command output (WEP

authentication)

Item

Description

STA MAC Address

MAC address of a STA.

Authentication Method

Authentication mode specified in the
security profile.

Selected Unicast Cipher

Unicast key used in authentication.

# View statistics on the STA with MAC address 0011-F321-D2C3, which uses WPA

authentication.

<Huawei> display statistics sta 0011-F321-D2C3
STA MAC address : 0011-F321-D2C3

Authentication method : WPA PSK
Dot11RSNAStatsVersion :0

Status of Controlled Port : Closed
Selected unicast cipher : TKIP

Table 13-23 Description of the display statistics sta command output (WPA

authentication)

Item

Description

STA MAC address

MAC address of a STA.

Authentication method

Authentication mode specified in the
security profile.

Status of Controlled Port

Status of the controlled port.

Selected unicast cipher

Unicast key used in authentication.

Dot11RSNAStatsVersion

Latest RSNA version that the STA
supports.

13.1.35 display statistics radio (for FAT AP)

Function

Format

The display statistics radio command displays frame statistics on the MAC layer
of a specified radio, including the number of frames sent and received by the

radio.

display statistics radio interface wlan-radio wlan-radio-number
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Parameters

Views

Default Level

Parameter Description Value
interface Specifies the WLAN radio interface. -
wlan-radio NOTE
wlan-radio- You do not need to enter a space between
number interface wlan-radio and w/an-radio-
number.
All views

1: Monitoring level

Usage Guidelines

Example

View frame statistics on the MAC layer of a radio to monitor the service operating
status on the radio.

# Display frame statistics on the MAC layer of the radio interface.
<Huawei> display statistics radio interface wlan-radio0/0/0

Wireless received frames :0

Wireless received bytes :0

Wireless transmitted frames :0
Wireless transmitted bytes :0
Wireless transmitted RTS successes :0
Wireless transmitted unicast frames :0
Wireless transmitted broadcast frames :0
Wireless transmitted failure frames :0
Wireless received error frames :0
Wireless received physical layer error frames :0
Wireless received FCS error frames :0
Wireless received MIC error frames :0
Wireless received private key and decrypt fail frames :0
Wireless retry frames :0

Wireless down-stream MAC error frames :0
Wireless PER(%) :0

Wireless PER of the last statistic period(%) 1100
Wireless channel utilization (%) :0
Wireless received signal strength(dBm) :-79.00
Wireless receive power(dBm) :-79.00

Table 13-24 Description of the display statistics radio command output

Item Description
Wireless received frames Number of frames received by the
radio.
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Item

Description

Wireless received bytes

Number of bytes received by the radio.

Wireless transmitted frames

Number of frames sent by the radio.

Wireless transmitted bytes

Number of bytes sent by the radio.

Wireless transmitted RTS successes

Number of Request to Send (RTS)
frames that are successfully sent by
the radio.

Wireless transmitted unicast frames

Number of unicast frames sent by the
radio.

Wireless transmitted broadcast frames

Number of broadcast frames sent by
the radio.

Wireless transmitted failure frames

Number of frames that the radio fails
to send.

Wireless received error frames

Number of errored frames received by
the radio.

Wireless received physical layer error
frames

Number of errored frames received at
the physical layer of the radio.

Wireless received FCS error frames

Number of frames with incorrect
frame check sequence (FCS) received
by the radio.

Wireless received MIC error frames

Number of frames with message
integrity code (MIC) received by the
radio.

Wireless received private key and
decrypt fail frames

Number of frames with incorrect keys
received by the radio.

Wireless retry frames

Number of frames that are
retransmitted by the radio.

Wireless down-stream MAC error
frames

Number of downstream errored
frames received by the MAC layer of
the radio.

Wireless PER(%)

Packet error rate of the radio.

Wireless PER of the last statistic
period (%)

Packet error rate in the last statistical
period.

Wireless channel utilization(%)

Channel usage on the radio.

Wireless received signal strength(dBm)

Strength of signals received by the
radio.

Wireless receive power(dBm)

Receiving optical power of the radio.
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13.1.36 display station online-fail-record (for FAT AP)

Function
The display station online-fail-record command displays STA online failure
records.
Format
display station online-fail-record { all | mac mac-address }
Parameters
Parameter Description Value
all Displays online failure records of all STAs. | -
mac mac- Displays online failure records of the STA | The value is in H-H-
address with the specified MAC address. H format. An H is a
hexadecimal
number of 4 digits.
Views

All views

Default Level

1: Monitoring level

Usage Guidelines

If a STA fails to go online, you can run the command to check the failure reason,
which helps locate the fault.

After the number of STA online failure records reaches the maximum that can be
stored, new records overwrites existing ones.
Example

# Displays online failure records of all STAs.

<Huawei> display station online-fail-record all
AP/Rf/WLAN: AP ID/Radio ID/WLAN ID

STA MAC AP/Rf/WLAN Last fail time Reason

14cf-9208-9abf 0/0/1 2014-06-17/14:06:57 Succeed in matching the glo
bal STA blacklist.

Total stations: 1 Total records: 1
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Table 13-25 Description of the display station online-fail-record command

output
Item Description
STA MAC MAC address of the STA that fails to
go online.
AP/Rf/WLAN ID of the AP/radio/VAP that the STA
fails to connect to.
Last fail time Time of the STA online failure.
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Item

Description

Reason

Reason for the STA online failure.

e 802.1X authentication failed: 802.1x
authentication fails.

e ap max user: The number of
connected STAs has reached the
maximum on the AP.

e Authentication failed or Esap cut
STA: The authentication fails or the
AP automatically disconnects from
the STA.

e Authentication times out:
Authentication times out.

e Failed to check the association and
reassociation request packets:
Association or reassociation packet
check fails.

e Failed to decrypt WEP challenge
phrases: Decryption of the
challenge phrase in WEP encryption
fails.

e Failed to match the global STA

whitelist: The STA is not in the
global whitelist.

e Failed to match the VAP STA
whitelist: The STA is not in the VAP
whitelist.

e Incompatible STA: The AP is not
compatible with the STA.

e Insufficient resources allocated to
the STA: Too many STAs associate

with the AP, and resources are
insufficient.

e Inner application reason: The STA
online failure is caused by internal
application problems.

e Invalid encryption field: The
encryption field is invalid.

e Low rssi: The signals of the STAs are
too weak.

e MAC address authentication failed:
MAC address authentication fails.

e No response from the STA: The STA
is aged out or forced offline.

e Static ip: The IP address of the STA
is an unauthorized IP address.
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Item

Description

e Succeed in matching the dynamic

blacklist: The STA is in the dynamic
blacklist.

Succeed in matching the global STA
blacklist: The STA is in the global
dynamic blacklist.

Succeed in matching the VAP STA
blacklist: The STA is in the VAP
blacklist.

The AP supports only 802.11n
access: The VAP supports only the
802.11n access mode but the STA
does not work in the 802.11n access
mode.

The maximum number of access
STAs is exceeded: The number of
STAs reaches the maximum.

The rate set does not support
negotiation: The AP does not
support the rate of the STA.

The STA is disconnected or VAP is
disabled: The STA is forced offline
on the AP or the VAP state becomes
down.

The STA is not associated: The STA
fails to associate with the AP but
sends a data packet to the AP. After
the AP receives the data packet, it
does not send the packet to an
upstream device but sends a
disassociation packet to the STA.

The STA is not authenticated before
association: The STA directly
connects to the AP but is not
authenticated; therefore, it is
rejected by the AP.

The STA is not authenticated: The
STA sends a data packet to the AP
but does not pass the
authentication. After the AP
receives the data packet, it does not
send the packet to an upstream
device but sends a disassociation
packet to the STA.

Uac channel util: The channel usage
of the radio exceeds the threshold.
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Item Description

e Uac user num: The number of STAs
connected to the radio has reached
the maximum.

e vap max user: The number of STAs
connected to the VAP has reached
the maximum.

e WAPI authentication failed: WAPI
authentication fails.

e WAPI authentication times out:
WAPI authentication times out.

e WEP authentication packet
sequence error: There is a sequence
error in the WEP authentication
packet.

e WEP encryption error: A WEP
encryption error occurs.

e WPA authentication failed: WPA
authentication fails.

e WPA authentication times out: WPA
authentication times out.

e WPA MIC failed: The PSK is
incorrect.

o WPA/WPA2/WAPI encryption error:
A WPA/WPA2/WAPI encryption
error occurs.

e Inconsistent SSIDs before and after
the roaming: The STA associates
with different VAP SSIDs before and
after intra-AP roaming.

Related Topics
13.1.59 reset station online-fail-record (for FAT AP)

13.1.37 display uncontrol ap (for FAT AP)

Function

The display uncontrol ap command displays information about uncontrolled APs.

Format

display uncontrol ap { all | bssid bssid }
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Parameters
Parameter Description Value
bssid bssid Specifies the basic service set identifier The value is in H-H-
(BSSID) of an AP that is not controlled H format. An His a
by the local AC. hexadecimal
number of four
digits.
all Displays information about all APs that -
are not controlled by the local AC.

Views

Default Level

All views

1: Monitoring level

Usage Guidelines

Example

You can run this command to view information about all uncontrolled APs or an
uncontrolled AP with a specified BSSID. The command output includes ID of the
controlled AP closest to the uncontrolled AP and the strength of signals that the
controlled AP received from the uncontrolled AP.

# View information about all APs that are not controlled by the local AC.

<Huawei> display uncontrol ap all

BSSID NEAREST-AP CHANNEL RSSI(dBm)
00e0-1234-5678 5 6 3.50
00e0-5678-1234 6 11 5.00

Total: 2

# View information about uncontrolled AP with the BSSID of 00e0-5678-1234.

<Huawei> display uncontrol ap bssid 00e0-5678-1234

BSSID NEAREST-AP CHANNEL RSSI(dBm) SSID

00e0-5678-1234 6 11 -42.00  busonline

Table 13-26 Description of the display uncontrol ap command output

Item Description

BSSID BSSID of an uncontrolled AP.
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Item

Description

NEAREST-AP

ID of the controlled AP that is closest
to the uncontrolled AP.

CHANNEL

displayed.

Channel on which the uncontrolled AP
is detected. If a rogue AP is detected
on multiple channels, the channel with
the strongest signal strength is

RSSI(dBm)

Strength of signals that the closest
controlled AP receives from the
uncontrolled AP, in dBm.

SSID

SSID of an uncontrolled AP.

13.1.38 display vap (for FAT AP)

Function

Format

Parameters

The display vap command displays parameter settings of virtual access points
(VAPs).

display vap { all | service-set { id service-set-id | name service-set-name} }

Parameter

Description

Value

all

Displays parameter settings of all VAPs.

service-set id
service-set-id

Displays parameter settings of the VAP
with a specified SSID.

e AR150 series,
AR160 series and
AR200 series: 0
to7

service-set
name
service-set-
name

Displays parameter settings of the VAP
with a specified service set name.

The value is a string
of 1 to 31
characters without
question marks (?)
or spaces. It cannot
begin or end with
double quotation
marks (" ").
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines
The display vap command displays parameter settings of a specified VAP or all
VAPs.

Example

# Display parameter settings of all VAPs.

<Huawei> display vap all
All VAP Information(Total-1):

Radio ID SSID WLAN ID BSSID SS name
0 0 1 00E0-FC03-0205 vapO

Total: 1

# Display parameter settings of the VAP with a specified SSID.

<Huawei> display vap service-set id 0

Radio ID SSID WLAN ID BSSID SS name
0 1 1 707B-E8E9-D32A test
Total: 1

Table 13-27 Description of the display vap command output

Item Description

Radio ID ID of the radio.

SSID Identifier of the service set bound to
the radio.

WLAN ID ID of the WLAN to which a VAP is
applied.

BSSID BSSID of a VAP, which is the unique
identifier of the VAP.

SS name Name of a service set.

13.1.39 display wlan global

Function

The display wlan global command displays global parameters of an AP.
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Format

display wlan global

Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines
Usage Scenario
The display wlan global command shows settings of global parameters.
Prerequisites
The AP country code has been configured using the 13.1.77 wlan global country-
code command.

Example

# Display global parameters of an AP.

<Huawei> display wlan global

Country code :CN
AP Network Element: -

Table 13-28 Description of the display wlan global command output

Item Description

Country code Country code of the AP. To configure
the country code of the AP, run the
13.1.77 wlan global country-code
command.

AP Network Element NE ID.

Related Topics
13.1.77 wlan global country-code
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13.1.40 display wlan record

Function
The display wlan record command displays information about the Probe Request
and Beacon frames collected by the device.
(10 NOTE
The AR1220W, AR1220EVW and AR1220VW do not support this command.
Format
display wlan record { all | probe | beacon } [ interface wlan-radio w/an-radjo-
number ]
Parameters
Parameter Description Value
all Displays information -
about the Probe Request
and Beacon frames
collected by the device.
probe Displays information -
about the Probe Request
frames collected by the
device.
beacon Displays information -
about the Beacon frames
collected by the device.
interface wlan-radio Specifies the WLAN radio | -
wlan-radio-number interface.
NOTE
You do not need to enter a
space between wlan-radio
and wlan-radio-number.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario
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After the function of collecting Probe Request and Beacon frames is enabled on
the device, you can run the display wlan record command to check information
about the Probe Request and Beacon frames collected by the device, including the
MAC address and RSSI of the STA or Fat AP.

Precautions

The aging time of all statistics entries is 5 minutes. That is, if the device does not
receive a Probe Request frame from a STA or a Beacon frame from a Fat AP within
5 minutes, the device deletes statistics entries of the STA or Fat AP when the aging

time expires.

Example

# Display information about the Probe Request and Beacon frames collected by

the device.

<Huawei> display wlan record all
MY MAC: 9c28-efcb-44a9

STA MAC
LaRSSI DType

First time
DManu

Last time
DModelName

DurTime FirRSSI
DModelNum DeviceName

7014-a6**-d157

14:19:11 2015/08/01

14:19:11 2015/08/01 0 -9

91 0

9404-9c**-74f0  14:18:35 2015/08/01  14:19:21 2015/08/01 46  -62
-58 1

38bc-1a**-8dd2  14:19:00 2015/08/01 14:19:11 2015/08/01 11 -89
-89 0

acf7-f3**-3942  14:19:19 2015/08/01  14:19:19 2015/08/01 0 -82
-83 0 "Xiaomi" "MI2" "MI2" "aries"

1834-51**-6fb9  14:19:13 2015/08/01  14:19:16 2015/08/01 3 -75
-76 0

18c5-8a**-8b5f  14:19:25 2015/08/01  14:19:25 2015/08/01 0 -83
-83 1

0046-4b**-1fa0  14:18:49 2015/08/01 14:18:49 2015/08/01 0o -87
-87 0

581f-28**-f450 14:18:51 2015/08/01  14:19:26 2015/08/01 35 -79
-85 0

9cc1-72**-1014  14:19:22 2015/08/01  14:19:23 2015/08/01 1 -89
-83 0 "HUAWEI" "HUAWEI P7-LO7" "HUAWEI P7-LO7" "P7-L07"
f8df-a8**-71ce  14:18:44 2015/08/01 14:19:14 2015/08/01 30 -65
-71 0 "nubia" "NX40X" "NX40X" "NX40X"

0046-4b**-68cf  14:18:35 2015/08/01  14:19:26 2015/08/01 51 -87
-86 0

Total Records: 11

Table 13-29 Description of the display wlan record command output

Item Description

MY MAC MAC address of the device.

STA MAC MAC address of the STA or Fat AP.

First time First time when the device receives a Probe
Request frame or Beacon frame.
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Item Description
Last time Last time when the device receives a Probe

Request frame or Beacon frame.

DurTime Duration when the device receives Probe
Request frames or Beacon frames.

FirRSSI RSSI of the STA or Fat AP that is collected for
the first time.

LaRSSI RSSI of the STA or Fat AP that is collected for
the last time.

DType Whether the device sending packets is a STA or
Fat AP.

e 0: The device is a STA, such as a mobile
phone or a tablet.

e 1: The device is a Fat AP, such as a router.

DManu Manufacturer of the STA.

NOTE
A maximum of 32 bytes can be displayed.

DModelName Model of the STA.

NOTE
A maximum of 32 bytes can be displayed.

DModelNum Sequence number of the STA.

NOTE
A maximum of 32 bytes can be displayed.

DeviceName Name of the STA.

NOTE
A maximum of 32 bytes can be displayed.

Related Topics
13.1.63 set wlan record enable
13.1.60 reset wlan record

13.1.41 display workmode wlan

Function

The display workmode wlan command displays the current WLAN mode and the
configured WLAN mode of a device.

Format

display workmode wlan
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Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario

You can run this command to check the current WLAN mode and the configured
WLAN mode of a device. The configured WLAN mode takes effect after the device

is restarted.

Example

# Display the current WLAN mode of the device.

<Huawei> display workmode wlan

Wlan Current WorkMode = ap
Wlan Config WorkMode = ac

Table 13-30 Description of the display workmode wlan command output

Item

Description

Wlan Current WorkMode

Current WLAN mode of a device.
e ap: Fat AP mode
e ac: AC mode

Wlan Config WorkMode

Configured WLAN mode, which takes
effect after the device is restarted.

e ap: Fat AP mode
e ac: AC mode

Related Topics

13.1.69 set workmode wlan (for FAT AP)

13.1.42 dtim-interval (for FAT AP)

Function

The dtim-interval command sets the delivery traffic indication map (DTIM)

interval in a radio profile.
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The undo dtim-interval command restores the default DTIM interval in a radio
profile.

By default, the DTIM interval is 1.

Format
dtim-interval dtim-interval
undo dtim-interval
Parameters
Parameter Description Value
dtim-interval | Specifies the DTIM interval. The value is an
integer that ranges
from 1 to 255, in
Beacons.
Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines

DTIM refers to delivery traffic indication map. After a STA enters the dormancy
mode, the associated AP saves the broadcast and multicast frames for the STA.
When a Beacon frame sent to the STA by the AP contains DTIM, the saved
broadcast and multicast frames will be transmitted to the STA. The DTIM interval
refers to the number of Beacon frames sent before the Beacon frame that contains
the DTIM. To set the interval for sending Beacon frames in a radio profile, run the
beacon-interval command.

e When the STA is in the dormancy status, the AP saves data transmitted to the
STA and notifies the STA with a bit in broadcast Beacon frames. The STA
receives data according to this bit. You can run this command to set the DTIM
interval in the specified radio profile.

e The DTIM interval specifies how many Beacon frames are sent before the
Beacon frame that contains the DITM. A long DTIM interval lengthens the
dormancy time of the STA and saves power, but degrades the transmission
capability of the STA. A short interval helps transmitting data in a timely
manner, but the STA is waken up frequently, causing high power consumption.

Example
# Set the interval for sending DTIM to 5 in radio profile 80211b.

<Huawei> system-view
[Huawei] wlan
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[Huawei-wlan-view] radio-profile name 80211b
[Huawei-wlan-radio-prof-80211b] dtim-interval 5

13.1.43 forward-mode (for FAT AP)

The forward-mode command sets the data forwarding mode in a service set.

The undo forward-mode command restores the default data forwarding mode in

By default, the data forwarding mode is direct-forward in the service set.

The AR1220W and AR1220VW do not support this command.

forward-mode { direct-forward | gre-tunnel }

Description

Value

Indicates the direct forwarding
mode.

Indicates the GRE tunnel forwarding
mode.

Function
a service set.
{1 NOTE
Format
undo forward-mode
Parameters
Parameter
direct-
forward
gre-tunnel
Views

Service set view

Default Level

2: Configuration level

Usage Guidelines

You can run the forward-mode command to configure the data forwarding mode

in a service set.

Precautions

e  When Wi-Fi and GRE both exist, you must configure the DHCP server and GRE
tunnel on different devices but not on the same device.

e  GRE tunnel forwarding is used only in Wi-Fi + GRE scenarios. In other
scenarios, direct forwarding is recommended.
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e In GRE tunnel forwarding mode, remote 802.1x authentication is not
supported, and the local and remote ends cannot share one address pool.

e In GRE tunnel forwarding mode, an access device (Fat AP) and the upper-
layer network (Internet) at the same end of a GRE tunnel cannot
communicate at Layer 2 or Layer 3.

e When a WLAN-BSS interface with GRE tunnel forwarding configured is
isolated from a WLAN-BSS without GRE tunnel forwarding configured, they
cannot communicate with each other. You need to configure the same data
forwarding mode on the interfaces to enable communication between them.

Example

# Create the service set ChinaNet and set the data forwarding mode to GRE
tunnel forwarding.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet
[Huawei-wlan-service-set-ChinaNet] forward-mode gre-tunnel

Related Topics
13.1.29 display service-set (for FAT AP)

13.1.44 guard-interval-mode (for FAT AP)

Function
The guard-interval-mode command configures the guard interval (GI) mode.
The undo guard-interval-mode command restores the default GI mode.
By default, the GI mode is normal.
Format
guard-interval-mode { short | normal }
undo guard-interval-mode
Parameters
Parameter Description Value
short Indicates a short interval. -
normal Indicates a common interval. -
Views

Radio profile view
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Default Level

2: Configuration level

Usage Guidelines

A wireless device does not receive and send data all the time. An interval between
data receiving and sending improves transmission performance. This interval is
called Gl.

The GI mode consists of the short interval and common interval. The common
interval is 800 ns whereas the short interval is 400 ns. The short interval is
applicable to 802.11n specifications, which can raise the transmission rate of
802.11n packets.

(11 NOTE

The guard-interval-mode command supports only 802.11n.

Example

# Set the Gl mode of radio profile 80211n to normal.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name 80211n
[Huawei-wlan-radio-prof-80211n] guard-interval-mode normal

Related Topics

13.1.56 radio-profile (WLAN view) (for FAT AP)
13.1.27 display radio-profile

13.1.45 igmp-mode snooping (for FAT AP)

Function

The igmp-mode snooping command enables the function of converting multicast
packets to unicast packets in the service set view.

The undo igmp-mode command disables the function of converting multicast
packets to unicast packets.

By default, the function of converting multicast packets to unicast packets is
disabled.

Format
igmp-mode snooping

undo igmp-mode

Parameters
None
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Views

Service set view

Default Level

2: Configuration level

Usage Guidelines

You can enable the function of converting multicast packets to unicast packets in
scenarios that have high requirements on multicast stream transmission, such as a
high-definition video on-demand scenario.

After the function is enabled, an AP listens on Report and Leave packets to
maintain multicast-to-unicast entries. When sending multicast packets to the
client, the AP converts the multicast packets to unicast packets based on the
multicast-to-unicast entries to improve multicast stream transmission efficiency.

Example

# Enable the function of converting multicast packets to unicast packets.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name huawei
[Huawei-wlan-service-set-huawei] igmp-mode snooping

Related Topics
13.1.29 display service-set (for FAT AP)

13.1.46 interface wlan-bss

Function
Using the interface wlan-bss command, you can create a WLAN-BSS interface.
Using the undo interface wlan-bss command, you can delete a WLAN-BSS
interface.
By default, no WLAN-BSS interface is created.

Format

interface wlan-bss w/lan-bss-number

undo interface wlan-bss wilan-bss-number
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Parameters
Parameter Description Value
wlan-bss- Specifies the number of a WLAN-BSS The value is an
number interface. integer. The value

range varies
according to
devices:

e AR150 series,
AR200 series,
AR161FGW-L,
AR161FGW-La,
AR161FGW-Lc,
AR161FW,
AR161FW-P-M5,
AR161W,
AR169FGW-L,
AR169FGVW-L,
AR169FVW,
AR169FVW-8S,
AR169JFVW-4BA4S
and
AR169JFVW-2S: 0
to7

e AR1200 series,
AR161EW,
AR161EW-M1,
AR169CVW,
AR169CVW-4B4S,
AR1T69EW,
AR169EGW-L,
AR169W-P-M9
and AR169RW-P-
M9: 0 to 15

Views

System view

Default Level

2: Configuration level

Usage Guidelines

e A WLAN-BSS interface is configured with parameters such as the interface
priority and authentication mode.

e After you create a WLAN-BSS interface, bind this interface to a service set.
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Example
# Create WLAN-BSS 1.

<Huawei> system-view
[Huawei] interface wlan-bss 1
[Huawei-Wlan-Bss1]

13.1.47 interface wlan-radio

Function

The interface wlan-radio command displays the radio interface view.

(11 NOTE

In the radio interface view, modifying the WLAN configuration may cause STAs associated
with the current radio to go offline.

Format

interface wlan-radio wlan-radio-number

Parameters

Parameter Description Value

wlan-radio- Displays the specified radio interface Enumerated type.
number view. The values are as
follows:

e 0/0/0: indicates
the 2.4-GHz
radio interface.

e 0/0/1: indicates
the 5-GHz radio
interface.

Only the AR169W-
P-M9, AR169RW-P-
M9, AR129CVW,
AR129CGVW-L,
AR169CVW,
AR169CVW-4B4S,
ART61EW,
ART161EW-MT,
ART69EW,
ART69EGW-L
support 0/0/0 and
0/0/1. Other models
support only 0/0/0.

Views

System view
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Default Level

2: Configuration level

Usage Guidelines
e You can configure the radio after entering the radio interface.
e you can create a VAP by binding a service set to radio interface.

Example
# Display the view of Wlan-Radio0/0/0.

<Huawei> system-view
[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0]

13.1.48 legacy-station enable (for FAT AP)

Function
The legacy-station enable command permits access of legacy terminals.
The undo legacy-station enable command denies access of legacy terminals.
By default, access of legacy terminals is permitted.
Format
legacy-station enable
undo legacy-station enable
Parameters
None
Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Legacy terminals support only 802.11a, 802.11b, or 802.11g, and provide a rate far
smaller than 802.11n terminals. If the legacy terminals access the wireless
network, data transmission rate of the 802.11n terminals will be reduced. To
prevent transmission rate of 802.11n terminals from being affected, run the undo
legacy-station enable command to deny access of legacy terminals.

Configuration Impact
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After the undo legacy-station enable command is run, legacy terminals
supporting only 802.11a, 802.11b, or 802.11g cannot access the wireless network.

Precautions

The undo legacy-station enable and undo wmm enable commands cannot be

configured at the same time, otherwise, any STA cannot access the WLAN.
Example

# Deny access of legacy terminals.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name radiopf
[Huawei-wlan-radio-prof-radiopf] undo legacy-station enable

13.1.49 max-user-number (for FAT AP)

Function
The max-user-number command sets the maximum number of successfully
associated STAs in a service set.
The undo max-user-number command restores the default maximum number of
successfully associated STAs in a service set.
By default, a service set allows for a maximum of 32 successfully associated STAs.
Format
max-user-number max-user-number
undo max-user-number
Parameters
Parameter Description Value
max-user- Specifies the maximum number of The value is an
number successfully associated STAs in the integer that ranges
specified service set. from 1 to 128.
For the ART09GW-L,
AR109W,
AR129CGVW-L,
AR129CVVW,

AR169CVW, and
AR169CVW-4B4S,
the maximum
number of
associated STAs is
32 on each VAP.
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Views

Service set view

Default Level

2: Configuration level

Usage Guidelines
The max-user-number max-user-number command sets the maximum number of
successfully associated STAs in the specified service set.

Example

# Create a service set named ChinaNet and set the maximum number of
successfully associated STAs for the service set to 50.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet
[Huawei-wlan-service-set-ChinaNet] max-user-number 50

13.1.50 multicast-rate (for FAT AP)

Function

The multicast-rate command configures the multicast rate of wireless packets for
a radio.

The undo multicast-rate command restores the default multicast rate of wireless
packets for a radio.

By default, the multicast rate of wireless packets is 11 Mbps for the 2.4 GHz radio
and 6 Mbps for the 5 GHz radio.

Format

multicast-rate { 2g 2g-multicast-rate | 59 5g-multicast-rate }

undo multicast-rate { 2g | 5g }
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Parameters
Parameter Description Value
2g 2g-multicast-rate Specifies the multicast Enumerated type:
rate of wireless packets e 1:1 Mbps
for the 2.4 GHz radio.
e 2:2 Mbps
e 5:55 Mbps
e 6:6 Mbps
e 9:9 Mbps
e 11:11 Mbps
e 12:12 Mbps
e 18: 18 Mbps
e 24: 24 Mbps
e 36: 36 Mbps
e 48: 48 Mbps
e 54: 54 Mbps
59 5g-multicast-rate Specifies the multicast Enumerated type:
rate of wireless packets e 6:6 Mbps
for the 5 GHz radio.
e 9:9 Mbps
NOTE
Only the AR169W-P-M9, e 12: 12 Mbps
ART69RW-P-M9, .
ART20CVW, AR129cGVW-L, | ® 18 18 Mbps
AR169CVW, e 24: 24 Mbps
AR169CVW-4B4S, .
ARIG1EW, AR161EW-M1, | ® 36736 Mbps
AR169EW, ART69EGW-L e 48: 48 Mbps
support the 5 GHz radio. e 54: 54 Mbps
Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines

After this command is run, the multicast rate of wireless packets is the configured
value and irrelevant to the STA access mode.

If the configured multicast rate is not in the basic rate set and the STA does not
support this rate, the STA cannot receive multicast data.
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Example

# Set the multicast rate of 2.4GHz radio packets to 54 Mbps.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name radiopf
[Huawei-wlan-radio-prof-radiopf] multicast-rate 2g 54

13.1.51 per-threshold (for FAT AP)

Function

Format

Parameters

Views

Default Level

The per-threshold command sets the packet loss or packet error rate threshold in
a radio profile.

The undo per-threshold command restores the default packet loss or packet error
rate threshold in a radio profile.

The default packet loss or packet error rate threshold in a radio profile is 30%.

per-threshold per-threshold
undo per-threshold

Parameter Description Value
per-threshold | Specifies the packet loss or packet error | The value is an
rate threshold. integer that ranges
from 3 to 50, in
percentage.

Radio profile view

2: Configuration level

Usage Guidelines

Example

After the MAC layer sends out a packet at the lowest rate, a packet loss or an
error packet is recorded if no ACK message or an NACK message is received after
the retransmission threshold is exceeded.

# Set the packet loss or packet error rate threshold to 15% in radio profile radio1.
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<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name radio1
[Huawei-wlan-radio-prof-radio1] per-threshold 15

13.1.52 power-level (for FAT AP)

Function
The power-level command sets the power level for a radio.
The undo power-level command restores the default power level of a radio.
By default, the power level of a radio is 0, indicating full power. The actual power
is determined by an AP type.
Format
power-level power-level
undo power-level
Parameters
Parameter Description Value
power-level Specifies the power level of a radio. The value is an
integer that ranges
from 0 to 12.
A larger value
indicates a higher
power level and a
low transmit power
of a radio.
Views

Radio interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The configured power level must be supported by the radio, and is subject to
different channels as well as laws and regulations corresponding to the country
code.

If the configured power level exceeds the maximum power level supported by the
AP, the configuration is saved but the actual power is determined by the
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maximum power level supported by the AP. You can run the display actual
channel-power command to check the actual channel and power information
about the AP radio.

Prerequisites
The radio power mode has been set to fixed using the power-mode fixed
command.

Example

# Set the power level of radio 0/0/0 to 1.

<Huawei> system-view
[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] power-level 1

Related Topics
13.1.16 display actual channel-power (for FAT AP)

13.1.53 power-mode (for FAT AP)

Function
The power-mode command sets the power mode in a radio profile.
The undo power-mode command restores the default power mode in a radio
profile.
By default, the automatic mode is used.
Format
power-mode { auto | fixed }
undo power-mode
Parameters
Parameter Description Value
auto Indicates the automatic mode. The -
power of the radio bound to the radio
profile can be automatically adjusted.
fixed Indicates the fixed mode. The power of -
the radio bound to the radio profile is
fixed at the set value.
Views

Radio profile view
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Default Level

2: Configuration level

Usage Guidelines

The power mode can be set to the automatic or fixed mode. In the automatic
mode, the radio output power is automatically selected according to the radio
environment. In the fixed mode, the radio output power must be specified.

If an AP needs radio calibration, the power mode must be set to automatic mode
in the AP's radio profile.

Example

# Set the power mode in radio profile 802.11b to auto.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name 80211b
[Huawei-wlan-radio-prof-80211b] power-mode auto

13.1.54 radio enable (for FAT AP)

Function
The radio enable command enables a specified radio.
The undo radio enable command disables a specified radio.
By default, a radio is enabled.
Format
radio enable
undo radio enable
Parameters
None
Views

Radio interface view

Default Level

2: Configuration level

Usage Guidelines

You can run this command to enable or disable a specified radio.
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Example
# Enable radio 0/0/0 on the WLAN-radio interface.

<Huawei> system-view
[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] radio enable

13.1.55 radio-frequency (for FAT AP)

Function

The radio-frequency command configures the frequency band of a radio.

The undo radio-frequency command restores the default frequency band of a
radio.

By default, a radio works at the 2.4 GHz frequency band.
{0 NOTE

Only the AR201VW-P and AR207VW support this command.

Format
radio-frequency { 2.4g | 5g }

undo radio-frequency

Parameters

Parameter Description Value

2.4g Indicates that the radio works at the 2.4 | -
GHz frequency band.

5g Indicates that the radio works at the 5 -
GHz frequency band.

Views

Radio interface view

Default Level

2: Configuration level

Usage Guidelines
When the device works in Fat AP mode, it can switch between 2.4 GHz and 5 GHz.
{11 NOTE

Changing the working radio of Wlan-Radio0/0/0 will delete channel, power, and antenna
gain configurations on Wlan-Radio0/0/0.
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Example

# Configure the radio to work at the 5 GHz frequency band.
<Huawei> system-view
[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] radio-frequency 5g

Warning: Modify radio frequency may delete configuration of the Radio, are you
sure to continue?[Y/N]y

13.1.56 radio-profile (WLAN view) (for FAT AP)

Function
The radio-profile command creates or enters an radio profile view.
The undo radio-profile command is used to delete a radio profile.
By default, the radio profile named radiof exists in the system.
Format
radio-profile { id profile-id | name profile-name} *
undo radio-profile { all | id profile-id | name profile-name }
Parameters
Parameter Description Value
all Deletes all radio profiles. -
id profile-id | Specifies the ID of a radio profile, which | The value is an
identifies a radio profile. integer ranging
from O to 15.
name profile- | Specifies the name of a radio profile, The value is a string
name which identifies a radio profile. of 1 to 31 case-
insensitive
characters. It does
not contain
question marks (?)
or spaces, and
cannot begin or end
with double
quotation marks ("
ll).
Views

WLAN view

Default Level

2: Configuration level
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Usage Guidelines

You can run this command to create or delete a radio profile or enter the radio
profile mode to configure the profile. If the specified profile ID or profile name
does not exist, this command creates a radio profile and displays the view of this
radio profile, and all parameters in this radio profile use default values. You can
also change values of these parameters. For default values of parameters, see
parameter descriptions of configuration commands.

(11 NOTE

A radio profile name is mandatory for creating a radio profile.

Example

# Create radio profile 802.11b.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name 802.11b
[Huawei-wlan-radio-prof-802.11b]

Related Topics
13.1.27 display radio-profile

13.1.57 radio-profile (Radio interface view) (for FAT AP)

Function
The radio-profile command binds a radio profile to a specified radio of an AP for
creating VAPs.
The undo radio-profile unbinds a radio profile from a specified radio.
By default, no radio profile is bound to a radio.
Format
radio-profile { id profile-id | name profile-name }
undo radio-profile
Parameters
Parameter Description Value
id profile-id | Specifies the ID of a radio profile, which | The radio profile ID
identifies a radio profile. must exist.
name profile- | Specifies the name of a radio profile, The radio profile
name which identifies a radio profile. name must exist.
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Views

Default Level

Radio interface view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

After a radio profile is bound to a radio, parameters defined in the radio profile
are applied to the radio. A radio profile defines the following parameters: radio
type, radio rate, channel mode, radio power mode, calibration interval, packet loss
threshold, error packet threshold, packet conflict threshold, package
fragmentation threshold, Request To Send/Clear To Send (RTS/CTS) threshold,
maximum retransmission attempts for long/short frames, whether short preamble
is supported, delivery traffic indication message (DTIM) interval, beacon frame
interval, WMM profile name or ID, GI mode, and A-MPDU parameters. To set
these parameters, run the 13.1.27 display radio-profile command.

When a radio profile is bound to a radio, some parameters may be restored to the
default values.

Precautions

A radio profile to be bound to a radio must exist and all parameters are set.

# Bind radio profile huawei to a radio.

<Huawei> system-view
[Huawei] interface wlan-radio0/0/0
[Huawei-Wlan-Radio0/0/0] radio-profile name huawei

Related Topics

13.1.38 display vap (for FAT AP)
13.1.56 radio-profile (WLAN view) (for FAT AP)
13.1.27 display radio-profile

13.1.58 reset radio statistics (for FAT AP)

Function

Format

The reset radio statistics command clears statistics at the MAC layer of a
specified radio

reset radio statistics
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Parameters

None
Views

Radio interface view

Default Level

2: Configuration level

Usage Guidelines

None

Example

# Clear statistics on the MAC layer of the radio interface.
<Huawei> system-view

[Huawei] interface wlan-radio 0/0/0

[Huawei-Wlan-Radio0/0/0] reset radio statistics

Related Topics
13.1.35 display statistics radio (for FAT AP)

13.1.59 reset station online-fail-record (for FAT AP)

Function
The reset station online-fail-record command clears STA online failure records.
Format
reset station online-fail-record { all | mac mac-address }
Parameters
Parameter Description Value
all Clears online failure records of all STAs. -
mac mac- Clears online failure records of the STA The value is in H-H-
address with the specified MAC address. H format. AnHis a
hexadecimal
number of 4 digits.
Views

All views

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7023



Huawei AR Series Access Routers
Command Reference 13 WLAN-FAT AP Commands

Default Level

3: Management level

Usage Guidelines

To re-collect records about STA online failures, run this command to clear existing
records.

The cleared records cannot be restored.

Example

# Clear online failure records of all STAs.

<Huawei> reset station online-fail-record all

Related Topics
13.1.36 display station online-fail-record (for FAT AP)

13.1.60 reset wlan record

Function
The reset wlan record command clears information about the Probe Request and
Beacon frames collected by the device.
{11 NOTE
The AR1220W, AR1220EVW and AR1220VW do not support this command.
Format
reset wlan record
Parameters
None
Views
User view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

To re-collect information about Probe Request and Beacon frames collected by the
device, run the reset wlan record command to clear the existing information first.
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Prerequisites

The function of collecting Probe Request and Beacon frames has been enabled.

Example

# Clear information about the Probe Request and Beacon frames collected by the
device.

<Huawei> reset wlan record

Related Topics

13.1.63 set wlan record enable
13.1.40 display wlan record

13.1.61 rts-cts-threshold (for FAT AP)

Function
The rts-cts-threshold command sets the RTS or CTS threshold in a radio profile.
The undo rts-cts-threshold command restores the default RTS or CTS threshold in
a radio profile.
The default RTS/CTS alarm threshold is 2347 bytes.
Format
rts-cts-threshold rts-cts-threshold
undo rts-cts-threshold
Parameters
Parameter Description Value
rts-cts- Specifies the RTS or CTS threshold. If the | The value is an
threshold length of a frame to be sent by the MAC | integer that ranges
Layer exceeds this threshold, an RTS from 64 to 2347, in
frame needs to be sent before this frame. | bytes.
Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines

The IEEE 802.11 MAC protocol provides an RTS/CTS handshake protocol to prevent
conflicts between channels and failure to transmit data. STA A sends an RTS frame
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before sending data to STA B. STA A can send data after receiving a CTS frame
from STA B. If multiple STAs send RTS frames to an STA, only the STA that receives
a CTS frame can send data, and other STAs have channel conflicts by default and
must wait and send RTS frames again.

If STAs implement RTS/CTS handshakes before sending data, the channel
bandwidth is consumed by too much RTS frames. You can set an RTS threshold to
specify the length of frames to be sent. When the length of frames to be sent by
the STA is smaller than the RTS threshold, no RTS/CTS handshake is implemented.

Example
# Set the RTS/CTS threshold in radio profile radio to 1500 bytes.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name radio
[Huawei-wlan-radio-prof-radio] rts-cts-threshold 1500

13.1.62 set wlan collisionrate threshold

Function
The set wlan collisionrate threshold command specifies the collision rate
threshold for the radio channel.
The undo set wlan collisionrate threshold command restores the default
collision rate threshold for the radio channel.
The default collision rate threshold is 60%.
{1 NOTE
This command is supported only by models that support the WLAN Fat AP function (that is, the
models containing W in their names), excluding the AR109W, ART109GW-L, AR129CVW,
AR129CGVW-L, AR169CVW, AR169CVW-4B4S, AR1220W, AR1220EVW, and AR1220VW.
Format
set wlan collisionrate threshold threshold-value
undo set wlan collisionrate threshold
Parameters
Parameter Description Value
threshold- Specifies the collision rate threshold for The value is an
value the radio channel. integer that ranges
from 1 to 100, in
percentages.
Views

System view
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Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

If the MAC layer of a radio does not receive any ACK packet after sending a packet
at the lowest rate, it considers that an error occurs. When severe signal
interference exists around the AP, you can run the set wlan collisionrate
threshold command to set the collision rate threshold for the radio channel.
When detecting that the collision rate of the radio channel exceeds the threshold,
the AP automatically performs radio calibration to switch to a channel with less
interference to transmit and receive data, improving AP performance.

# Set the collision rate threshold for the radio channel to 70%.

<Huawei> system-view
[Huawei] set wlan collisionrate threshold 70

13.1.63 set wlan record enable

Function

Format

The set wlan record enable command enables the function of collecting Probe
Request and Beacon frames on the device.

The undo set wlan record enable command disables the function of collecting
Probe Request and Beacon frames on the device.

By default, the function of collecting Probe Request and Beacon frames is disabled
on the device.

(11 NOTE

The AR1220W, AR1220EVW and AR1220VW do not support this command.

set wlan record { all [ log ] | probe log | beacon log } enable

undo set wlan record [ log ] enable
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Parameters
Parameter Description Value
all [ log ] Collects both Probe -
Request and Beacon
frames.

If log is specified, the
information about the
collected Probe Request
and Beacon frames is
saved to the flash
memory in .txt file.

probe log Collects Beacon and -
Probe Request frames
and saves the
information about the
collected Probe Request
frames to the flash
memory in .txt file.

beacon log Collects Beacon and -
Probe Request frames
and saves the
information about the
collected Beacon frames
to the flash memory

in .txt file.

Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

When the device functions as a Fat AP to build a wireless network, it receives
Probe Request frames from nearby STAs and Beacon frames from nearby Fat APs.
These frames contain information about the STAs and Fat APs, such as their MAC
addresses and RSSls.

To analyze and know wireless environments around the device, you can enable the
function of collecting Probe Request and Beacon frames on the device using the
set wlan record enable command.

Precautions

The information about the Beacon and Probe Request frames collected by the
device is first saved to the wlan_probe.txt file in the flash memory. After ten
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saving intervals, the device moves the wlan_probe.txt file to the wlan_probe
folder in the flash memory and names the wlan_probe.txt file in the format of
ESN+Time stamp, for example, 21500101633GE4000288_20150803131429.txt.

The wlan_probe folder can contain a maximum of 50 files. If the number of files
exceeds 50, the device deletes the earliest files.

Example

# Enable the function of collecting Probe Request and Beacon frames on the
device and configure the device to save the information about the collected
frames.

<Huawei> system-view

[Huawei] set wlan record all log enable

Related Topics
13.1.40 display wlan record
13.1.60 reset wlan record

13.1.64 set wlan falsecca threshold

Function
The set wlan falsecca threshold command specifies the threshold for the number
of clear channel assessment (CCA) detection errors.
The undo set wlan falsecca threshold command restores the default threshold
for the number of CCA detection errors.
By default, the threshold for the number of CCA detection errors is 3000.
{11 NOTE
This command is supported only by the ART09W, ART09GW-L, AR129CVW, AR129CGVW-L,
AR169CVW, and AR169CVW-4B4S.
Format
set wlan falsecca threshold threshold-value
undo set wlan falsecca threshold
Parameters
Parameter Description Value
threshold- Specifies the threshold for the number of | The value is an
value CCA detection errors. integer that ranges
from 1 to 10000.
Views

System view
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Default Level

2: Configuration level

Usage Guidelines

Example

13.1.65 set

Function

Format

Parameters

Usage Scenario

The CCA mechanism enables the WLAN chip to determine whether the channel is
idle before transmitting signals to the air interface. If so, the chip transmits signals.
If not, the chip waits until the channel is idle. The CCA threshold allows the WLAN
chip to evaluate whether the channel is idle. When the noise strength of the
channel exceeds the threshold, the current channel is considered busy. Otherwise,
the current channel is considered idle.

When severe signal interference exists around the AP, the physical layer of the AP
may encounter an error when performing CCA detection. In this case, you can run
the set wlan falsecca threshold command to set the threshold for the number of
CCA detection errors. When the number of CCA detection errors exceeds the
threshold, the AP automatically performs radio calibration to switch to the
channel with less interference to transmit and receive data, improving AP
performance.

# Set the threshold for the number of CCA detection errors to 200.

<Huawei> system-view
[Huawei] set wlan falsecca threshold 200

wlan utmost-power

The set wlan utmost-power enable command enables the device to send packets
at maximum power.

The set wlan utmost-power disable command disables the device from sending
packets at maximum power.

By default, the device is enabled to send packets at maximum power.
{11 NOTE

This command is supported only by the AR109W, AR109GW-L, AR129CVW, AR129CGVW-L,
AR169CVW, and AR169CVW-4B4S.

set wlan utmost-power enable

set wlan utmost-power disable

None
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Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

This command is valid for all country codes. After the set wlan utmost-power
enable command is run, the device sends packets at maximum power. After the
set wlan utmost-power disable command is run, the device sends packets at the
power based on the country code.

Example

# Disable the device from sending packets at maximum power.

<Huawei> system-view
[Huawei] set wlan utmost-power disable

13.1.66 security-profile (service set view) (for FAT AP)

Function
The security-profile command binds a security profile to a specified service set.
The undo security-profile command deletes a security profile from a specified
service set.
By default, the security profile named secf is bound to a service set.
Format
security-profile { name profile-name | id profile-id }
undo security-profile
Parameters
Parameter Description Value
name profile- | Specifies the name of a security profile. The security profile
name name must exist.
id profile-id | Specifies the ID of a security profile. The security profile
ID must exist.
Views

Service set view
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Default Level

2: Configuration level

Usage Guidelines

The administrator can run this command to bind a security profile to a service set.
The security profile then applies to all users using this service set.

Example

# Create a service set named ChinaNet, specify an SSID ChinaNet-1 for the
service set, and bind traffic profile traffic01 and security profile security01 to the
service set.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet
[Huawei-wlan-service-set-ChinaNet] ssid ChinaNet-1
[Huawei-wlan-service-set-ChinaNet] traffic-profile name traffic01
[Huawei-wlan-service-set-ChinaNet] security-profile name security01

Related Topics
13.3.21 security-profile (for FAT AP)
13.1.29 display service-set (for FAT AP)

13.1.67 service-set (for FAT AP)

Function
The service-set command adds a service set.
The undo service-set command deletes one or multiple service sets.
By default, there is no service set in the system.

Format

service-set { name service-set-name | id service-set-id} "
undo service-set { id service-set-id | name service-set-name }

undo service-set batch id { service-set-id [ to service-set-id] } &<1-10>
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Parameters

Parameter

Description

Value

name
service-set-
name

Specifies the name of a service set.

The value is a string
of 1 to 31 case-
insensitive
characters. It does
not contain
question marks (?)
or spaces, and
cannot begin or end
with double
quotation marks ("

ll).

batch

Deletes multiple service sets.

The value is a string
of 1 to 31 case-
insensitive
characters. It does
not contain
qguestion marks (?)
or spaces, and
cannot begin or end
with double
quotation marks ("

ll).

id service-set-
id

Specifies the ID of a service set.

e AR150 series,
AR160 series and
AR200 series: 0
to7

Views

WLAN view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

Before providing services to a user, create a service set and bind it to a radio. A
service set defines service parameters and virtual access point (VAP) attributes.
After the service set is bound to a specified radio on an AP, its service parameters
are applied to a WLAN service entity, namely, a VAP. The AP then provides users
with differentiated WLAN services based on these service parameters.
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(11 NOTE

A radio profile name is mandatory for creating a radio profile.

Example

# Create a service set named ChinaNet, specify an SSID ChinaNet-1 for the
service set, and bind traffic profile traffic01, and security profile security01.
<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet

[Huawei-wlan-service-set-ChinaNet] ssid ChinaNet-1

[Huawei-wlan-service-set-ChinaNet] traffic-profile name traffic01
[Huawei-wlan-service-set-ChinaNet] security-profile name security01

Related Topics
13.1.29 display service-set (for FAT AP)

13.1.68 service-set (Radio interface view)

Function
Using the service-set command, you can bind a service set to a specified ratio of
Wlan-Radio to create a VAP.
Using the undo service-set command, you can unbind a service set from a
specified radio.
By default, no service set is bound to any radio.
Format
service-set { name service-set-name | id service-set-id} [ wlan wian-id ]
undo service-set { id service-set-id | name service-set-name }
Parameters
Parameter Description Value
name Specifies the name of a service set. The service set
service-set- name must exist.
name
id service-set- | Specifies the ID of a service set. The service set ID
id must exist.
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Parameter Description Value
wlan wian-id | Specifies the WLAN index. The value is an
NOTE integer. The value

e If you set a WLAN ID when creating a VAP, range Ya”es
the WLAN ID is the ID of a VAP, according to

e If you do not set a WLAN ID when devices:

creating a VAP, the system assigns an ID e AR150 series,

to the VAP. AR160 series and
AR200 series: 1
to 8

e AR1200 series: 1
to 16

Views

Radio interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

e A service set defines service parameters and VAP attributes. After the service
set is bound to a specified radio on Wlan-Radio, its service parameters are
applied to a WLAN service entity, namely, a VAP. Wlan-Radio then provides
users with differentiated WLAN services based on these service parameters.

e The service-set command binds a service set to a specified ratio of Wlan-
Radio to create a VAP.

Prerequisite

A traffic profile, security profile, and WLAN-BSS interface have been bound to the
service set, and an SSID has been configured.

A radio profile has been bound to the radio interface.
Precautions

Each wlan-radio interface can bind multiple service sets.

Example

# Bind a service set ChinaNet and WLAN 1 to Wlan-Radio 0/0/0.

<Huawei> system-view
[Huawei] interface wlan-radio 0/0/0
[Huawei-wlan-radio0/0/0] service-set name ChinaNet wlan 1
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Related Topics

13.1.38 display vap (for FAT AP)
13.1.67 service-set (for FAT AP)
13.1.29 display service-set (for FAT AP)

13.1.69 set workmode wlan (for FAT AP)

Function

Format

Parameters

Views

Default Level

The set workmode wlan command configures the WLAN mode of the device.

By default, the AR121W, AR129W, AR129CVW, AR121GW-L, AR129GW-L,
AR129CGVW-L, ART109W, ART109GW-L, AR151W-P, AR156W, AR157W, AR157VW,
AR158EVW, AR161W, ART161EW, AR161EW-M1, AR161FGW-L, AR161FGW-Lc,
AR169W, AR161FW, AR161FW-P-M5, AR161FGW-La, AR169FVW, AR169FVW-8S,
AR169JFVW-4B4S, AR169JFVW-2S, AR169CVW-4B4S, ART69EGW-L, ART69EW,
AR169CVW, AR169FGVW-L, AR169FGW-L, AR169W-P-M9, AR169RW-P-M9,
AR201VW-P, AR207VW, AR1220W, AR1220EVW, and AR1220VW work in AP mode
and other devices work in AC mode.

set workmode wlan { ap | ac}

Parameter Description Value

ap Indicates that the device works in Fat AP | -
mode.

ac Indicates that the device works in AC -
mode.

System view

2: Configuration level

Usage Guidelines

Usage Scenario

In Fat AP mode, the device functions as an access point (AP) to provide access
control, authentication, data encryption, and QoS functions.

In AC mode, the device functions as the access controller (AC) to deploy and
control APs. The AC implements functions including mobility management,
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Example

identity verification, VLAN assignment, radio resource management, wireless
Intrusion Detection System (IDS), and data packet forwarding. APs only send and
receive wireless data, simplifying AP management and configuration. APs can even
work without any configuration.

# Configure the device to work in AP mode.

<Huawei> system-view

[Huawei] set workmode wlan ap

Warning: The WorkMode Change will be activated after board reboot. Continue? [y/n]:y
[Huawei] quit

<Huawei> reboot fast

System will reboot! Continue ? [y/n]:y

Info: system is rebooting ,please wait...

13.1.70 short-preamble (for FAT AP)

Function

Format

Parameters

Views

Default Level

The short-preamble command determines whether the short preamble is
supported in a specified radio profile.

The undo short-preamble command restores the default settings.

By default, the short preamble is supported in a specified radio profile.

short-preamble { enable | disable }

undo short-preamble disable

Parameter Description Value

enable Indicates that the short preamble is -
supported.

disable Indicates that the short preamble is not -
supported.

Radio profile view

2: Configuration level

Usage Guidelines

The preamble is a section of bits in the header of a data frame. It synchronizes
signals transmitted between the sender and receiver. The preamble is classified
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Example

into the long preamble and short preamble. The short preamble ensures better
synchronization performance and therefore is recommended. The long preamble is
usually used for compatibility with earlier network adapters of clients.

# Configure radio profile 80211b to support the short preamble.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] radio-profile name 80211b
[Huawei-wlan-radio-prof-80211b] short-preamble enable

13.1.71 smart-carrier-sense enable

Function

Format

Parameters

Views

Default Level

The smart-carrier-sense enable command enables smart carrier receiver
sensitivity adjustment.

The undo smart-carrier-sense enable command disables smart carrier receiver
sensitivity adjustment.

By default, smart carrier receiver sensitivity adjustment is enabled.

(10 NOTE

Only the AR109W, AR109GW-L, AR129CGVW-L, AR129CVW, AR169CVW-4B4S, and
AR169CVW support this command.

smart-carrier-sense enable

undo smart-carrier-sense enable

None

Radio profile view

2: Configuration level

Usage Guidelines

Usage Scenario

When a large number of wireless interference sources exist in the surroundings of
AP, the access rate of STAs is decreased. After you run the smart-carrier-sense
enable command, carrier receiver sensitivity can be adjusted smartly to improve
the anti-interference capability of the device.
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Precautions

e The smart carrier receiver sensitivity adjustment function is valid only on the
2.4 GHz frequency band but invalid on the 5 GHz frequency band.

e Modifying parameters of the radio profile will cause online users on the
profile to go offline.

Example

# Enable carrier receiver sensitivity adjustment.
<Huawei> system-view
[Huawei] wlan

[Huawei-wlan-view] radio-profile name rds
[Huawei-wlan-radio-prof-rds] smart-carrier-sense enable

Related Topics
13.1.56 radio-profile (WLAN view) (for FAT AP)

13.1.72 ssid (for FAT AP)

Function
The ssid command sets a service set identifier (SSID) for a service set.
The undo ssid command deletes the SSID of a service set.
By default, no SSID is configured.
Format
ssid ssid
undo ssid
Parameters
Parameter Description Value
ssid Specifies the name of an SSID. The value is a string
of 1 to 32 case-
insensitive

characters. The
value cannot
contain question
marks (?) and
cannot start or end
with double
quotation marks ("

ll).
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Views

Service set view

Default Level

2: Configuration level

Usage Guidelines

An SSID specifies a wireless network. When you search for available wireless
networks on your laptop, SSIDs are displayed to identify the available wireless
networks.

Example

# Set the SSID of service set ss1 to company.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set nhame ss1
[Huawei-wlan-service-set-ss1] ssid company

13.1.73 ssid-hide (for FAT AP)

Function
The ssid-hide command hides an SSID in a Beacon frame.
The undo ssid-hide command cancels the configuration.
By default, no SSID is hidden in a Beacon frame.
Format
ssid-hide
undo ssid-hide
Parameters
None
Views

Service set view

Default Level

2: Configuration level

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7040



Huawei AR Series Access Routers
Command Reference 13 WLAN-FAT AP Commands

Usage Guidelines

A STA listens on the Beacon frames that an AP periodically sends in each channel
to obtain AP information. The STA can obtain SSIDs from Beacon frames that
contain the SSIDs.

The STA can actively send a probe frame with a specified SSID or send a broadcast
probe frame without an SSID. When a broadcast probe frame is sent, the STA can
join any WLAN network.

After the ssid-hide command is executed, an AP periodically sends Beacon frames
that contain empty SSID character strings and does not reply to the broadcast
probe requests sent from STAs.

After the undo ssid-hide command is executed, an AP periodically sends Beacon
frames that contain valid SSID character strings and replies to the broadcast probe
requests sent from STAs.

Example

# Create a service set ChinaNet and configure the AP to hide the SSID in Beacon
frames.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet
[Huawei-wlan-service-set-ChinaNet] ssid-hide

13.1.74 ssid-catch (for FAT AP)

Function
The ssid-catch command uses Equipment Serial Number (ESN) to form an SSID.
The undo ssid-catch command cancels using ESN to form an SSID.
By default, the device directly uses the SSID configured using the ssid command
but does not use ESN to form an SSID.
Format
ssid-catch device-esn [ length esn-len]
undo ssid-catch
Parameters
Parameter Description Value
device-esn Uses part of ESN to form an SSID. -
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Parameter

Description

Value

length esn-
len

Specifies the length of ESN to form an
SSID.

e |If this parameter is not specified, the
device uses the whole ESN to form an
SSID. For example, if the SSID huawei
is configured using the ssid command,
the ESN of the device is
210200000123450006789, and esn-
len is not specified, the device uses
the whole ESN to form an SSID (new
SSID:
huawei-210200000123450006789).

e If this parameter is specified, the
device uses the ESN with the specified
esn-len to form an SSID. For example,
if the SSID huawei is configured using
the ssid command, the ESN of the
device is 210200000123450006789,
and esn-len is set to 5, the device uses
the last five digits to form an SSID
(new SSID: huawei-06789).

The value is an

integer that ranges

from 1 to 32.

Views

Service set view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

When devices are deployed in batches, the same configuration file is loaded on
the devices. As a result, different devices are configured with the same SSID

(configured using the ssid command), which may affect normal management,

operation, and maintenance (O&M) of WLANSs.

After the ssid-catch command is run, the device uses part of or the whole ESN to
form a new SSID. In this way, each device has a unique SSID, meeting
management and O&M requirements.

Precautions

An SSID contains a maximum of 32 characters; therefore, the length of the SSID
formed using ESN cannot exceed 32 characters.
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Example

# Enable the function of using ESN to form an SSID and set the length of ESN to
be used to 7.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set nhame ss1
[Huawei-wlan-service-set-ss1] ssid-catch device-esn length 7

Related Topics
13.1.72 ssid (for FAT AP)

13.1.75 traffic-profile (service set view) (for FAT AP)

Function
The traffic-profile command binds a traffic profile to a specified service set.
The undo traffic-profile command deletes a traffic profile from a specified service
set.
By default, the traffic profile named traf is bound to a service set.
Format
traffic-profile { name profile-name | id profile-id }
undo traffic-profile
Parameters
Parameter Description Value
name profile- | Specifies the name of a traffic profile. The traffic profile
name name must exist.
id profile-id Specifies the ID of a traffic profile. The traffic profile ID
must exist.
Views

Service set view

Default Level

2: Configuration level

Usage Guidelines

You can run the traffic-profile command to bind a traffic profile to a service set.
The traffic profile then applies to all users using the service set.
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Example
# Create a service set ChinaNet, and bind a traffic profile traffic01 to the service
set.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet
[Huawei-wlan-service-set-ChinaNet] traffic-profile name traffic01

Related Topics
13.2.7 traffic-profile (WLAN view) (for FAT AP)
13.1.29 display service-set (for FAT AP)

13.1.76 wlan (for FAT AP)

Function
The wlan command displays the WLAN view.
(O NOTE
In the WLAN view, modifying the WLAN configuration may cause STAs associated with the
current radio to go offline.
Format
wlan [ ap ]
Parameters
Item Description Value
ap FAT AP mode. -
Views
System view

Default Level

2: Configuration level

Usage Guidelines

Before performing WLAN configurations, run the wlan command to enter the
WLAN view. All WLAN configuration commands need to be used in the WLAN
view or WLAN sub-view. When the wlan or wlan ap command is executed, you
enter the WLAN view in FAT AP mode.

Example
# Enter the WLAN view in FAT AP mode.
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<Huawei> system-view

[Huawei] wlan ap
[Huawei-wlan-view]

13.1.77 wlan global country-code

Using the wlan global country-code command, you can set a country code for an

The undo wlan global country-code command restores the country code to the

By default, the country code of the AP is CN.

wlan global country-code country-code

undo wlan global country-code

Description

Value

Specifies the AP country code.

The value is a string
of characters.
Enumerated type.
For specific values,
see Table 13-31.

Function
AP.
default values.
Format
Parameters
Parameter
country-code
Views

System view

Default Level

2: Configuration level

Usage Guidelines

Table 13-31 Country codes supported by APs

Country Code

Country/Region

AE UNITED ARAB EMIRATES
AM ARMENIA
AR ARGENTINA

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd.

7045



Huawei AR Series Access Routers
Command Reference

13 WLAN-FAT AP Commands

Country Code Country/Region
AT AUSTRIA

AU AUSTRALIA

AZ AZERBAIJAN

BE BELGIUM

BG BULGARIA

BH BAHRAIN

BN BRUNEI DARUSSALAM
BO BOLIVIA

BR BRAZIL

BY BELARUS

BZ BELIZE

CA CANADA

CH SWITZERLAND
CL CHILE

CN CHINA (Default)
co COLOMBIA

CR COSTA RICA

cY CYPRUS

Ccz CZECH REPUBLIC
DE GERMANY

DK DENMARK

DO DOMINICAN REPUBLIC
EC ECUADOR

EE ESTONIA

EG EGYPT

ES SPAIN

Fl FINLAND

FR FRANCE

GB UNITED KINGDOM
GE GEORGIA
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Country Code Country/Region

GR GREECE

GT GUATEMALA

HK HONG KONG, SPECIAL ADMINISTRATIVE REGION OF
CHINA

HN HONDURAS

HR CROATIA

HU HUNGARY

ID INDONESIA

IE IRELAND

IL ISRAEL

IN INDIA

1Q IRAQ

IR IRAN

IS ICELAND

IT ITALY

JO JORDAN

JP JAPAN

KP DEMOCRATIC PEOPLE'S REPUBLIC OF KOREA

KR REPUBLIC OF KOREA

KW KUWAIT

Kz KAZAKHSTAN

LB LEBANON

LI LIECHTENSTEIN

LK SRI LANKA

LT LITHUANIA

LU LUXEMBOURG

Lv LATVIA

MA MOROCCO

MC MONACO

MK MACEDONIA
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Country Code Country/Region
MO MACAU, SPECIAL ADMINISTRATIVE REGION OF CHINA
MT MALTA

MX MEXICO

MY MALAYSIA

NG NIGERIA

NL NETHERLANDS
NO NORWAY

NZ NEW ZEALAND
OM OMAN

PA PANAMA

PE PERU

PH PHILIPPINES
PK PAKISTAN

PL POLAND

PR PUERTO RICO
PT PORTUGAL

QA QATAR

RO ROMANIA

RU RUSSIA

SA SAUDI ARABIA
SE SWEDEN

SG SINGAPORE

S SLOVENIA

SK SLOVAKIA

SV EL SALVADOR
SY SYRIA

TH THAILAND

TN TUNISIA

TR TURKEY

1T TRINIDAD & TOBAGO
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Country Code Country/Region
™ TAIWAN, PROVINCE OF CHINA
UA UKRAINE
us UNITED STATES
Uy URUGUAY
uz UZBEKISTAN
VE VENEZUELA
VN VIET NAM
YE YEMEN
ZA SOUTH AFRICA
A ZIMBABWE
{1 NOTE

Example

After the AP country code is modified, all VAPs are automatically deleted and all STAs get
offline.

# Set the country code of the AP to CN.

<Huawei> system-view
[Huawei] wlan global country-code CN

13.1.78 wlan record log timer

Function

Format

The wlan record log timer command sets the interval for saving information
about Probe Request and Beacon frames.

The undo wlan record log timer command restores the default setting.

By default, the device saves information about the Probe Request and Beacon
frames every 10 seconds.

(1 NOTE

The AR1220W, AR1220EVW and AR1220VW do not support this command.

wlan record log timer /nterval

undo wlan record log timer
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Parameters
Parameter Description Value
interval Specifies the interval for saving It is an integer that
information about Probe Request and ranges from 1 to
Beacon frames. 2592000, in
seconds.
Views

Default Level

System view

2: Configuration level

Usage Guidelines

Example

After you enable the function of collecting Probe Request and Beacon frames on
the device and configure the device to save information about the collected
frames to the flash memory using the set wlan record enable command, the
device saves the collected information every 10 seconds by default. You can run
the wlan record log timer command to set the interval for saving information
about Probe Request and Beacon frames.

# Set the interval for saving information about Probe Request and Beacon frames
to 100s.

<Huawei> system-view
[Huawei] wlan record log timer 100

Related Topics

13.1.63 set wlan record enable

13.1.79 wlan-bss (service set view)

Function

Format

Using the wlan-bss command, you can bind a WLAN-BSS interface to a service
set.

Using the undo wlan-bss command, you can unbind a WLAN-BSS interface from
a service set.

By default, no WLAN-BSS interface is bound to any service set.

wlan-bss wilan-bss-number
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undo wlan-bss

Parameters

Parameter Description Value

wlan-bss- Specifies the number of the WLAN-BSS The value is an
number interface to be bound to a service set. integer. The value
range varies
according to
devices:

e AR150 series,
AR200 series,
AR161FGW-L,
AR161FGW-La,
AR161FGW-Lc,
AR161FW,
AR161FW-P-M5,
AR161W,
ART169FGW-L,
AR169FGVW-L,
AR169FVW,
AR169FVW-8S,
AR169JFVW-4B4S
and
AR169JFVW-2S: 0
to7

e AR1200 series,
AR161EW,
AR161EW-M1,
AR169CVW,
AR169CVW-4B4S,
AR169EW,
AR169EGW-L,
AR169W-P-M9
and AR169RW-P-
M9: 0 to 15

Views

Service set view

Default Level

2: Configuration level

Usage Guidelines

Attributes such as the authentication mode and interface priority set on a WLAN-
BSS interface take effect only after the interface is bound to a service set.
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Example

# Create a service set ChinaNet and bind WLAN-BSS interface 1 to it.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet
[Huawei-wlan-service-set-ChinaNet] wlan-bss 1

13.1.80 wmm-profile (WLAN view) (for FAT AP)

Function
The wmme-profile command creates a Wi-Fi Multimedia (WMM) profile and
displays the WMM profile view. If the specified WMM profile exists, you can
directly enter the specified WMM profile view.
The undo wmme-profile command deletes a WMM profile.
By default, the WMM profile named wmmf exists in the system.
Format
wmme-profile { id profile-id | name profile-name } *
undo wmm-profile { all | id profile-id | name profile-name }
Parameters
Parameter Description Value
id profile-id Specifies the ID of a WMM profile. The value is an

integer. The value
range varies
according to
devices:

e AR150 series,
AR200 series: 0
to7

e AR100 series,
AR120 series and
AR160 series: 0
to 15

e AR1200 series: O
to 15
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Parameter

Description

Value

name profile- | Specifies the name of a WMM profile.
name

The value is a string
of 1 to 31 case-
sensitive characters
without spaces or
question marks (?)
and cannot begin or
end with double
quotation marks ("

ll).

all

Deletes all WMM profiles

Views

WLAN view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can configure a Wi-Fi Multimedia (WMM) profile to implement the WMM
protocol that guarantees preferential transmission of packets with a high priority,
which ensures better quality for voice and video services on a wireless network.

The wmme-profile command applies to the following situations:

e To apply WMM functions to a radio, create a WMM profile and bind it to a
radio profile.

e To change WMM functions of a radio, enter the WMM profile view of the
radio profile to modify the required parameters.

After a WMM profile is created, the profile retains the default settings.

Follow-up Procedure

Run the wmm-profile command to bind the specified WMM profile to a radio

profile.

Precautions

A WMM profile cannot be deleted if it is bound to a radio profile.

e The profile name is mandatory when you create a WMM profile. The profile
ID is optional. If you do not specify a profile ID, an ID is automatically
allocated.

e When entering the created WMM profile view, you can specify either the
profile name or profile ID. If you specify both the profile name and profile ID,
you can enter the specified WMM profile view only when both the profile
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name and profile ID are correct. You can specify a profile name or profile ID
to delete the specified WMM profile.

Example

# Create a WMM profile p1 and enter the WMM profile view.
<Huawei> system-view
[Huawei] wlan

[Huawei-wlan-view] wmm-profile name p1
[Huawei-wlan-wmm-prof-p1]

Related Topics
13.1.81 wmme-profile (radio profile view) (for FAT AP)

13.1.81 wmm-profile (radio profile view) (for FAT AP)

Function
The wmme-profile command binds a specified Wi-Fi Multimedia (WMM) profile to
a radio profile.
The undo wmm-profile command unbinds a specified WMM profile from a radio
profile.
By default, the WMM profile named wmmf is bound to the radio profile named
radiof.
Format
wmm-profile { id profile-id | name profile-name }
undo wmm-profile
Parameters
Parameter Description Value
id profile-id | Specifies the ID of a WMM profile. The value is an

integer. The value
range varies
according to
devices:

e AR150 series,
AR200 series: 0
to7

e AR100 series,
AR120 series and
AR160 series: 0
to 15

e AR1200 series: O
to 15
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Parameter

Description

Value

name profile-
name

Specifies the name of a WMM profile.

The value is a string
of 1 to 31 case-
insensitive
characters without
question marks (?)
and spaces. The
value cannot start
or end with double
quotation marks ("

ll).

Views

Radio profile view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

To apply WMM functions to a radio, create an MM profile and bind it to a radio

profile.

Prerequisites

A WMM profile has been created using the 13.1.80 wmm-profile (WLAN view)
(for FAT AP) command.

Example

# Bind WMM profile p1 to radio profile 802.11b.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] wmme-profile name p1
[Huawei-wlan-wmm-prof-p1] quit

[Huawei-wlan-view] radio-profile name 802.11b
[Huawei-wlan-radio-prof-802.11b] wmm-profile name p1

Related Topics

13.1.80 wmme-profile (WLAN view) (for FAT AP)
13.1.27 display radio-profile

13.2 WLAN QoS Configuration Commands
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13.2.1 8021p (for FAT AP)

Function
The 8021p command sets mappings from user priorities of 802.11 packets to
802.1p priorities of 802.3 packets when data packets are sent from STAs to an AP.
The undo 8021p command restores the default mappings from user priorities of
802.11 packets to 802.1p priorities of 802.3 packets when data packets are sent
from STAs to an AP.
By default, mappings from user priorities of 802.11 packets to 802.1p priorities of
802.3 packets are shown in Table 13-32.
Table 13-32 Default mappings from user priorities of 802.11 packets to 802.1p
priorities of 802.3 packets
User-Priority 802.1p
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7
Format
8021p designate value
8021p up-mapping value0O valuel value2 value3 value4 value5 value6 value7
undo 8021p
Parameters
Parameter Description Value
designate Indicates that user priorities of all 802.11 | The value is an
value packets are mapped to a specified 802.1p | integer that ranges

priority of 802.3 packets. from O to 7. A larger
value indicates a
higher priority.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7056



Huawei AR Series Access Routers
Command Reference

13 WLAN-FAT AP Commands

Parameter

Description

Value

up-mapping

Indicates that user priorities of 802.11
packets are mapped to different 802.1p
priorities of 802.3 packets.

valueO

Specifies the 802.1p priority that maps
user priority 0.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

valuel

Specifies the 802.1p priority that maps
user priority 1.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

value2

Specifies the 802.1p priority that maps
user priority 2.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

value3

Specifies the 802.1p priority that maps
user priority 3.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

valued4

Specifies the 802.1p priority that maps
user priority 4.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

values

Specifies the 802.1p priority that maps
user priority 5.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

value6

Specifies the 802.1p priority that maps
user priority 6.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

value7

Specifies the 802.1p priority that maps
user priority 7.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.
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Views

Default Level

Traffic profile view

2: Configuration level

Usage Guidelines

Example

Related Topic

13.2.2 8021

Function

802.3 and 802.11 packets use different fields to identify their priorities. 802.11
packets sent from WMM-capable STAs carry user priorities (user priority field) and
802.3 VLAN packets transmitted on the Ethernet carry 802.1p priorities (CoS field).
When STAs send 802.11 packets to an AP, the AP converts the 802.11 packets into
802.3 packets. To ensure the service quality for 802.3 packets, user priorities in
802.11 packets must be mapped to 802.1p priorities in 802.3 packets to provide
differentiated services to packets of different priorities.

Use either of the following methods to set the mapping mode.

e If you want to distinguish service priorities of 802.3 packets, run the 8021p
up-mapping value0 valuel value2 value3 valued value5 value6 value7
command to map user priorities of 802.11 packets to different 802.1p
priorities of 802.3 packets.

e If you do not want to distinguish service priorities of 802.3 packets, run the
8021p designate value command to map user priorities of all 802.11 packets
to a specified 802.1p priority of 802.3 packets.

# Set the 802.1p priority in traffic profile p1 to a specified value.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] traffic-profile name p1
[Huawei-wlan-traffic-prof-p1] 8021p designate 7

# Set mappings from user priorities to 802.1p priorities in traffic profile p1.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] traffic-profile name p1
[Huawei-wlan-traffic-prof-p1] 8021p up-mapping 76543210

S
13.2.7 traffic-profile (WLAN view) (for FAT AP)
13.2.3 display traffic-profile (for FAT AP)

p-map-up (for FAT AP)

The 8021p-map-up command sets mappings from 802.1p priorities of 802.3
packets to user priorities of 802.11 packets when data packets are sent from the
Internet to an AP.
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The undo 8021p-map-up command restores the default mappings from 802.1p
priorities of 802.3 packets to user priorities of 802.11 packets when data packets
are sent from the Internet to an AP.

By default, mappings from 802.1p priorities of 802.3 packets to user priorities of
802.11 packets are shown in Table 13-33.

Table 13-33 Mappings from 802.1p priorities of 802.3 packets to user priorities of

802.11 packets
802.1p User-Priority
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

8021p-map-up valuel valuel value2 value3 valued value5 value6 value7

undo 8021p-map-up

Description

Value

Specifies the user priority that maps
802.1p priority 0.

The value is an
integer that ranges
from O to 7. A larger
value indicates a
higher priority.

Format

Parameters
Parameter
valueO
valuel

Specifies the user priority that maps
802.1p priority 1.

The value is an
integer that ranges
from O to 7. A larger
value indicates a
higher priority.
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Parameter

Description

Value

value2

Specifies the user priority that maps
802.1p priority 2.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

value3

Specifies the user priority that maps
802.1p priority 3.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

value4

Specifies the user priority that maps
802.1p priority 4.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

values

Specifies the user priority that maps
802.1p priority 5.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

value6

Specifies the user priority that maps
802.1p priority 6.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

value7

Specifies the user priority that maps
802.1p priority 7.

The value is an
integer that ranges
from 0 to 7. A larger
value indicates a
higher priority.

Views

Traffic profile view

Default Level

2: Configuration level

Usage Guidelines

802.3 and 802.11 packets use different fields to identify their priorities. 802.11

packets sent from WMM-capable STAs carry user priorities (user priority field) and
802.3 VLAN packets transmitted on the Ethernet carry 802.1p priorities (CoS field).
When data packets are sent from upper-layer network to APs, 802.3 packets must
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be converted into 802.11 packets. You can run the 8021p-map-up command to
map 802.1p priorities of 802.3 packets to user priorities of 802.11 packets.

Example

# Configure mappings from 802.1p priorities to user priorities in traffic profile p1.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] traffic-profile name p1
[Huawei-wlan-traffic-prof-p1] 8021p-map-up76543210

Related Topics
13.2.7 traffic-profile (WLAN view) (for FAT AP)
13.2.3 display traffic-profile (for FAT AP)

13.2.3 display traffic-profile (for FAT AP)

Function
The display traffic-profile command displays the traffic profile configuration.
Format
display traffic-profile { all | id profile-id | name profile-name }
Parameters
Parameter Description Value
all Displays the configurations of all traffic -
profiles.
id profile-id Displays the configuration of a traffic The traffic profile ID
profile with a specified ID. must exist.
name profile- | Displays the configuration of a traffic The traffic profile
name profile with a specified name. name must exist.
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

You can run this command to view the default configuration of a new traffic
profile or the configuration of a configured traffic profile.
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Example

# Display the configuration of traffic profile 0.

<Huawei> display traffic-profile id 0
Profile ID :0
Profile name lw
Client Limit Rate : 4294967295 Kbps(up)
: 4294967295 Kbps(down)
VAP Limit Rate  : 4294967295 Kbps(up)
: 4294967295 Kbps(down)

802.1p Mapping Mode: mapping

User-priority 802.1p

NouhshwN=
NOoOuUuhs~WN=O

802.1p to User-priority Mapping List:

8
0
1
2
3
4
5
6
7

NOoOuUhS~WN=O

02.1p User-priority

Service-set bind the traffic-profile:

0

Total: 1

Table 13-34 Description of the display traffic-profile command output

Item

Description

Profile ID

Traffic profile ID.

To set the traffic profile ID, run the
13.2.7 traffic-profile (WLAN view)
(for FAT AP) command.

Profile name

Traffic profile name.

To set the traffic profile name, run the
13.2.7 traffic-profile (WLAN view)
(for FAT AP) command.
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Item

Description

Client Limit Rate

Rate limit configured for STAs.

e up: indicates rate limit for upstream
packets of the STAs.

e down: indicates rate limit for
downstream packets of the STAs.

To set the rate limit for STAs, run the
13.2.6 rate-limit client (for FAT AP)
command.

VAP Limit Rate

Rate limit configured for VAPs.

e up: indicates rate limit for upstream
packets of the VAPs.

e down: indicates rate limit for
downstream packets of the VAPs.

To set the rate limit for VAPs, run the
13.2.5 rate-limit vap (for FAT AP)
command.

802.1p Mapping Mode

Mappings from user priorities to
802.1p priorities.

e designate(x): maps user priorities to
a specified 802.1p priority. x
indicates the 802.1p priorities.

e mapping: maps user priorities to
different 802.1p priorities.
To mappings from user priorities to

802.1p priorities, run the 13.2.1 8021p
(for FAT AP) command.

802.1p to User-priority Mapping List

Mappings from 802.1p priorities to
user priorities.

To mappings from 802.1p priorities to
user priorities, run the 13.2.2 8021p-
map-up (for FAT AP) command.

Service-set bind the traffic-profile

ID of a service set bound to the traffic
profile.

To set the ID of a service set bound to
the traffic profile, run the traffic-
profile command.

# Display the configurations of all traffic profiles.

<Huawei> display traffic-profile all

ID  Name

0 lw
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Total: 1

Table 13-35 Description of the display traffic-profile all command output

Item Description

ID Traffic profile ID.

To set the traffic profile ID, run the
13.2.7 traffic-profile (WLAN view)
(for FAT AP) command.

Name Traffic profile name.

To set the traffic profile name, run the
13.2.7 traffic-profile (WLAN view)
(for FAT AP) command.

Related Topics
13.2.7 traffic-profile (WLAN view) (for FAT AP)

13.2.4 display wmm-profile (for FAT AP)

Function
The display wmm-profile command displays the WMM profile configuration.
Format
display wmm-profile { all | id profile-id | name profile-name }
Parameters
Parameter Description Value
all Displays the configurations of all WMM -
profiles.
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Parameter

Description

Value

id profile-id

Displays the configuration of a WMM
profile with a specified ID.

The value is an
integer. The value
range varies
according to
devices:

e AR150 series,
AR200 series: 0
to7

e AR100 series,
AR120 series and
AR160 series: 0
to 15

e AR1200 series: O
to 15

name profile-
name

Displays detailed information about a
WMM profile with a specified name.

The value of profile-
name is a character
string of 1 to 31
characters without
spaces or question
marks (?). The
character string
cannot start or end
with a quotation
mark (").

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run this command to view the default configuration of a new WMM

profile or the configuration of a configured WMM profile.

Example

# Display detailed information about WMM profile 0.

<Huawei> display wmm-profile id 0

Profile ID :0

Profile name :lw

WMM switch : enable
Mandatory switch: disable
Client EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit
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AC_VO 3 2 2 47
AC_VI 4 3 2 94
ACBE 10 4 3 0
ACBK 10 4 7 0

AP EDCA parameters:

ECWmax ECWmin AIFSN TXOPLimit Ack-Policy

AC_VO 3 2 1 47 normal
AC_VI 4 3 1 94 normal
AC_BE 6 4 3 0 normal
AC_BK 10 4 7 0 normal

Radio-profile(s) bind the wmm-profile:

0 1 2 3

Total: 4

Table 13-36 Description of the display wmm-profile command output

Item

Description

Profile ID

WMM profile ID.

To set the WMM profile ID, run the
13.1.80 wmme-profile (WLAN view)
(for FAT AP) command.

Profile name

WMM profile name.

To set the WMM profile name, run the
13.1.80 wmme-profile (WLAN view)
(for FAT AP) command.

WMM switch

Whether WMM is enabled.

To enable WMM, run the 13.2.10
wmm enable (for FAT AP) command.

Mandatory switch

Whether STAs that do not support
WMM are allowed to connect to a
WMM-capable AP

To allow STAs that do not support
WMM to connect to a WMM-capable
AP, run the 13.2.11 wmm mandatory
enable (for FAT AP) command.

Client EDCA parameters

EDCA parameters for STAs.

To set EDCA parameters for STAs, run
the 13.2.9 wmm edca client (for FAT
AP) command.

AP EDCA parameters

EDCA parameters for APs.

To set EDCA parameters for APs, run
the 13.2.8 wmm edca ap (for FAT
AP) command.
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Item

Description

AC_VO

Voice access category.

To set the voice access category, run
the 13.2.9 wmm edca client (for FAT
AP) and 13.2.8 wmm edca ap (for
FAT AP) commands.

AC_VI

Video access category.

To set the video access category, run
the 13.2.9 wmm edca client (for FAT
AP) and 13.2.8 wmm edca ap (for
FAT AP) commands.

AC_BE

Best effort access category.

To set the best effort access category,
run the 13.2.9 wmm edca client (for
FAT AP) and 13.2.8 wmm edca ap
(for FAT AP) commands.

AC_BK

Background access category.

To set the background access category,
run the 13.2.9 wmm edca client (for
FAT AP) and 13.2.8 wmm edca ap
(for FAT AP) commands.

ECWmax

Exponent form of the maximum
contention window.

To set the exponent form of the
maximum contention window, run the
13.2.9 wmm edca client (for FAT AP)
and 13.2.8 wmm edca ap (for FAT
AP) commands.

ECWmin

Exponent form of the minimum
contention window.

To set the exponent form of the
minimum contention window, run the
13.2.9 wmm edca client (for FAT AP)
and 13.2.8 wmm edca ap (for FAT
AP) commands.

AIFSN

Arbitration inter frame spacing
number.

To set the arbitration inter frame
spacing number, run the 13.2.9 wmm
edca client (for FAT AP) and 13.2.8
wmm edca ap (for FAT AP)
commands.
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Item Description

TXOPLimit Transmission opportunity limit.

To set the transmission opportunity
limit, run the 13.2.9 wmm edca client
(for FAT AP) and 13.2.8 wmm edca
ap (for FAT AP) commands.

Ack-Policy ACK policy.

To set the ACK policy, run the 13.2.8
wmm edca ap (for FAT AP)
command.

Radio-profile(s) bind the wmme-profile | ID of a radio profile bound to the
WMM profile.

To set the ID of a radio profile bound
to the WMM profile, run the 13.1.81
wmme-profile (radio profile view)
(for FAT AP) command.

# Display the configurations of all WMM profiles.

<Huawei> display wmme-profile all

ID  Name
0 lw
Total: 1

Table 13-37 Description of the display wmm-profile all command output

Item Description

ID WMM profile ID.

To set the WMM profile ID, run the
13.1.80 wmme-profile (WLAN view)
(for FAT AP) command.

Name WMM profile name.

To set the WMM profile name, run the
13.1.80 wmme-profile (WLAN view)
(for FAT AP) command.

Related Topics
13.1.80 wmme-profile (WLAN view) (for FAT AP)
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13.2.5 rate-limit vap (for FAT AP)

Function
The rate-limit vap command sets the rate limit for upstream and downstream
traffic on all STAs in a VAP.
The undo rate-limit vap command restores the default rate limit for upstream
and downstream traffic on all STAs in a VAP.
By default, the rate limit for upstream and downstream traffic on all STAs in a VAP
is 4294967295, in kbit/s.
Format
rate-limit vap { up | down } rate-limit-value
undo rate-limit vap { up | down }
Parameters
Parameter Description Value
up Limits the rate of upstream traffic in a -
VAP.
down Limits the rate of downstream trafficina | -
VAP.
rate-limijt- Specifies the limit rate of traffic. The value is an
value integer that ranges
from 64 to
4294967295, in
kbit/s.
Views

Traffic profile view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the rate-limit vap command to limit the rate of upstream and
downstream traffic on all STAs in a VAP to protect network bandwidth resources.

Precautions

The rate limit set using the rate-limit vap command must be not smaller than
that set using the 13.2.6 rate-limit client (for FAT AP) command.
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Example

# Set the rate limit of upstream traffic on all STAs in a VAP bound to traffic profile
p1 to 64 kbit/s.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] traffic-profile name p1
[Huawei-wlan-traffic-prof-p1] rate-limit vap up 64

Related Topics
13.2.7 traffic-profile (WLAN view) (for FAT AP)
13.2.3 display traffic-profile (for FAT AP)

13.2.6 rate-limit client (for FAT AP)

Function
The rate-limit client command sets the rate limit for upstream and downstream
traffic on each STA in a VAP.
The undo rate-limit client command restores the default rate limit for upstream
and downstream traffic on each STA in a VAP.
By default, the rate limit for upstream and downstream traffic on each STA in a
VAP is 4294967295, in kbit/s.
Format
rate-limit client { up | down } rate-limit-value
undo rate-limit client { up | down }
Parameters
Parameter Description Value
up Limits the rate of upstream traffic on a -
STA.
down Limits the rate of downstream trafficon | -
a STA.
rate-limit- Specifies the limit rate of traffic. The value is an
value integer that ranges
from 64 to
4294967295, in
kbit/s.
Views

Traffic profile view
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Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

You can run the rate-limit client command to limit the rate of upstream and
downstream traffic on each STA in a VAP to protect network bandwidth resources.

Precautions

The rate limit set using the rate-limit client command cannot be larger than that
set using the 13.2.5 rate-limit vap (for FAT AP) command.

Example

# Set the rate limit of upstream traffic on each STA in a VAP bound to traffic
profile p1 to 64 kbit/s.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] traffic-profile name p1
[Huawei-wlan-traffic-prof-p1] rate-limit client up 64

Related Topics
13.2.7 traffic-profile (WLAN view) (for FAT AP)
13.2.3 display traffic-profile (for FAT AP)

13.2.7 traffic-profile (WLAN view) (for FAT AP)

Function
The traffic-profile command creates a traffic profile and displays the traffic profile
view. If the specified traffic profile exists, you can directly enter the specified traffic
profile view.

The undo traffic-profile command deletes a traffic profile. The traffic profile
bound to a service set cannot be deleted.

By default, the traffic profile named traf exists in the system.

Format
traffic-profile { name profile-name | id profile-id} *

undo traffic-profile { all | name profile-name | id profile-id}
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Parameters
Parameter Description Value
id profile-id | Specifies the ID of a traffic profile. The value is an
integer that ranges
from O to 15.
name profile- | Specifies the name of a traffic profile. The value is a string
name of 1 to 31 case-
insensitive
characters. It does
not contain

question marks (?)
or spaces, and
cannot begin or end

with double
quotation marks ("
ll).
all Deletes all traffic profiles. -
Views
WLAN view

Default Level

2: Configuration level

Usage Guidelines
e The traffic-profile command applies to the following situations:

- To apply the priority mapping and traffic suppression functions to a VAP,
create a traffic profile and bind the traffic profile to a service set.

- To change the priority mapping and traffic suppression functions of a
VAP, enter the traffic profile view of the VAP to modify the required
parameters. When a traffic profile is not required, delete it.

e After a traffic profile is created, the profile retains the default settings. For
details about the default settings, see the rate-limit client, rate-limit vap,
8021p, and 8021p-map-up commands.

(11 NOTE

e The profile name is mandatory when you create a traffic profile. The profile ID is
optional. If you do not specify a profile ID, an ID is automatically allocated.

e When entering the created traffic profile view, you can specify either the profile name or
profile ID. If you specify both the profile name and profile ID, you can enter the specified
traffic profile view only when both the profile name and profile ID are correct.

e You can specify a profile name or profile ID to delete the specified profile.

e The traffic profile bound to a service set cannot be deleted.
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Example

# Create a traffic profile p1 and enter the traffic profile view.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] traffic-profile name p1
[Huawei-wlan-traffic-prof-p1]

Related Topics
13.2.3 display traffic-profile (for FAT AP)
13.2.6 rate-limit client (for FAT AP)
13.2.5 rate-limit vap (for FAT AP)
13.2.1 8021p (for FAT AP)
13.2.2 8021p-map-up (for FAT AP)

13.2.8 wmm edca ap (for FAT AP)

Function
The wmm edca ap command sets EDCA parameters and ACK policies for an AP.
The undo wmm edca ap command restores the default EDCA parameters and
ACK policies for an AP.
Table 13-38 lists the default EDCA parameter settings and ACK policy for APs.
Table 13-38 Default EDCA parameter settings and ACK policy for APs
Packet ECWmax ECWmin AIFSN TXOPLimit | ACK Policy
Type
AC VO 3 2 1 47 normal
AC_VI 4 3 1 94 normal
AC_BE 6 4 3 0 normal
AC_BK 10 4 7 0 normal
Format

wmm edca ap { ac-vo | ac-vi | ac-be | ac-bk } { aifsn a/fsn-value | ecw ecwmin
ecwmin-value ecwmax ecwmax-value | txoplimit txoplimit-value | ack-policy
{ normal | noack } }*

undo wmm edca ap
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Parameters
Parameter Description Value
ac-vo Indicates AC_VO packets. -
ac-vi Indicates AC_VI packets. -
ac-be Indicates AC_BE packets. -
ac-bk Indicates AC_BK packets. -

aifsn aifsn-value

Specifies the AIFSN, which determines
the channel idle time.

The value is an
integer that
ranges from 1 to
15.

ecwmin ecwmin-
value

Specifies the ECWmin. ECWmin and
ECWmax determine the average
backoff time.

The value is an
integer that
ranges from 0 to
15 and must be
smaller than the
ECWmax value.

ecwmax ecwrmax-

Specifies the ECWmax. ECWmax and

The value is an

txoplimit-value

determines the maximum duration in
which an AP or a STA can occupy a
channel. A larger TXOPLimit value
indicates a longer duration to occupy
a channel.

value ECWmin determine the average integer that
backoff time. ranges from 0 to
15 and must be
larger than the
ECWmin value.
txoplimit Specifies the TXOPLimit. The value The value is an

integer that
ranges from 0 to
255. The unit is 32
microseconds.

NOTE
If the TXOPLimit
value is 0, the STA
can send only one
data frame every
time it occupies a
channel.
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Parameter Description Value
ack-policy Specifies an ACK policy. -
{ normal |

Views

Default Level

e normal: During 802.11 packet
exchange, The receiver must return
an ACK packet each time it
receives a packet from the sender.

noack }

e noack: The receiver does not need
to send an ACK message when it
receives a packet from the sender.
The noack is applicable to
scenarios with good
communication quality and little
interference.

WMM profile view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

WMM classifies data packets into the following access categories (ACs): AC_VO,
AC_VI, AC_BE, and AC_BK. A set of EDCA parameters is set for each AC queue.
These parameters determine the capabilities of a queue to occupy a channel. You
can set EDCA parameters for packets of different ACs to provide different priorities
to the packets. In this way, APs have different capabilities to compete for channels
and provide differentiated services.

Precautions

e EDCA parameters of the four ACs take effect only after WMM is enabled
using the 13.2.10 wmm enable (for FAT AP) command.

e By default, queues of AC_VO, AC_VI, AC_BE, and AC_BK are in descending
order of priority. Priorities of the four queues are determined by their EDCA
parameters.

# Set EDCA parameters and an ACK policy for the AC_VO queue of an AP in WMM
profile p1.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] wmme-profile name p1

[Huawei-wlan-wmm-prof-p1] wmm edca ap ac-vo aifsn 7 ecw ecwmin 4 ecwmax 10 txoplimit 0 ack-
policy normal
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Related Topics

13.2.4 display wmme-profile (for FAT AP)

13.2.9 wmm edca client (for FAT AP)

Function
The wmm edca client command sets EDCA parameters for a STA.
The undo wmm edca client command restores the default EDCA parameters for
a STA.
Table 13-39 lists the default EDCA parameter settings for STAs.
Table 13-39 Default EDCA parameter settings for STAs
Packet Type | ECWmax ECWmin AIFSN TXOPLimit
AC_VO 3 2 2 47
AC_VI 4 3 2 94
AC_BE 10 4 3 0
AC_BK 10 4 7 0
Format
wmm edca client { ac-vo | ac-vi | ac-be | ac-bk } { aifsn aifsn-value | ecw
ecwmin ecwmin-value ecwmax ecwmax-value | txoplimit txoplimit-value } *
undo wmm edca client
Parameters

Parameter Description Value
ac-vo Indicates AC_VO packets. -
ac-vi Indicates AC_VI packets. -
ac-be Indicates AC_BE packets. -
ac-bk Indicates AC_BK packets. -

aifsn aifsn-value

Specifies the AIFSN, which determines
the channel idle time.

The value is an
integer that
ranges from 1 to
15.
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Parameter

Description

Value

ecwmin ecwmin-
value

Specifies the ECWmin. ECWmin and
ECWmax determine the average
backoff time.

The value is an
integer that
ranges from 0 to
15 and must be
smaller than the
ECWmax value.

ecwmax ecwirmax-

Specifies the ECWmax. ECWmax and

The value is an

txoplimit-value

determines the maximum duration in
which an AP or a STA can occupy a
channel. A larger TXOPLimit value
indicates a longer duration to occupy
a channel.

value ECWmin determine the average integer that
backoff time. ranges from 0 to
15 and must be
larger than the
ECWmin value.
txoplimit Specifies the TXOPLimit. The value The value is an

integer that
ranges from 0 to
255. The unit is 32
microseconds.

NOTE
If the TXOPLimit
value is 0, the STA
can send only one
data frame every
time it occupies a
channel.

Views
WMM profile view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

WMM classifies data packets into the following access categories (ACs): AC_VO,
AC_VI, AC_BE, and AC_BK. A set of EDCA parameters is set for each AC queue.
These parameters determine the capabilities of a queue to occupy a channel. You
can set EDCA parameters for packets of different ACs to provide different priorities
to the packets. In this way, STAs have different capabilities to compete for
channels and provide differentiated services.

Table 13-40 describes the EDCA parameters.
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Table 13-40 EDCA parameter description

Parameter Meaning
Arbitration Inter Frame The DIFS has a fixed value. WMM provides
Spacing Number (AIFSN) different DIFS values for different ACs. A large

AIFSN value means that the STA must wait for
a long time and has a low priority.

Exponent form of CWmin ECWmin specifies the minimum backoff time,
(ECWmin) and Exponent form | and ECWmax specifies the maximum backoff
of CWmax (ECWmax) time. They determine the average backoff time.

Large ECWmin and ECWmax values mean that
the average backoff time for the STA is long
and the STA priority is low.

Transmission Opportunity After preempting a channel, the STA can

Limit (TXOPLimit) occupy the channel within the period of
TXOPLimit. A large TXOPLimit value means
that the STA can occupy the channel for a long
time. If the TXOPLimit value is 0, the STA can
send only one data frame every time it
preempts a channel.

Precautions

e EDCA parameters of the four ACs take effect only after WMM is enabled
using the 13.2.10 wmm enable (for FAT AP) command.

e By default, queues of AC_VO, AC_VI, AC_BE, and AC_BK are in descending
order of priority. Priorities of the four queues are determined by their EDCA
parameters.

Example
# Set EDCA parameters for the AC_VO queue of a STA in WMM profile p1.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] wmm-profile name p1

[Huawei-wlan-wmm-prof-p1] wmm edca client ac-vo aifsn 7 ecw ecwmin 4 ecwmax 10 txoplimit 0

Related Topics
13.2.4 display wmm-profile (for FAT AP)

13.2.10 wmm enable (for FAT AP)

Function
The wmm enable command enables WMM in a WMM profile.
The undo wmm enable command disables WMM from a WMM profile.

By default, WMM is enabled.
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Format

Parameters

Views

Default Level

wmm enable

undo wmm enable

None

WMM profile view

2: Configuration level

Usage Guidelines

Example

Precautions

Parameters in a WMM profile can be set only after WMM is enabled in the WMM
profile using the wmm enable command.

The undo legacy-station enable and undo wmm enable commands cannot be
configured at the same time, otherwise, any STA cannot access the WLAN.

# Enable WMM in WMM profile p1.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] wmme-profile name p1
[Huawei-wlan-wmm-prof-p1] wmm enable

Related Topics

13.1.80 wmme-profile (WLAN view) (for FAT AP)
13.2.4 display wmm-profile (for FAT AP)

13.2.11 wmm mandatory enable (for FAT AP)

Function

The wmm mandatory enable disables STAs that do not support WMM from
connecting to a WMM-enabled AP.

The undo wmm mandatory enable allows STAs that do not support WMM to
connect to a WMM-enabled AP.

By default, STAs that do not support WMM are allowed to connect to a WMM-
enabled AP.
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Format
wmm mandatory enable

undo wmm mandatory enable

Parameters

None

Views

WMM profile view

Default Level

2: Configuration level

Usage Guidelines

On a WLAN, wireless channels are open and all STAs have the same chance to
occupy a channel. You can configure WMM to distinguish high-priority packets
and enable the high-priority packets to preempt channels. You can also disable
STAs that do not support WMM from connecting to a WMM-enabled AP, which
prevents those STAs from preempting channels of WMM-capable STAs.

Example

# Disable STAs that do not support WMM to connect to a WMM-enabled AP.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] wmme-profile name p1
[Huawei-wlan-wmm-prof-p1] wmm mandatory enable

Related Topics
13.2.4 display wmm-profile (for FAT AP)

13.3 WLAN Security Configuration Commands

13.3.1 attack detection enable (for FAT AP)

Function

The attack detection enable command enables attack detection on a specified
AP radio interface.

The undo attack detection enable command disables attack detection on a
specified AP radio interface.

By default, attack detection is disabled on an AP radio interface.
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Format

attack detection enable { all | flood | weak-iv | spoof | wpa-psk | wpa2-psk |
wapi-psk | wep-share-key }

undo attack detection enable { all | flood | weak-iv | spoof | wpa-psk | wpa2-
psk | wapi-psk | wep-share-key }

Parameters

Parameter Description Value

all Indicates that all attack detection -
functions are enabled.

flood Indicates that flood attack detection is -
enabled.

weak-iv Indicates that weak IV attack detection is | -
enabled.

spoof Indicates that spoofing attack detection -
is enabled.

wpa-psk Indicates that detection of brute force -
password cracking is enabled for WPA-
PSK authentication.

wpa2-psk Indicates that detection of brute force -
password cracking is enabled for WPA2-
PSK authentication.

wapi-psk Indicates that detection of brute force -
password cracking is enabled for WAPI-
PSK authentication.

wep-share- Indicates that detection of brute force -

key password cracking is enabled for shared
key authentication.

Views

Radio interface view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

To detect malicious or unintentional attacks on WLANSs in real time, network
administrators can enable the following attack detection functions based on
actual requirements and monitor or prevent these attacks:
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e flood: detects whether an AP receives a large number of packets of a certain
type in a short period.

e weak-iv: detects whether weak IV is used on a WLAN that is currently
configured with a WEP security policy.

e spoof: detects whether a potential attacker forges an AP to send broadcast
packets to disassociate a client from the authentication server and an AP from
the AC.

e wpa-psk, wpa2-psk, wapi-psk, wep-share-key: If WPA-PSK, WPA2-PSK, WAPI-
PSK, and WEP-SK security policies are configured on a WLAN, detection of
brute force password cracking can be enabled to increase the time required
for password cracking and improve password security.

Follow-up Procedure
Run the 13.3.15 dynamic-blacklist enable (for FAT AP) command to enable the
dynamic blacklist function.

Example

# Enable flood attack detection on radio interface 0/0/0.

<Huawei> system-view
[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] attack detection enable flood

Related Topics
13.3.10 display wlan ids attack-detected (for FAT AP)

13.3.2 attack detection flood (for FAT AP)

Function

The attack detection flood command specifies the interval for flood attack
detection and the maximum number of packets of the same type that an AP can
receive within the interval.

The undo attack detection flood command restores the interval for flood attack
detection and the maximum number of packets of the same type that an AP can
receive within the interval to the default values.

By default, the interval for flood attack detection is 60 seconds and an AP can
receive a maximum of 300 packets of the same type within the interval.
Format

attack detection flood interval /ntvalue times timesvalue

undo attack detection flood
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Parameters
Parameter Description Value
interval Specifies the interval for flood attack The value is an
intvalue detection. integer that ranges
from 10 to 120, in
seconds.
times Specifies the number of packets of the The value is an
timesvalue same type that an AP receives within the | integer that ranges
detection interval. from 1 to 1000.
Views
WLAN view

Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

In a flood attack, an AP receives a large number of packets of the same type in a
short period and it is too busy with the flood attack packets to process packets
sent from authorized STAs.

In flood attack detection included in the Wireless Intrusion Detection System
(WIDS) attack detection, an AP continuously monitors the number of packets of
the same type that are sent to it from each STA and compares the number with
the value specified using the attack detection flood command. If the number of
received packets exceeds the value, the AP determines that the STA is attacking.
When the packet number exceeds the maximum number tolerable, the AP
considers that the STA intends to launch a flood attack and locks the STA. If the
dynamic blacklist function is enabled, the STA is added to the dynamic blacklist.

Follow-up Procedure

Run the 13.3.15 dynamic-blacklist enable (for FAT AP) command to enable the
dynamic blacklist function.

# Set the interval for flood attack detection to 120 seconds and the maximum
number of packets of the same type that an AP can receive within the interval to
350.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] attack detection flood interval 120 times 350
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Related Topics

13.1.17 display ap (for FAT AP)
13.3.1 attack detection enable (for FAT AP)
13.3.15 dynamic-blacklist enable (for FAT AP)

13.3.3 attack detection psk (for FAT AP)

Function
The attack detection psk command specifies the interval for brute force
preshared key (PSK) cracking detection and the number of key negotiation
attempts allowed within the interval.
The undo attack detection psk command restores the interval for brute force PSK
cracking detection and the number of key negotiation attempts allowed within the
interval to the default values.
By default, the interval for brute force PSK cracking detection is 60 seconds and an
AP allows a maximum of 20 key negotiation attempts within the interval.
Format
attack detection psk interval /ntvalue times timesvalue
undo attack detection psk
Parameters
Parameter Description Value
interval Specifies the interval for brute force PSK | The value is an
intvalue cracking detection. integer that ranges
from 10 to 120, in
seconds.
times Specifies the number of key negotiation | The value is an
timesvalue attempts within the interval. integer that ranges
from 1 to 100.
Views

WLAN view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Brute force PSK cracking means that an attacker tries all possible PSK
combinations one by one and finally obtains the right key. To improve key security,
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Example

enable defense against brute force PSK cracking to prolong the time used to
decrypt passwords.

An AP checks whether the number of key negotiation attempts during WPA/
WPA2-PSK, WAPI-PSK, or WEP-Shared-Key authentication exceeds the threshold
configured using the attack detection psk command. If so, the AP considers that
a user is using the brute force method to decrypt the password. If the dynamic
blacklist function is enabled, the AP adds the user to the dynamic blacklist and
discards all the packets of the user until the dynamic blacklist entry ages.

Follow-up Procedure

Run the 13.3.15 dynamic-blacklist enable (for FAT AP) command to enable the
dynamic blacklist function.

# Set the interval for brute force PSK cracking detection is 60 seconds and an AP
allows a maximum of 60 key negotiation attempts within the interval.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] attack detection psk interval 60 times 60

Related Topics

13.1.17 display ap (for FAT AP)
13.3.1 attack detection enable (for FAT AP)
13.3.15 dynamic-blacklist enable (for FAT AP)

13.3.4 attack detection quiet-time (for FAT AP)

Function

Format

Parameters

The attack detection quiet-time command sets the quiet time for an AP to
report attack records.

The undo attack detection quiet-time command restores the default quiet time.

By default, the quiet time is 600 seconds.

attack detection { flood | weak-iv | spoof | psk } quiet-time guiet-time-value

undo attack detection { flood | weak-iv | spoof | psk } quiet-time

Parameter Description Value

quiet-time- Specifies the quiet time. The value is an

value integer that ranges
from 60 to 36000, in
seconds.
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Parameter Description Value
flood Indicates flood attack detection. -
weak-iv Indicates weak |V attack detection. -
spoof Indicates spoofing attack detection. -
psk Indicates PSK brute force attack -
detection.
Views
WLAN view

Default Level

2: Configuration level

Usage Guidelines

Example

Usage Scenario

After attack detection is enabled on an AP, the AP reports alarms upon attack
detection. If a attack source launches attacks repeatedly, a large number of
repetitive attacks are generated. To prevent this situation, configure the quiet time
for an AP to report alarms. When detecting attack sources of the same MAC
address, the AP does not report alarms in the quiet time. However, if the AP still
detects attacks from the attack source after the quiet time expires, the AP reports
alarms. You can set the quiet time based on attack types.

To obtain attack information in a timely manner, set the quiet time to a small
value. If attacks are frequently detected, set the quiet time to a large value to
prevent frequent alarm reports.

# Set the quiet time for reporting flood attacks to 300 seconds.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] attack detection flood quiet-time 300

Related Topics

13.1.17 display ap (for FAT AP)

13.3.5 display security-profile (for FAT AP)

Function

The display security-profile command displays the security profile configuration.
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Format

display security-profile { all | { id profile-id | name profile-name} [ detail ] }

Parameters

Parameter

Description

Value

all

Displays configurations of all
security profiles.

id profile-id

Specifies the ID of a security
profile.

The security profile ID must
exist.

name profile-
name

Specifies the name of a
security profile.

The security profile name must

exist.

detail

Displays detailed information
about a security profile.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

e You can run this command to view the configuration of access security.

e When there is a large amount of configuration information, output

information is displayed on multiple screens.

Example

# Display configurations of all security profiles.

<Huawei> display security-profile all

ID Name
0 lw

1 ttt
Total: 2

# Display brief information about security profile 0.

<Huawei> display security-profile id 0

Profile name slw

Profile ID :0
Authentication : Share key
Encryption : WEP-40
Service-set ID SSID

0

00129796_9300
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00129796_93002

# Display detailed information about security profile 0.

<Huawei> display security-profile id 0 detail

Profile name
Profile ID
Authentication
Encryption

: test
:0
: Open system

Service-set ID
0

SSID
service-set

WEP's configuration
Authentication

: Open system

Encryption -

Key O : *kkkk

Key 1 : Empty

Key 2 : Empty

Key 3 : Empty
Default key ID :0

WPA's configuration

Authentication : WPA PSK
Encryption : CCMP
WPA2's configuration

Authentication : WPA2 PSK
Encryption : CCMP

WAPI's configuration
CA certificate filename
ASU certificate filename
Certificate filename
Private key filename
Authentication server IP
Authentication method

: WAPI certificate

WAL timeout(s) 160

BK update interval(s) 143200

BK lifetime threshold (%) 170

USK update interval(s) : 86400

USK update packet(k) 110

MSK update interval(s) : 86400

MSK update packet(k) 210

Cert auth retrans count 03

USK negotiate retrans count 13

MSK negotiate retrans count 23

USK update method : Time-based
MSK update method : Time-based

Table 13-41 Description of the display security-profile command output

Item

Description

Profile name

Name of the security profile.

Profile ID

ID of the security profile.
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Item

Description

Authentication

Authentication mode. The following
authentication modes are supported:
WLAN Authentication and Privacy
Infrastructure (WAPI) certificate
authentication, WAPI pre-shared key
authentication, Wi-Fi Protected Access
(WPA) 802.1x authentication, WPA
pre-shared key authentication, WPA2
802.1x authentication, WPA2 pre-
shared key authentication, shared key
authentication, and open system
authentication.

Encryption

Encryption mode. The following
encryption mode is supported:
Temporal Key Integrity Protocol (TKIP),
CTR with CBC-MAC Protocol (CCMP),
and Wired Equivalent Privacy (WEP)
using a 40-bit or 104-bit key.

SSID

Service set identifier that identifies a
WLAN.

Key X

Key ID.

Default key ID

Default key ID.

CA certificate filename

CA certificate file name.

ASU certificate filename

File name of the authentication server
unit (ASU) certificate.

Certificate filename

Certificate file name.

Private key filename

Private key file name.

Authentication server IP

I[P address of the ASU certificate server.

Authentication method

Authentication mode.

WAI timeout(s)

Timeout period of an association.

BK update interval(s)

Interval for updating the base key
(BK).

BK lifetime threshold (%)

Threshold for triggering BK update.

USK update interval(s)

Time-based interval for updating the
unicast session key (USK).

USK update packet(k)

Packet count-based interval for
updating the USK.

MSK update interval(s)

Time-based interval for updating the
MBMS service key (MSK).
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Item

Description

MSK update packet(k)

Packet count-based interval for
updating the MSK.

Cert auth retrans count

Number of retransmissions of
certificate authentication packets.

USK negotiate retrans count

Number of retransmissions of USK
negotiation packets.

MSK negotiate retrans count

Number of retransmissions of MSK
negotiation packets.

USK update method

Whether the USK is updated based on
a time interval or a packet count.

MSK update method

Whether the MSK is updated based on
a time interval or a packet count.

13.3.6 display sta-access-mode (for FAT AP)

Using the display sta-access-mode command, you can check whether the
blacklist or whitelist function is enabled, which determines the STA access control

Function
mode.
Format
display sta-access-mode
Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

After the blacklist function is enabled, STAs in the blacklist cannot connect to the

WLAN.

After the whitelist function is enabled, only the STAs in the whitelist can connect

to the WLAN.
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Example

# Display the STA access control mode.

<Huawei> display sta-access-mode
Station access control mode: disable

Table 13-42 Description of the display sta-access-mode command output

Item

Description

Station access control mode

STA access control mode:

e disable

e white list: The whitelist is used.
e black list: The blacklist is used.

You can run the 13.3.22 sta-access-
mode (for FAT AP) command to set
STA access control mode.

Related Topics

13.3.22 sta-access-mode (for FAT AP)

13.3.7 display sta-blacklist (for FAT AP)

The display sta-blacklist command displays the STA blacklist.

Function
Format
display sta-blacklist
Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

After you run the 13.3.22 sta-access-mode (for FAT AP) command to enable the
blacklist function, STAs in the blacklist cannot connect to the WLAN.

You can use the display sta-blacklist command to view MAC addresses of STAs in

the blacklist.
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Example

# Display information about the STA blacklist.

<Huawei> display sta-blacklist
Station mac global black list information:

ID MAC

0 0026-0000-90a1
1 0026-0000-909f

Total number: 2

Table 13-43 Description of the display sta-blacklist command output

Item Description

ID STA ID in the blacklist.

MAC MAC address of a STA in the blacklist.
Total number Total number of STAs in the blacklist.

13.3.8 display sta-whitelist (for FAT AP)

Function
The display sta-whitelist command displays the STA whitelist.
Format
display sta-whitelist
Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

After you run the 13.3.22 sta-access-mode (for FAT AP) command to enable the
whitelist function, only STAs in the whitelist can connect to the WLAN.

You can run the display sta-whitelist command to view MAC addresses of STAs in
the whitelist.
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Example
# Display the STA whitelist.

<Huawei> display sta-whitelist
Station mac global white list information:

ID MAC

0 0025-9e26-b9bd
1 001e-907a-b6ab
2 0026-0000-90a1

Total number: 3

Table 13-44 Description of the display sta-whitelist command output

Item Description

ID ID of a STA.

MAC MAC address of a STA.

Total number Total number of STAs in the whitelist.

13.3.9 display wapi certificate (for FAT AP)

Function
The display wapi certificate command displays the content of a certificate file.
Format
display wapi certificate file-name file-name
Parameters
Parameter Description Value
file-name Specifies a certificate file name. The value is a string
file-name of 1 to 255
characters. It cannot
contain question
marks (?) or spaces
and cannot start or
end with double
quotation marks ("
ll).
Views

All views
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Default Level

1: Monitoring level

Usage Guidelines

Example

You can run this command to view content of certificate files imported to the

device.

In the command, file-name must specify the complete path of a certificate file. For
example, if the certificate file as.cer is saved in the flash memory, run display
wapi certificate file-name flash:/as.cer command.

# Display content of certificate file as.cer.

<Huawei> display wapi certificate file-name flash:/as.cer

Certificate:
Data:
Version: V3
Serial Number:
4B 05 3B F4
Signature Algorithm: sha256ECDSA192
Issuer:
OU = iwncomm
CN = iwncomm
Validity:
Not Before: 2009-11-19 12:37:08 UTC
Not After : 2029-11-19 12:37:08 UTC
Subject:
OU = iwncomm
CN = iwncomm
Subject Public Key Info:
Public Key Algorithm: ECC
Public Key: (392 bit)

04 69 5C B1 3F 52 A1 D6 6C DD 5A 4C E7 5D 5D C8

2B 83 BF 22 A2 F2 63 B1 FA 5F 6E 87 A8 F2 F6 31
12 D3 A4 D4 9B 34 F9 30 35 2A 70 5B 43 48 47 47
7D

Table 13-45 Description of the display wapi certificate command output

Item

Description

Version

Version of the X.509 certificate.

Serial Number

Serial number of the certificate.

Signature Algorithm

Algorithm used to calculate the
signature.

Issuer Certificate issuer.

Validity Valid period of the certificate, specified
by the start date and end date.

Subject Subject of the certificate.

Subject Public Key Info

Information about the public key of
the certificate.
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13.3.10 display wlan ids attack-detected (for FAT AP)

Function

The display wlan ids attack-detected command displays information about the
attacking devices detected.

Format

display wlan ids attack-detected { all | flood | spoof | wapi-psk | weak-iv |
wep-share-key | wpa-psk | wpa2-psk | mac-address mac-address }

Parameters

Parameter

Description

Value

all

Displays information about all types of
attacking devices.

flood

Displays information about devices
launching flood attacks.

spoof

Displays information about devices
launching spoofing attacks.

wapi-psk

Displays information about devices that
perform brute force cracking in WAPI-
PSK authentication mode.

weak-iv

Displays information about devices
launching weak IV attacks.

wep-share-
key

Displays information about devices that
perform brute force cracking in WEP-SK
authentication mode.

wpa-psk

Displays information about devices that
perform brute force cracking in WPA-PSK
authentication mode.

wpa2-psk

Displays information about devices that
perform brute force cracking in WPA2-
PSK authentication mode.

mac-address
mac-address

Displays information about detected
devices launching attacks with specified
MAC addresses.

The value is in H-H-
H format. An His a
hexadecimal
number of 4 digits.
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Views

Default Level

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

After attack detection is enabled, you can run the display wlan ids attack-
detected command to view the information list of attacking devices.

Prerequisites

Attack detection has been enabled on the AP radio using the 13.3.1 attack
detection enable (for FAT AP) command.

Precautions

When the AR169W-P-M9 and AR169RW-P-M9 work on the 5G frequency band,
they can defend against attacks that STAs launch using Action, EAPoL Logoff,
EAPoL start, and null data frames. However, the AR169W-P-M9 and AR169RW-P-
M9 cannot display the attacking devices and attack times and do not add the STAs
to the blacklist.

# Display information of all current attacking devices.

<Huawei> display wlan ids attack-detected all

Total Number Of Entries: 4

act = Action Frame asr = Association Request

aur = Authentication Request daf = Deauthentication Frame
dar = Disassociation Request ndf = Null Data Frame

pbr = Probe Request rar = Reassociation Request
eaps = EAPOL Start Frame  eapl = EAPOL Logoff Frame
saf = Spoofed Disassociation Frame

sdf = Spoofed Deauthentication Frame

wiv = Weak IV Detected ngf = Null Qos Frame

wep = Wep Share-key wpa = WPA

wpa2 = WPA2 wapi = WAPI

#AP = number of active APs detecting, AT = Last Detcted Attack Type
Ch = Channel Number

Attacking Device(s) Table

MAC address AT Ch Last Detected Time  #AP

0010-1000-0031 saf 1 2013-07-27/16:41:55 1
0010-1000-0030 wiv 1 2013-07-27/16:41:55 2
0010-1000-002f asr 1 2013-07-27/16:41:55 2
0010-1000-002e saf 1 2013-07-27/16:41:55 2
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Table 13-46 Description of the display wlan ids attack-detected all command

output

Item Description

MAC address
indicates the basic service set
identifier (BSSID) that forges the
MAC address of an AP.

For other types of attacks, this
parameter indicates the MAC
address of the device launching

e For spoofing attacks, this parameter

attacks.
AT Acronym of attack type.
Ch Channel in which the last attack is

detected.

Last Detected Time Last time at which an attack is

detected.

#AP Number of APs which detect this

attack.

# Display information of attacking device by specifying its MAC address.

<Huawei> display wlan ids attack-detected mac-address dcd2-fc1c-77ef
act = Action Frame asr = Association Request

aur = Authentication Request daf = Deauthentication Frame

dar = Disassociation Request ndf = Null Data Frame

pbr = Probe Request rar = Reassociation Request

eaps = EAPOL Start Frame  eapl = EAPOL Logoff Frame

saf = Spoofed Disassociation Frame

sdf = Spoofed Deauthentication Frame

wiv = Weak |V Detected ngf = Null Qos Frame

wep = Wep Share-key wpa = WPA

wpa2 = WPA2 wapi = WAPI

#AP = number of active APs detecting, AT = Last Detcted Attack Type
Ch = Channel Number

Attacking Device(s) Table

MAC address : dcd2-fc1c-77ef
Number of detected APs 01
Channel 01
Reported AP 1:
AP ID
Flood attack type
First detected time(Flood)
Spoof attack type : saf,sdf
First detected time(Spoof) :2012-10-25/16:46:37
First detected time(Weak-iv) :-
First detected time(Wep) -
First detected time(WPA) :-
First detected time(WPA2) -
First detected time(WAPI) s -

213
: asr,aur,pbr
:2012-10-25/16:51:59
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Table 13-47 Description of the display wlan ids attack-detected mac-address

mac-address command output

Item

Description

MAC address

e For spoofing attacks, this parameter
indicates the basic service set
identifier (BSSID) that forges the
MAC address of an AP.

e For other types of attacks, this
parameter indicates the MAC
address of the device launching
attacks.

Number of detected APs

Number of APs which detect this
attack.

Channel

Channel in which the last attack is
detected.

Reported AP

Information of AP which detect the
attack.

AP ID

ID of the AP which detects the attack.

Flood attack type

The type of flood attacking detected
by the AP.

Spoof attack type

The type of spoof attacking detected
by the AP.

First detected time

The first time of each attacking which
AP detects.

13.3.11 display wlan ids attack-detected statistics (for FAT

The display wlan ids attack-detected statistics command displays the number of

display wlan ids attack-detected statistics

AP)
Function
attacks detected.
Format
Parameters
None
Views
All views

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7098



Huawei AR Series Access Routers
Command Reference 13 WLAN-FAT AP Commands

Default Level

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

After attack detection is enabled, you can run the display wlan ids attack-
detected statistics command to view the total number of all types of attacks.

Prerequisites

Attack detection has been enabled on the AP radio using the 13.3.1 attack
detection enable (for FAT AP) command.

Precautions

When the AR169W-P-M9 and AR169RW-P-M9 work on the 5G frequency band,
they can defend against attacks that STAs launch using Action, EAPoL Logoff,
EAPoL start, and null data frames. However, the AR169W-P-M9 and AR169RW-P-
M9 cannot display the attacking devices and attack times and do not add the STAs
to the blacklist.

# Display the number of attacks detected.

<Huawei> display wlan ids attack-detected statistics
Attack tracking since: 2012-07-27/16:16:06

Type Total

Probe Request Frame Flood Attack 17
Authentication Request Frame Flood Attack :0
Deauthentication Frame Flood Attack :0
Association Request Frame Flood Attack 01
Disassociation Request Frame Flood Attack 18
Reassociation Request Frame Flood Attack :0
Action Frame Flood Attack 10

Null Data Frame Flood Attack 10
Null Qos Frame Flood Attack :0
EAPOL Start Frame Flood Attack :0
EAPOL Logoff Frame Flood Attack :0
Weak IVs Detected 121
Spoofed Deauthentication Frame Attack :0
Spoofed Disassociation Frame Attack 12
WEP Share-key Attack :0

WPA Attack
WPA2 Attack
WAPI Attack

S
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Table 13-48 Description of the display wlan ids attack-detected statistics
command output

Item

Description

Type

Attack type:
e Probe Request Frame Flood Attack

e Authentication Request Frame
Flood Attack

e Deauthentication Frame Flood
Attack

e Association Request Frame Flood
Attack

e Disassociation Request Frame Flood
Attack

e Reassociation Request Frame Flood
Attack

e Action Frame Flood Attack

e Null Data Frame Flood Attack

e Null Qos Frame Flood Attack

e EAPOL Start Frame Flood Attack
e EAPOL Logoff Frame Flood Attack
e Weak IVs Detected

e Spoofed Deauthentication Frame
Attack

e Spoofed Disassociation Frame
Attack
e WEP Share-key Attack: brute force

cracking attack in WEP-SK
authentication mode

e WPA Attack: brute force cracking
attack in WPA-PSK authentication
mode

o WPA2 Attack: brute force cracking
attack in WPA2-PSK authentication
mode

e WAPI Attack: brute force cracking
attack in WPAI authentication mode

Total

Total number of attacks detected.
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13.3.12 display wlan ids attack-history (for FAT AP)

Function

The display wlan ids attack-history command displays historical records about
the attacking devices detected.

Format

display wlan ids attack-history { all | flood | spoof | wapi-psk | weak-iv | wep-
share-key | wpa-psk | wpa2-psk | mac-address mac-address }

Parameters

Parameter

Description

Value

all

Displays historical records about all types
of attacking devices.

flood

Displays historical records about devices
launching flood attacks.

spoof

Displays historical records about devices
launching spoofing attacks.

wapi-psk

Displays historical records about devices
that perform brute force cracking in
WAPI-PSK authentication mode.

weak-iv

Displays historical records about devices
launching weak IV attacks.

wep-share-
key

Displays historical records about devices
that perform brute force cracking in
WEP-SK authentication mode.

wpa-psk

Displays historical records about devices
that perform brute force cracking in
WPA-PSK authentication mode.

wpa2-psk

Displays information about devices that
perform brute force cracking in WPA2-
PSK authentication mode.

mac-address
mac-address

Displays historical records about
detected devices launching attacks with
specified MAC addresses.

The value is in H-H-
H format. An His a
hexadecimal
number of 4 digits.

Views

All views

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd.

7101



Huawei AR Series Access Routers
Command Reference 13 WLAN-FAT AP Commands

Default Level

1: Monitoring level

Usage Guidelines
Usage Scenario

After attack detection is enabled, information about the detected attacking
devices is saved in the attacking device list. If an attacking device no longer
launches an attack, the device is removed from the attacking device list and saved
to the historical attacking device list. You can run the display wlan ids attack-
history command to check historical records about the attacking devices detected.

Prerequisites

Attack detection has been enabled on the AP radio using the 13.3.1 attack
detection enable (for FAT AP) command.

Example

# Display historical records of all attacking devices.

<Huawei> display wlan ids attack-history all

Total Number Of Entries: 4

act = Action Frame asr = Association Request

aur = Authentication Request daf = Deauthentication Frame
dar = Disassociation Request ndf = Null Data Frame

pbr = Probe Request rar = Reassociation Request
eaps = EAPOL Start Frame  eapl = EAPOL Logoff Frame
saf = Spoofed Disassociation Frame

sdf = Spoofed Deauthentication Frame

wiv = Weak IV Detected ngf = Null Qos Frame

wep = Wep Share-key wpa = WPA

wpa2 = WPA2 wapi = WAPI

AP = Detector AP ID

AT = Attack Type, Ch = Channel Number, AR = Average RSSI
Attack History Table

MAC address AT Ch AR(dBm) Last Detected Time AP

1010-1000-0031 saf 1 -10 2013-05-11/16:41:55 2
1010-1000-0030 wiv. 1 -10 2013-05-11/16:41:55 2
1010-1000-002f asr 1 -10 2013-05-11/16:41:55 2
1010-1000-002e saf 1 -10 2013-05-11/16:41:55 2
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Table 13-49 Description of the display wlan ids attack-history all command

output

Item

Description

MAC address

attacks.

e For spoofing attacks, this parameter
indicates the basic service set
identifier (BSSID) that forges the
MAC address of an AP.

e For other types of attacks, this
parameter indicates the MAC
address of the device launching

AT

Acronym of attack type.

Ch

detected.

Channel in which the last attack is

AR

detected.

Average received signal strength
indicator (RSSI) of the attack frames

Last Detected Time

detected.

Last time at which an attack is

AP

SSID of the AP that detects attacks.

13.3.13 display wlan ids dynamic-blacklist (for FAT AP)

The display wlan ids dynamic-blacklist command displays information about
devices in the dynamic blacklist.

display wlan ids dynamic-blacklist { all | mac-address mac-address }

Description

Value

Function

Format

Parameters
Parameter
all

Displays information about all devices in
the dynamic blacklist.

mac-address
mac-address

Displays information about attacking
devices with a specified MAC address.

The value is in H-H-
H format. An His a
hexadecimal
number of 4 digits.
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Views

Default Level

All views

1: Monitoring level

Usage Guidelines

Example

Usage Scenario

An AP uses attack detection and dynamic blacklist functions to add an attacking
device detected to the dynamic blacklist, and rejects packets sent from this device
until the device entry in the dynamic blacklist ages. You can run the display wlan
ids dynamic-blacklist command to view information about devices in the
dynamic blacklist.

Prerequisites

e Attack detection has been enabled on the AP radio using the 13.3.1 attack
detection enable (for FAT AP) command.

e Dynamic blacklist is enabled on the AP radio using the 13.3.15 dynamic-
blacklist enable (for FAT AP) command.

Precautions

When the AR169W-P-M9 and AR169RW-P-M9 work on the 5G frequency band,
they can defend against attacks that STAs launch using Action, EAPoL Logoff,
EAPoL start, and null data frames. However, the AR169W-P-M9 and AR169RW-P-
M9 cannot display the attacking devices and attack times and do not add the STAs
to the blacklist.

# Display information about all devices in the dynamic blacklist.

<Huawei> display wlan ids dynamic-blacklist all
Total number of entries : 2

#AP = number of active APs detecting
MAC address Last Updated Since Reason #AP

0010-1000-0002 2005-07-27/16:53:40 asr 1
0010-1000-0005 2005-07-27/16:53:40 asr 1

Table 13-50 Description of the display wlan ids dynamic-blacklist all command
output

Item Description

MAC address MAC address of the device in the
dynamic blacklist.

Last Updated Since Latest time of device attack detection.
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Item Description
Reason Reason why the device is added to the

dynamic blacklist. The values here are
the acronyms of attack types. For
details, see 13.3.10 display wlan ids
attack-detected (for FAT AP).

#AP The number of AP that detects the
device and adds it to the dynamic
blacklist.

# Display information about specified devices in the dynamic blacklist.

<Huawei> display wlan ids dynamic-blacklist mac-address 1010-1000-0005

MAC address : 1010-1000-0005
Reported AP 0:

AP name :ap-0

reason :asr

Last Detected time :2012-07-27/16:53:40

Table 13-51 Description of the display wlan ids dynamic-blacklist mac-address
command output

Item Description

Reported AP 0 AP that adds the device to the
dynamic blacklist.

AP name Name of the monitoring AP.

Last Detected time Last time at which the device is
detected.

Related Topics
13.3.1 attack detection enable (for FAT AP)
13.3.15 dynamic-blacklist enable (for FAT AP)

13.3.14 dynamic-blacklist aging-duration (for FAT AP)

Function

The dynamic-blacklist aging-duration command sets an aging time for the
dynamic blacklist.

The undo dynamic-blacklist aging-duration command restores the aging time
for the dynamic blacklist to the default value.

By default, the aging time for the dynamic blacklist is 600 seconds.
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Format
dynamic-blacklist aging-duration duration

undo dynamic-blacklist aging-duration

Parameters
Parameter Description Value
duration Specifies the aging time at the expiry of | The value is an
which a specified MAC address is integer that ranges
removed from the dynamic blacklist. from 180 to 3600, in
seconds.
Views
WLAN view

Default Level

2: Configuration level

Usage Guidelines

The dynamic blacklist function is enabled using the 13.3.15 dynamic-blacklist
enable (for FAT AP) command. When detecting attacks from a STA, the AP adds
the STA to the dynamic blacklist to disable the STA from getting online and to
reject any packets sent from the STA. As long as the STA is blacklisted, it cannot
go online again even if it no longer launches attacks. To avoid that, you can run
the dynamic-blacklist aging-duration command to set the aging time of the
dynamic blacklist. If the set aging time expires and the AP detects no attack from
the STA, the STA is once again allowed to go online.

Example

# Set the aging time for the dynamic blacklist to 300 seconds.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] dynamic-blacklist aging-duration 300

Related Topics
13.1.26 display radio config (for FAT AP)
13.3.15 dynamic-blacklist enable (for FAT AP)

13.3.15 dynamic-blacklist enable (for FAT AP)

Function

The dynamic-blacklist enable command enables the dynamic blacklist function.
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Format

Parameters

Views

Default Level

The undo dynamic-blacklist enable command disables the dynamic blacklist
function.

By default, the dynamic blacklist function is disabled.

dynamic-blacklist enable

undo dynamic-blacklist enable

None

WLAN view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

After attack detection is enabled using the 13.3.1 attack detection enable (for
FAT AP) command, you can run the dynamic-blacklist enable command to
enable the dynamic blacklist function. When detecting attacks from a device, an
AP adds the device to the dynamic blacklist to reject any packets sent from the
device until the dynamic blacklist entry ages.

An AP can use the dynamic blacklist to filter out the blacklisted wireless devices to
avoid malicious attacks.

Follow-up Procedure

Run the 13.3.14 dynamic-blacklist aging-duration (for FAT AP) command to set
an aging time for the dynamic blacklist.

# Enable the dynamic blacklist function.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] dynamic-blacklist enable

Related Topics

13.1.26 display radio config (for FAT AP)
13.3.14 dynamic-blacklist aging-duration (for FAT AP)
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13.3.16 reset wlan ids attack-detected (for FAT AP)

Function

The reset wlan ids attack-detected command deletes information about the
attacking devices detected.

Format

reset wlan ids attack-detected { all | flood | spoof | wapi-psk | weak-iv | wep-
share-key | wpa-psk | wpa2-psk | mac-address mac-address }

Parameters

Parameter

Description

Value

all

Deletes information about all types of
attacking devices.

flood

Deletes information about devices
launching flood attacks.

spoof

Deletes information about devices
launching spoofing attacks.

wapi-psk

Deletes information about devices that
perform brute force cracking in WAPI-
PSK authentication mode.

weak-iv

Deletes information about devices
launching weak IV attacks.

wep-share-
key

Deletes information about devices that
perform brute force cracking in WEP-SK
authentication mode.

wpa-psk

Deletes information about devices that
perform brute force cracking in WPA-PSK
authentication mode.

wpa2-psk

Deletes information about devices that
perform brute force cracking in WPA2-
PSK authentication mode.

mac-address
mac-address

Deletes information about detected
devices launching attacks with specified
MAC addresses.

The value is in H-H-
H format. An His a
hexadecimal
number of 4 digits.

Views

All views
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Default Level

3: Management level

Usage Guidelines
Usage Scenario

After attack detection is enabled, information about attacking devices detected is
recorded. When there is excessive information recorded or the recorded
information is useless, you can run the reset wlan ids attack-detected command
to delete the information.

Prerequisites
Attack detection has been enabled on the AP radio interface using the 13.3.1
attack detection enable (for FAT AP) command.

Example

# Delete information about all the current attacking devices.

<Huawei> reset wlan ids attack-detected all

Related Topics
13.3.1 attack detection enable (for FAT AP)
13.3.10 display wlan ids attack-detected (for FAT AP)

13.3.17 reset wlan ids attack-detected statistics (for FAT AP)

Function
The reset wlan ids attack-detected statistics command deletes the number of
attacks detected.
Format
reset wlan ids attack-detected statistics
Parameters
None
Views
All views

Default Level

3: Management level

Usage Guidelines

Usage Scenario
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Example

After attack detection is enabled, the number of attacks detected is recorded.
When there is excessive information recorded or the recorded information is
useless, you can run the reset wlan ids attack-detected statistics command to
delete the information.

Prerequisites

Attack detection has been enabled on the AP radio using the 13.3.1 attack
detection enable (for FAT AP) command.

# Delete the number of attacks detected.

<Huawei> reset wlan ids attack-detected statistics

Related Topics

13.3.1 attack detection enable (for FAT AP)
13.3.11 display wlan ids attack-detected statistics (for FAT AP)

13.3.18 reset wlan ids attack-history (for FAT AP)

Function

Format

Parameters

The reset wlan ids attack-history command deletes historical records about the
attacking devices detected.

reset wlan ids attack-history { all | flood | spoof | wapi-psk | weak-iv | wep-
share-key | wpa-psk | wpa2-psk | mac-address mac-address }

Parameter Description Value

all Deletes historical records about all types | -
of attacking devices.

flood Deletes historical records about devices -
launching flood attacks.

spoof Deletes historical records about devices -
launching spoofing attacks.

wapi-psk Deletes historical records about devices -
that perform brute force cracking in
WAPI-PSK authentication mode.

weak-iv Deletes historical records about devices -

launching weak IV attacks.
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Parameter Description Value
wep-share- Deletes historical records about devices -
key that perform brute force cracking in

WEP-SK authentication mode.

wpa-psk Deletes historical records about devices -
that perform brute force cracking in
WPA-PSK authentication mode.

wpa2-psk Deletes historical records about devices -
that perform brute force cracking in
WPA2-PSK authentication mode.

mac-address | Deletes historical records about detected | The value is in H-H-
mac-address | devices launching attacks with specified H format. An H is a
MAC addresses. hexadecimal
number of 4 digits.

Views

All views

Default Level

3: Management level

Usage Guidelines
Usage Scenario

After attack detection is enabled, historical records about attacking devices
detected is recorded. When there is excessive information recorded or the recorded
information is useless, you can run the reset wlan ids attack-history command to
delete the historical records information about the attacking devices detected.

Prerequisites
Attack detection has been enabled on the AP radio using the 13.3.1 attack
detection enable (for FAT AP) command.

Example

# Delete historical records about all the current attacking devices.

<Huawei> reset wlan ids attack-history all

Related Topics
13.3.1 attack detection enable (for FAT AP)
13.3.12 display wlan ids attack-history (for FAT AP)
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13.3.19 reset wlan ids dynamic-blacklist (for FAT AP)

Function
The reset wlan ids dynamic-blacklist command deletes information about
devices in the dynamic blacklist.
Format
reset wlan ids dynamic-blacklist { mac-address mac-address | all }
Parameters
Parameter Description Value
mac-address | Deletes devices with a specified MAC The value is in H-H-
mac-address | address from the dynamic blacklist. H format. An H is a
hexadecimal
number of 4 digits.
all Deletes all information in the dynamic -
blacklist.
Views
All views

Default Level

3: Management level

Usage Guidelines
Usage Scenario

The reset wlan ids dynamic-blacklist command is applicable to the following
scenarios:

e To re-collect the dynamic blacklist information, run the reset wlan ids
dynamic-blacklist all command to delete all information in the dynamic
blacklist. After that, the AP re-collects the information.

e If an unintentional rogue device has restored to its normal state but the
dynamic blacklist entry has not aged, run the reset wlan ids dynamic-
blacklist mac-address command to remove the MAC address of the device
from the dynamic blacklist. After that, information sent from the device is not
rejected.

Precautions

After you run the reset wlan ids dynamic-blacklist command to delete the
information in the dynamic blacklist, packet receipt of APs is affected. Therefore,
confirm the action before running this command.
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Example

# Remove the client with MAC address 78 AC-COC1-C1FC from the dynamic
blacklist.

<Huawei> reset wlan ids dynamic-blacklist mac-address 78ac-c0c1-c1fc

13.3.20 security-policy (for FAT AP)

Function
The security-policy command configures the security policy that a profile used.
The undo security-policy command restores the default security policy that a
profile used.
By default, the wep security policy is used.
Format
security-policy { wep | wpa | wpa2 | wapi }
undo security-policy
Parameters
Parameter Description Value
wep Indicates a WEP security policy. By -
default, open system authentication
+non-encryption is used.
wpa Indicates a WPA security policy. By -
default, 802.1X, the Protected Extensible
Authentication Protocol (PEAP)
authentication, and TKIP encryption are
used.
wpa2 Indicates a WPA2 security policy. By -
default, 802.1X, PEAP authentication, and
CCMP encryption are used.
wapi Indicates a WAPI security policy. By -
default, the WAPI-CERT authentication
and WPI encryption are used.
Views

Security profile view

Default Level

2: Configuration level
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Usage Guidelines

You can select security policies on a WLAN based on the security level. WEP is a
security policy used earlier and has security risks. It can be used in open scenarios
that do not require high security, such as airports and railway stations. WPA and
WAPI can provide higher security for devices.

e Before running this command, ensure that a security profile has been
configured. You can specify a security policy in the security profile.
e  Security policies need later configurations such as shared keys and certificates.

e You need to run this command together with the 13.1.47 interface wlan-
radio and 13.1.67 service-set (for FAT AP) commands.

Example

# Create a security profile named p1 and set the security policy to WPA2.
<Huawei> system-view
[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] security-policy wpa2

Related Topics
13.3.5 display security-profile (for FAT AP)

13.3.21 security-profile (for FAT AP)

Function
The security-profile command creates a security profile or enters the security
profile view.
The undo security-profile command deletes a security profile according to the ID
or name.
By default, the security profile named secf exists in the system.

Format

security-profile { id profile-id | name profile-name} "

undo security-profile { all | id profile-id | name profile-name }
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Parameters

Parameter

Description

Value

id profile-id

Specifies the ID of a security profile.

The value is an
integer. The value
range varies
according to
devices:

e AR150 series and
AR200 series: 0
to7

e AR100 series,
AR120 series and
AR160 series: 0
to 15

e AR1200 series: O
to 15

name profile-
name

Specifies the name of a security profile.

The value is a string
of 1 to 31 case-
insensitive
characters. It does
not contain
qguestion marks (?)
or spaces, and
cannot begin or end
with double
quotation marks ("

ll).

all

Indicates all security profiles.

Views

WLAN view

Default Level

2: Configuration level

Usage Guidelines

You can run this command to configure access security. A security profile must be
configured before you specify an authentication mode in the profile. To delete a

security profile, run the undo security-profile command.

The system configures the new profile with the following default values:

e  WEP: no authentication and no encryption

e  WPA: 802.1X+PEAP authentication and TKIP encryption
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e WPA2: 802.1X+PEAP authentication and CCMP encryption
e  WAPI: WAPI certificate encryption

(11 NOTE

e If you enter only a name, the system checks whether the specified profile exists
according to the name. If so, you enter the profile view. If not, the profile is created.

e If you enter only an ID, the system checks whether the specified profile exists according
to the ID. If so, you enter the profile view. If not, an error message is displayed and no
profile is created.

e If the name and ID you enter exist in the profile and match, you can enter the profile
view. If the name and ID do not exist, the profile using the specified ID is created and
you enter the profile view.

Example

# Configure a security profile named p1.
<Huawei> system-view

[Huawei] wlan
[Huawei-wlan-view] security-profile id 10 name p1

Related Topics
13.3.5 display security-profile (for FAT AP)

13.3.22 sta-access-mode (for FAT AP)

Function
Using the sta-access-mode command, you can check whether the blacklist or
whitelist function is enabled, which determines the STA access control mode.
The undo sta-access-mode command disables the blacklist or whitelist function.
By default, the blacklist or whitelist function is disabled.
Format
sta-access-mode { blacklist | whitelist | disable }
undo sta-access-mode { blacklist | whitelist | disable }
Parameters
Parameter Description Value
blacklist Enables the blacklist -
function.
whitelist Enables the whitelist -
function.
disable Disables the blacklist or -
whitelist function.
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Views

WLAN view

Default Level

2: Configuration level

Usage Guidelines

e The blacklist configured using the 13.3.23 sta-blacklist (for FAT AP)
command takes effect only after the blacklist function is enabled using the
sta-access-mode command.

e The whitelist configured using the 13.3.24 sta-whitelist (for FAT AP)
command takes effect only after the whitelist function is enabled using the
sta-access-mode command.

Example

# Enable the blacklist function on the AP.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] sta-access-mode blacklist

13.3.23 sta-blacklist (for FAT AP)

Function
The sta-blacklist command adds a STA's MAC address to the STA blacklist.
The undo sta-blacklist command deletes the created blacklist.
By default, no blacklist is created.
Format
sta-blacklist mac-address
undo sta-blacklist { mac-address | all }
Parameters
Parameter Description Value
mac-address Specifies the MAC address in | The value is in H-H-H format.
the blacklist. An H is a hexadecimal number
of 4 digits.
all Deletes all MAC addresses -
from the blacklist.
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Views

WLAN view

Default Level

2: Configuration level

Usage Guidelines

Users whose MAC addresses are in the blacklist cannot be associated with APs and
cannot access resources on WLAN networks.

The configured blacklist can take effect only after the blacklist function is enabled
by using the 13.3.22 sta-access-mode (for FAT AP) command.
Example

# Add a STA's MAC address to the STA blacklist.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] sta-blacklist 0014-2261-2a43

Related Topics
13.3.7 display sta-blacklist (for FAT AP)
13.3.22 sta-access-mode (for FAT AP)

13.3.24 sta-whitelist (for FAT AP)

Function
The sta-whitelist command adds a STA's MAC address to the STA whitelist.
The undo sta-whitelist command deletes STA's MAC address from the STA
whitelist.
By default, no STA whitelist created.
Format
sta-whitelist mac-address
undo sta-whitelist { mac-address| all }
Parameters
Parameter Description Value
mac-address Specifies the MAC address in | The value is in H-H-H format.
the whitelist. An H is a hexadecimal number
of 4 digits.
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Parameter Description Value
all Deletes all MAC addresses -
from the whitelist.

Views

Default Level

WLAN view

2: Configuration level

Usage Guidelines

Example

Users whose MAC addresses are in the whitelist can be associated with APs and
access resources on WLAN networks.

The configured whitelist can take effect only after the whitelist function is enabled
by using the 13.3.22 sta-access-mode (for FAT AP) command. After the
configured whitelist takes effect, users whose MAC addresses are not in the
whitelist cannot access network resources.

(11 NOTE

If the STA whitelist is configured but no MAC address is added to the whitelist, any STA can
access WLAN network resources.

# Add a STA's MAC address to the STA whitelist.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] sta-whitelist 0011-43c7-d73e

Related Topics

13.3.8 display sta-whitelist (for FAT AP)
13.3.22 sta-access-mode (for FAT AP)

13.3.25 user-isolate (for FAT AP)

Function

The user-isolate command enables Layer 2 user isolation.
The undo user-isolate command disables Layer 2 user isolation.

By default, Layer 2 user isolation is disabled.
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(11 NOTE

When working in WLAN Fat mode, the AR109W, ART109GW-L, AR129CVW, AR129CGVW-L,
AR169CVW, and AR169CVW-4B4S support Layer 2 user isolation in V200R010C10 and later
versions.

Format

user-isolate

undo user-isolate
Parameters

None
Views

Service set view

Default Level

2: Configuration level

Usage Guidelines

When multiple wireless users associate with the same VAP, one of the users with
security risks may send a large number of broadcast packets to the other users,
which impacts data services of the other users. After Layer 2 user isolation is
enabled, wireless users associated with the same VAP can only forward packets at
Layer 3 through the gateway but cannot implement Layer 2 data forwarding. This
ensures secure data transmission between users.

Example

# Create a service set ChinaNet and configure Layer 2 user isolation.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] service-set name ChinaNet
[Huawei-wlan-service-set-ChinaNet] user-isolate

13.3.26 wapi asu (for FAT AP)

Function

The wapi asu command specifies an IP address for an authentication server unit
(ASU) server.

The undo wapi asu command deletes the IP address of the ASU server.

By default, no IP address is specified for the ASU server.
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Format

Parameters

Views

Default Level

wapi asu ip ip-address

undo wapi asu ip

Parameter Description Value
ip-address Specifies an IP address for the ASU The value is in
server. dotted decimal
notation.

Security profile view

2: Configuration level

Usage Guidelines

Example

Usage Scenario

If WAPI certificate authentication is configured, an AP sends WAPI authentication
packets to the ASU server at the specified IP address.

Prerequisites

If WAPI certificate authentication is specified as a security policy in a security
profile, run the wapi asu command to specify an IP address for the ASU server.

Precautions

The wapi asu command helps to determine to which ASU server WAPI packets are
sent. Users must ensure the correctness of both ASU certificates and ASU servers;
otherwise, they may fail in user authentication.

# Specify IP address 10.164.10.10 for the ASU server.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] wapi asu ip 10.164.10.10

13.3.27 wapi authentication-method (for FAT AP)

Function

The wapi authentication-method command configures the WAPI authentication
mode.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7121



Huawei AR Series Access Routers
Command Reference 13 WLAN-FAT AP Commands

The undo wapi authentication-method command restores the default WAPI
authentication mode.

By default, WAPI certificate authentication is used.

Format
wapi authentication-method psk { pass-phrase | hex } cipher cipher-key
wapi authentication-method certificate
undo wapi authentication-method
Parameters
Parameter Description Value
certificate Configures WAPI certificate -
authentication.
psk Configures WAPI pre-shared key -
authentication.
pass-phrase | Specifies the key phrase. -
hex Specifies a hexadecimal number. -
The password of hex does not have
enough complexity, so pass-phrase is
recommend.
cipher Specifies a password in cipher text. In pass-phrase
cipher-key mode, the key is a
string of 8 to 64
characters in plain
text or 32 to 108
characters in cipher
text. In hex mode,
the key is a string of
8 to 32 hexadecimal
numbers, in which
case the length of
the string must be
an even, or a string
of 32 to 68
characters in cipher
text.
Views

Security profile view

Default Level

2: Configuration level
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Usage Guidelines

Example

WAPI supports two authentication modes: certificate authentication and pre-
shared key authentication. When pre-shared key authentication is used, a pre-
shared key must be configured.

e If WAPI authentication is specified as a security policy in a security profile, you
can run the wapi authentication-method command to configure the WAPI
authentication mode.

e The wapi authentication-method command determines the WAPI
authentication and key management mode. When certificate authentication
and key management are configured, authentication involves identity
authentication and key negotiation, and the authentication server and
certificate need to be configured. When pre-shared key authentication is
configured, a pre-shared key needs to be configured, and STAs also need to
know the pre-shared key. In this situation, authentication just involves key
negotiation.

# Set the WAPI authentication mode to pre-shared key authentication and specify
the key.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1

[Huawei-wlan-sec-prof-p1] wapi authentication-method psk pass-phrase cipher huawei@123

13.3.28 wapi bk (for FAT AP)

Function

Format

Parameters

The wapi bk command sets the interval for updating a BK and the BK lifetime
percentage.

The undo wapi bk command restores the default interval for updating a BK and
the BK lifetime percentage.

By default, the interval for updating a BK is 43200s, and the BK lifetime
percentage is 70%.

wapi { bk-threshold bk-threshold | bk-update-interval bk-update-interval }
undo wapi { bk-threshold | bk-update-interval }

Parameter Description Value

bk-threshold | Specifies the BK lifetime percentage. The value is an

bk-threshold integer that ranges
from 1 to 100.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7123



Huawei AR Series Access Routers

Command Reference 13 WLAN-FAT AP Commands
Parameter Description Value
bk-update- Specifies the interval for updating a BK. The value is an
interval bk- integer that ranges
update- from 600 to 604800,
interval in seconds.

Views

Security profile view

Default Level

2: Configuration level

Usage Guidelines

You can set the intervals for updating a BK and an MSK to ensure security.

Example

# Set the interval for updating a BK to 10000s and the BK lifetime percentage to
80%.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] wapi bk-update-interval 10000
[Huawei-wlan-sec-prof-p1] wapi bk-threshold 80

13.3.29 wapi import certificate (for FAT AP)

Function

The wapi import certificate command imports the AP certificate file, certificate
of the AP certificate issuer, and ASU certificate file.

The undo wapi certificate command deletes the imported AP certificate file,
certificate of the AP certificate issuer, or ASU certificate file.

By default, the AP certificate file, certificate of the AP certificate issuer, and ASU
certificate file are not imported.

Format

wapi import certificate { ap | asu | issuer } file-name file-name [ password
cipher password ]

undo wapi certificate { issuer | ap | asu }
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Parameters
Parameter Description Value
issuer Specifies the certificate of the AP -
certificate issuer.

ap Specifies the AP certificate. -

asu Specifies the ASU certificate. -

file-name Specifies a certificate file name, which The value is a string

file-name the complete path of a certificate file of 1 to 255

must be specified. characters. It cannot

contain question
marks (?) or spaces
and cannot start or
end with double
quotation marks ("
ll).

password Specifies the certificate key. e The password

cipher can be in plain

password text or cipher

text.

- A plain text
password is a
string of 1 to
32 characters.

- A cipher text
password is a
string of 32 to
68 characters.

Views

Security profile view

Default Level

2: Configuration level

Usage Guidelines

e If WAPI certificate authentication is specified as a security policy in a security
profile, run the wapi import certificate command to specify the AP
certificate, certificate of the AP certificate issuer, and ASU certificate. STAs will
fail to be authenticated if you do not run this command. The issuer certificate
helps to check whether the AP certificate is modified.

e Before using this command, store the AP certificate and ASU certificate to the
storage of the device, and import the certificates and private key using TFTP.
Certificates must be X509 V3 certificates and comply with the WAPI standard.
Otherwise, certificates cannot be imported.

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7125



Huawei AR Series Access Routers

Command Reference 13 WLAN-FAT AP Commands

e After this command is run:

- When an issuer certificate is configured, the system checks correctness of

the AP certificate.

- If the authentication system uses only two certificates, the issuer
certificate and ASU certificate have the same certificate file name and are
the same certificate. If the authentication system uses three certificates,
the issuer certificate and ASU certificate are different from each other

and both must be imported.
(110 NOTE

e The ASU certificate and issuer certificate must be imported.

e Certificates to be imported must be valid and correct.

e |[f the certificate with the same name but different contents has been imported by other

security profiles, delete the earlier certificate first.

Example

# Import the AP certificate.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1

[Huawei-wlan-sec-prof-p1] wapi import certificate ap file-name flash:/local_ap.cer

13.3.30 wapi cert-retrans-count (for FAT AP)

Function
The wapi cert-retrans-count command sets the number of retransmissions of
certificate authentication packets.
The undo wapi cert-retrans-count command restores the default number of
retransmissions of certificate authentication packets.
By default, the number of retransmissions is 3.
Format
wapi cert-retrans-count cert-count
undo wapi cert-retrans-count
Parameters
Parameter Description Value
cert-count Specifies the number of retransmissions | The value is an
of certificate authentication packets. integer that ranges
from 1 to 10.
Views

Security profile view
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Default Level

2: Configuration level

Usage Guidelines

If WAPI authentication is specified as a security policy using the 13.3.20 security-
policy (for FAT AP) command, run the wapi cert-retrans-count command to set
the number of retransmissions of certificate authentication packets.

Example

# Set the number of retransmissions of certificate authentication packets to 5.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] wapi cert-retrans-count 5

13.3.31 wapi msk (for FAT AP)

Function
The wapi msk command sets the interval for updating an MSK, number of
packets that will trigger MSK update, and number of retransmissions of MSK
negotiation packets.
The undo wapi msk command restores the default interval for updating an MSK,
number of packets that will trigger MSK update, and number of retransmissions of
MSK negotiation packets.
By default, the interval for updating an MSK is 86400s; the number of packets that
will trigger MSK update is 10; the number of retransmissions of MSK negotiation
packets is 3.
Format
wapi { msk-update-interval msk-interval| msk-update-packet msk-packet |
msk-retrans-count msk-count}
undo wapi { msk-update-interval | msk-update-packet | msk-retrans-count }
Parameters
Parameter Description Value
msk-update- | Specifies the interval for updating an The value is an
interval msk- | MSK. When the MSK update mode is set | integer that ranges
interval to time-based update using the 13.3.34 | from 600 to 604800,
wapi key-update (for FAT AP) in seconds.
command, the interval for updating an
MSK needs to be set.
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Parameter Description Value
msk-update- | Specifies the number of packets that will | The value is an
packet msk- | trigger MSK update. When the MSK integer that ranges
packet update mode is set to packet count- from 1 to
based update using the 13.3.34 wapi 4294967295.

key-update (for FAT AP) command, the
number of packets that will trigger MSK
update needs to be set.

msk-retrans- | Specifies the number of retransmissions | The value is an
count msk- of MSK negotiation packets. integer that ranges
count from 1 to 10.

Views

Security profile view

Default Level

2: Configuration level

Usage Guidelines

WAPI defines a dynamic key negotiation mechanism, but there are still security
risks if a STA uses the same encryption key for a long time. Both the USK and MSK
have a lifetime. The USK or MSK needs to be updated when its lifetime ends. To
enhance security, WAPI provides the following key update mechanisms:

e Time-based key update: periodically updates a key.

e Packet-based key update: updates a key when the number of packets
encrypted using the key reaches the specified value.

Example

# Set the interval for updating an MSK to 10000s, number of packets that will
trigger MSK update to 1200, and number of retransmissions of MSK negotiation
packets to 5.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1

[Huawei-wlan-sec-prof-p1] wapi msk-update-interval 10000

[Huawei-wlan-sec-prof-p1] wapi msk-update-packet 1200

[Huawei-wlan-sec-prof-p1] wapi msk-retrans-count 5

13.3.32 wapi import private-key (for FAT AP)

Function
The wapi import private-key command imports the AP private key file.

The undo wapi private-key command deletes the imported AP private key file.
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By default, no AP private key file is imported.

Format
wapi import private-key file-name file-name [ password cipher cipher-
password ]
undo wapi private-key
Parameters
Parameter Description Value
file-name Specifies the name of a private key file. The value is a string
file-name of 1 to 255
characters. It cannot
contain question
marks (?) or spaces
and cannot start or
end with double
quotation marks ("
ll).
password Specifies the AP private key. -
cipher Specifies a password in cipher text. The password can
cipher- be in plain text or
password cipher text.
e A plain text
password is a
string of 1 to 32
characters.
e A cipher text
password is a
string of 32 to 68
characters.
Views

Security profile view

Default Level

2: Configuration level

Usage Guidelines

e If WAPI certificate authentication is specified as a security policy in a security
profile, run the wapi import private-key command to specify the private key
file for the AP certificate.

e Before using this command, store the AP private key file to the storage of the
device, and import the private key file using TFTP.
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e After this command is used, the system obtains the private key file and
establishes the mapping between the certificate and private key.

(11 NOTE

The certificate and private key to be imported must be valid and correct.

Example

# Import the AP private key file ap_key.key.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1

[Huawei-wlan-sec-prof-p1] wapi import private-key file-name flash:/ap_key.key

Related Topics
13.3.5 display security-profile (for FAT AP)

13.3.33 wapi sa-timeout (for FAT AP)

Function
The wapi sa-timeout command sets the timeout period of a security association
(SA) of key encryption.
The undo wapi sa-timeout command restores the default timeout period of a SA
for key encryption.
By default, the timeout period for a SA is 60s.
Format
wapi sa-timeout sa-time
undo wapi sa-timeout
Parameters
Parameter Description Value
sa-time Specifies the timeout period of an SA. The value is an
integer that ranges
from 1 to 255, in
seconds.
Views

Security profile view

Default Level

2: Configuration level
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Usage Guidelines
You can prolong the WAPI timeout period to increase the authentication success
ratio.

Example

# Set the timeout period of an SA to 100s.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] wapi sa-timeout 100

13.3.34 wapi key-update (for FAT AP)

Function
The wapi key-update command sets the USK and MSK update mode.
The undo wapi key-update command restores the default USK and MSK update
mode.
By default, USKs and MSKs are updated based on time.
Format
wapi { usk | msk } key-update { disable | time-based | packet-based |
timepacket-based }
undo wapi { usk | msk } key-update
Parameters
Parameter Description Value
usk Indicates USK update. -
msk Indicates MSK update. -
disable Disables key update. -
time-based Indicates time-based update. -

You can run the 13.3.31 wapi msk (for
FAT AP) and 13.3.35 wapi usk (for FAT
AP) commands to respectively set the
intervals for updating an MSK and a
USK.

packet- Indicates packet count-based update. -

based You can run the 13.3.31 wapi msk (for

FAT AP) and 13.3.35 wapi usk (for FAT
AP) commands to set the number of
packets that will trigger MSK update and
USK update.
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Parameter Description Value
timepacket- | Indicates time-based update and packet | -
based count-based update.

Views

Default Level

Usage Guidel

Example

You can run the 13.3.31 wapi msk (for
FAT AP) and 13.3.35 wapi usk (for FAT
AP) commands to set the intervals for
updating an MSK and a USK and number
of packets that will trigger MSK update
and USK update.

Security profile view

2: Configuration level

ines

e To ensure network security, update keys in a timely manner. There are several
key update modes. To change the WAPI key update mode, run the wapi key-
update command.

e The wapi key-update command sets the USK and MSK update mode. If the
interval for updating an MSK or a USK is too long or the number of packets
that will trigger MSK or USK update is too large, key security cannot be
ensured.

e If disable is specified, keys will not be updated.

# Set the USK update mode to packet count-based update.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] wapi usk key-update packet-based

13.3.35 wapi usk (for FAT AP)

Function

The wapi usk command sets the interval for updating a USK, number of packets
that will trigger USK update, and number of retransmissions of USK negotiation
packets.

The undo wapi usk command restores the default interval for updating a USK,
number of packets that will trigger USK update, and number of retransmissions of
USK negotiation packets.
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By default, the interval for updating a USK is 86400s; the number of packets that
will trigger USK update is 10; the number of retransmissions of USK negotiation

packets is 3.
Format
wapi { usk-update-interval usk-interval | usk-update-packet usk-packet | usk-
retrans-count usk-count}
undo wapi { usk-update-interval | usk-update-packet | usk-retrans-count }
Parameters
Parameter Description Value
usk-update- | Specifies the interval for updating a USK. | The value is an
interval usk- | When the USK update mode is set to integer that ranges
interval time-based update using the 13.3.34 from 600 to 604800,
wapi key-update (for FAT AP) in seconds.
command, the interval for updating a
USK needs to be set.
usk-update- | Specifies the number of packets that will | The value is an
packet usk- trigger USK update. When the USK integer that ranges
packet update mode is set to packet count- from 1 to
based update using the 13.3.34 wapi 4294967295.
key-update (for FAT AP) command, the
number of packets that will trigger USK
update needs to be set.
usk-retrans- | Specifies the number of retransmissions | The value is an
count usk- of USK negotiation packets. integer that ranges
count from 1 to 10.
Views

Security profile view

Default Level

2: Configuration level

Usage Guidelines

WAPI defines a dynamic key negotiation mechanism, but there are still security
risks if a STA uses the same encryption key for a long time. Both the USK and MSK
have a lifetime. The USK or MSK needs to be updated when its lifetime ends. To
enhance security, WAPI provides the following key update mechanisms:

e Time-based key update: periodically updates a key.

e Packet-based key update: updates a key when the number of packets
encrypted using the key reaches the specified value.
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Example

# Set the interval for updating a USK to 10000s, number of packets that will
trigger USK update to 1200, and number of retransmissions of USK negotiation
packets to 5.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] wapi usk-update-interval 10000
[Huawei-wlan-sec-prof-p1] wapi usk-update-packet 1200
[Huawei-wlan-sec-prof-p1] wapi usk-retrans-count 5

13.3.36 wep authentication-method (for FAT AP)

Function
The wep authentication-method command configures the WEP authentication
mode.
The undo wep authentication-method command restores the default WEP
authentication mode.
By default, open system authentication is used.
Format
wep authentication-method { open-system [ data-encrypt ] | share-key }
undo wep authentication-method
Parameters
Parameter Description Value
open-system | Sets the WEP authentication mode to -
open system authentication.
share-key Sets the WEP authentication mode to -
pre-shared key authentication.
data-encrypt | Sets the WEP authentication mode to -
open system authentication and data
encryption.
Views

Security profile view

Default Level

2: Configuration level
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Usage Guidelines

Example

Function

Usage Scenario

You can select security policies on a WLAN based on the security level. WEP is a
security policy used earlier and has security risks. It can be used in open scenarios
that do not require high security, such as airports and railway stations. You can
run this command to set the WEP authentication mode to open system
authentication or pre-shared key authentication.

Table 13-52 Comparison between open system authentication and pre-shared key

authentication

Authentication Mode

Advantage

Disadvantage

open-system

Wireless devices can
connect to a network
without authentication.

STA identities are not
checked, bringing
security risks.

share-key

A pre-shared key is used
to enhance security.

e A long key string
must be configured
on each device and is
difficult to expand.

e A static key is used,
which is easy to
decipher.

Precautions

e If the authentication mode is set to share-key, run the 13.3.38 wep key (for

FAT AP) command to configure a pre-shared key.

e If the authentication mode is set to open-system without data-encrypt, the
WEP pre-shared key configured in the profile cannot take effect.

e |f the authentication mode is set to open-system with data-encrypt, run the
13.3.38 wep key (for FAT AP) command to configure a pre-shared key.

# Create security profile p1 and set the authentication mode to share-key.

<Huawei> system-view
[Huawei] wlan

[Huawei-wlan-view] security-profile name p1
[Huawei-wlan-sec-prof-p1] wep authentication-method share-key

13.3.37 wep default-key (for FAT AP)

The wep default-key command sets the default key ID for WEP authentication or

encryption.
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The undo wep default-key command restores the default key ID for WEP
authentication or encryption.

By default, key 0 is used for WEP authentication or encryption.

Format
wep default-key key-id
undo wep default-key
Parameters
Parameter Description Value
key-id Specifies the default key ID. The value is an
integer that ranges
from O to 3.
Views

Security profile view

Default Level

2: Configuration level

Usage Guidelines

e A maximum of four WEP keys can be configured, and only one WEP key is
used for authentication and encryption. This command specifies which key to
use.

e After a key ID is specified, the specified key is used for authentication or
encryption.
Example
# Set the default key ID to 1.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] wep default-key 1

Related Topics
13.3.38 wep key (for FAT AP)

13.3.38 wep key (for FAT AP)

Function

The wep key command sets a WEP key.
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The undo wep key command deletes the specified key.

By default, the device does not set a WEP key.

Format
wep key { wep-40 | wep-104 } { pass-phrase | hex } key-id cipher cipher-key-
value
undo wep key key-id
Parameters
Parameter Description Value
wep-40 Configures WEP-40 authentication. -
wep-104 Configures WEP-104 authentication. -

pass-phrase | Specifies the key phrase. -

hex Specifies a hexadecimal number. -

key-id Specifies the key ID. The value is an
integer that ranges
from 0 to 3.
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Parameter Description Value
cipher Specifies a password in cipher text. The password can
cipher-key- be in plain text or
value cipher text.

e A plain text
password is a
string of case-
sensitive
characters.

- If WEP-40 is
used, the WEP
key is 10
hexadecimal
characters
(select hex) or
5 ASCII
characters
(select pass-
phrase).

- If WEP-104 is
used, the WEP
key is 26
hexadecimal
characters or
13 ASCII
characters.

e The password is
a character string
in cipher text.
You are advised
to enter a
password in plain
text and then use
the password
displayed in
cipher text as the
cipher text
password.

Views

Security profile view

Default Level

2: Configuration level

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7138



Huawei AR Series Access Routers
Command Reference 13 WLAN-FAT AP Commands

Usage Guidelines

To connect to a WLAN device in WEP shared-key authentication mode or open
system authentication+data encryption mode, run the wep key command to set a
WEP key.

(] NOTE

If the key is in hexadecimal notation, you can enter hexadecimal numbers without entering
0x.

Example
# Configure a WEP key and its ID.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1
[Huawei-wlan-sec-prof-p1] wep key wep-40 hex 1 cipher 1234567890

Related Topics
13.3.37 wep default-key (for FAT AP)

13.3.39 authentication-method dot1x encryption-method (for
FAT AP)

Function

The authentication-method dot1x encryption-method command configures
802.1X authentication and encryption for WPA and WPA2.

The undo authentication-method command disables WPA and WPA2
authentication and encryption.

By default, WPA uses 802.1X authentication+TKIP encryption, WPA2 uses 802.1X
authentication+CCMP encryption.
Format

{ wpa | wpa2 } authentication-method dot1x encryption-method { tkip |
ccmp }

undo { wpa | wpa2 } authentication-method

Parameters

Parameter Description Value

wpa Configures WPA authentication. -

wpaz2 Configures WPA2 authentication. -

tkip Configures TKIP encryption. -

ccmp Configures CCMP encryption. -
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Views

Security profile view

Default Level

2: Configuration level

Usage Guidelines

WPA/WPA2 authentication includes WPA/WPA2 pre-shared key authentication and
802.1X authentication, which are also called WPA/WPA2 personal edition and
WPA/WPA2 enterprise edition respectively. 802.1X authentication is of high
security and is applicable to enterprise networks.

To access a WLAN device using WPA or WPA2 802.1X authentication, run the
authentication-method dot1x encryption-method command. CCMP encryption
is recommended. TKIP encryption and WEP encryption both use the RC4
algorithm, providing low security.

Example

# Configure WPA authentication (802.1x and TKIP encryption).

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1

[Huawei-wlan-sec-prof-p1] security-policy wpa

[Huawei-wlan-sec-prof-p1] wpa authentication-method dot1x encryption-method tkip

# Configure WPA2 authentication (802.1x and TKIP encryption).

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1

[Huawei-wlan-sec-prof-p1] security-policy wpa2

[Huawei-wlan-sec-prof-p1] wpa2 authentication-method dot1x encryption-method tkip

13.3.40 authentication-method psk encryption-method (for
FAT AP)

Function

The authentication-method psk encryption-method command configures pre-
shared key authentication and encryption for WPA and WPA2.

The undo authentication-method command disables WPA and WPA2
authentication and encryption.

By default, WPA uses 802.1X authentication+TKIP encryption, WPA2 uses 802.1X
authentication+CCMP encryption.
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Format

{ wpa | wpa2 } authentication-method psk { pass-phrase | hex } cipher cipher-
key encryption-method { tkip | ccmp }

undo { wpa | wpa2 } authentication-method

Parameters
Parameter Description Value
wpa Configures WPA authentication. -
wpaz2 Configures WPA2 authentication. -
pass-phrase | Specifies the key phrase. -
hex Specifies a hexadecimal number. -
The password of hex does not have
enough complexity, so pass-phrase is
recommend.
cipher Specifies a password in cipher text. The value is of 8 to
cipher-key 63 characters in
plain text, 64
hexadecimal
characters in plain
text, or 32 to 108
characters in cipher
text.
tkip Configures TKIP encryption. -
ccmp Configures CCMP encryption. -
Views

Security profile view

Default Level

2: Configuration level

Usage Guidelines

To access a WLAN device using WPA or WPA2 pre-shared key authentication, run
the wpa authentication-method psk encryption-method command. CCMP
encryption is recommended. TKIP encryption and WEP encryption both use the
RC4 algorithm, providing low security.

(10 NOTE

If the key is in hexadecimal notation, you can enter hexadecimal numbers without entering
ox.
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Example

# Configure WPA pre-shared key authentication and the authentication key.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1

[Huawei-wlan-sec-prof-p1] security-policy wpa

[Huawei-wlan-sec-prof-p1] wpa authentication-method psk pass-phrase cipher huawei@123
encryption-method ccmp

# Configure WPA2 pre-shared key authentication and the authentication key.

<Huawei> system-view

[Huawei] wlan

[Huawei-wlan-view] security-profile id 10 name p1

[Huawei-wlan-sec-prof-p1] security-policy wpa2

[Huawei-wlan-sec-prof-p1] wpa2 authentication-method psk pass-phrase cipher huawei@123
encryption-method ccmp

13.4 WLAN Radio Resource Management Configuration
Commands

13.4.1 calibrate channel-set (for FAT AP)

Function
The calibrate channel-set command configures a calibration channel set.
The undo calibrate channel-set command restores the default calibration
channel set.
By default, a global calibration channel set contains channels corresponding to
global country codes.
(10 NOTE
The default calibration channels corresponding to the country code China do not include
channels 36 to 64.
Format

calibrate { 2.4g | 5g } channel-set channel-value

undo calibrate { 2.4g | 5g } channel-set
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Parameters

Parameter Description Value

2.4qg | 5¢g

Views

Default Level

Specifies the frequency band on |-
which radio calibration is
performed.

e 2.4g: Radios work on the 2.4
GHz frequency band.

e 5g: Radios work on the 5 GHz
frequency band.

channel-set

Specifies the calibration channel |The value is a character
channel-value

set. string. You can select
calibration channels as
prompted. If you select
multiple channels, use
commas (,) to separate
channel names.

WLAN view

2: Configuration level

Usage Guidelines

You can run this command to specify a calibration channel set for an AP. The
device selects channels from the channel set to calibrate. This reduces the burden
on the AP.

(11 NOTE

To ensure a good calibration effect, you are advised to configure at least three calibration
channels.

The 5 GHz frequency band has richer spectrum resources. In addition to 20 MHz
channels, APs working on the 5 GHz frequency band support 40 MHz channels.
Larger-bandwidth channels mean higher transmission rates. However, at least
three channels are required in radio calibration to achieve the optimal calibration
effect. When configuring the calibration bandwidth, ensure that enough
calibration channels are available for use.

To specify a 40 MHz calibration channel, you need to specify two consecutive 20
MHz channels. To specify an 80 MHz calibration channel, you need to specify four
consecutive 20 MHz channels. The combinations of 20 MHz channels making up
the 40 MHz and 80 MHz channels are fixed. For details, see Access Routers
Configuration Guide-Radio Resource Management-Radio Calibration.
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(11 NOTE

When configuring a radio calibration set, avoid using radar channels.

The channels you configure must be supported by the terminals; otherwise, the terminals
cannot discover wireless signals. For example, when the country code is set to China, 5 GHz
channels 36, 40, 44, 48, 52, 56, 60, and 64 can be configured. However, most terminals do not
support these channels currently. If these channels are configured, the terminals cannot discover
wireless signals. In this case, you can configure 5 GHz channels 149, 153, 157, 161, and 165,
which are supported by the terminals.

Example

# Configure a global calibration channel set composed of 40 MHz channels 149,
153, 157, and 161 on the 5 GHz frequency band.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] calibrate 5g channel-set 149,153,157,161

13.4.2 calibrate sensitivity (for FAT AP)

Function
The calibrate sensitivity command configures the radio calibration sensitivity for
a device.
The undo calibrate sensitivity command restores the default radio calibration
sensitivity.
By default, the radio calibration sensitivity of the device is set to medium.
Format
calibrate sensitivity { low | medium | high }
undo calibrate sensitivity
Parameters
Parameter Description Value
low Indicates low radio calibration sensitivity. -
medium Indicates medium radio calibration sensitivity. -
high . . . o -
Indicates high radio calibration sensitivity. -
Views
WLAN view
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Default Level

2: Configuration level

Usage Guidelines

The following table describes the radio calibration sensitivity of the device.

Sensitivity 2.4 GHz 5 GHz
high 0dB x dB
medium 4*x dB 6*x dB
low 5*x dB 5*x dB
(110 NOTE

x depends on the number of APs engaged in radio calibration and is calculated according to
the formula:

x= (Number of APs/8 + 1)

The default value is recommended.

Example

# Set the radio calibration sensitivity to high.
<Huawei> system-view

[Huawei] wlan
[Huawei-wlan-view] calibrate sensitivity high

13.4.3 calibrate enable { auto | manual | schedule time } (for
FAT AP)

Function
The calibrate enable { auto | manual | schedule time } command configures the
radio calibration mode.
The undo calibrate enable command disables calibration.
The default radio calibration mode is manual.
Format

calibrate enable { auto [ interval /nterval-value [ start-time start-time] ] |
manual | schedule time time-value'}

undo calibrate enable
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Parameters
Parameter Description Value
auto Sets the radio -
calibration mode to
auto.
|ptewa/l y Specifies the radio The value is an integer that ranges from
Interval-value | libration interval in |30 to 1440, in minutes. If interval is not
auto mode. specified, the radio calibration interval
in auto mode is 60 minutes.
Ztt:;;-;;::: Specifies the start time | The value is in the format of hh:mm:ss.
for radlo_callbratlon N | e hh: indicates the hour. The value is
automatic mode. an integer that ranges from 0 to 23.
e mm: indicates the minute. The value
is an integer that ranges from 0 to
59.
e ss: indicates the second. The value is
an integer that ranges from 0 to 59.
manual Sets the radio -
calibration mode to
manual.
schedule Sets the radio -
calibration mode to
schedule.
B;:et/me— Specifies the time for | The value is in the format of hh:mm:ss.
triggering the e hh: indicates the hour. The value is
scheduled radio an integer that ranges from 0 to 23.
calibration. o .
e mm: indicates the minute. The value
is an integer that ranges from 0 to
59.
e ss: indicates the second. The value is
an integer that ranges from 0 to 59.
Views
WLAN view

Default Level

2: Configuration level
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Usage Guidelines

Example

There are three radio calibration modes:

e Auto mode: The device periodically implements radio calibration at certain
intervals (the interval is specified by interval and the default interval is 60
minutes).

e Manual mode: Radio calibration is not automatically implemented by the
device but manually triggered through the 13.4.4 calibrate manual startup
(for FAT AP) command.

e Schedule mode: The device triggers radio calibration at the time specified by
the parameter time.

The three modes cannot be configured simultaneously. You can choose any of the
modes as required.

# Set the radio calibration mode to auto.

<Huawei> system-view
[Huawei] wlan
[Huawei-wlan-view] calibrate enable auto

# Set the radio calibration mode to schedule and set the time for scheduled radio
calibration to 20:30:00.
<Huawei> system-view

[Huawei] wlan
[Huawei-wlan-view] calibrate enable schedule time 20:30:00

Related Topics

13.4.4 calibrate manual startup (for FAT AP)

13.4.4 calibrate manual startup (for FAT AP)

Function

Format

Parameters

Views

Default Level

The calibrate manual startup command triggers radio calibration.

calibrate manual startup

None

WLAN view

2: Configuration level
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Usage Guidelines

To manually trigger radio calibration, run the calibrate enable manual command
to set the radio calibration mode to manual and then run the calibrate manual
startup command. The device implements radio calibration only after the
calibrate manual startup command is executed.

Example

# Manually trigger radio calibration.
<Huawei> system-view
[Huawei] wlan

[Huawei-wlan-view] calibrate enable manual
[Huawei-wlan-view] calibrate manual startup

Related Topics
13.4.3 calibrate enable { auto | manual | schedule time } (for FAT AP)

13.4.5 display calibrate channel-set (for FAT AP)

Function
The display calibrate channel-set command displays the calibration channels and
bandwidth that take effect.
Format
display calibrate channel-set
Parameters
None
Views
All views

Default Level

1: Monitoring level

Usage Guidelines

After configuring the radio calibration function, you can run the display calibrate
channel-set command to check the calibration channels and bandwidth that take
effect.

Example

# Display the calibration channels and bandwidth that take effect globally.

<Huawei> display calibrate channel-set
Country-code: CN
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Radio Frequency Bandwidth Channel Set

24G 20MHz
5G 40MHz

1,6,11
149,153,157,161

Table 13-53 Description of the display calibrate channel-set command output

Item

Description

Country-code

Country code.

Radio Frequency Radio type.

Bandwidth

effect.

Calibration bandwidth that takes

Channel Set

effect.

Calibration channel set that takes

Related Topics

13.4.1 calibrate channel-set (for FAT AP)

13.4.6 display neighbor (for FAT AP)

Function
The display neighbor command displays information about neighbors of a radio.
Format
display neighbor interface wian-radio-num
Parameters
Parameter Description Value
interface Displays information about neighbors of | The value is
wlan-radjo- a specified radio interface. determined based
num on radio interfaces
supported by the
device.
Views
All views

Default Level

1: Monitoring level
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Usage Guidelines
APs' neighbor information reflects the APs' locations and neighbor relationships,
helping you plan the network.

Example

# Display information about neighbors of radio interface 0/0/0.

<Huawei> display neighbor interface wlan-radio0/0/0
Uncontrol AP:

BSSID CHANNEL RSSI(dBm) SSID
dcd2-fc9a-2070 1 -65.00 B1-5F-01-49
Total: 1

Table 13-54 Description of the display neighbor command output

Item Description

BSSID BSSID of a neighboring radio.

CHANNEL Channel of a neighboring radio.

RSSI(dBm) Strength of signals received from a
neighboring radio, in dBm.

SSID SSID of a neighboring radio.

13.4.7 display statistics calibrate (for FAT AP)

Function
The display statistics calibrate command displays radio calibration statistics.
Format
display statistics calibrate interface wlan-radio w/lan-radio-number
Parameters
Parameter Description Value
interface Displays radio calibration statistics on the | The value is
wlan-radio specified radio interface. determined based
[ wlan-radio- | NoTE on radio interfaces
number ] You do not need to enter a space between supported by the
wlan-radio and wilan-radio-numober. device.
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display statistics calibrate command to view radio calibration
statistics, helping check whether the radio environment is stable.

Example

# Display radio calibration statistics on radio interface 0/0/0.
<Huawei> display statistics calibrate interface wlan-radio0/0/0

Signal environment deterioration :1
Power calibration 11
Channel calibration :0

Table 13-55 Description of the display statistics calibrate command output

Item

Description

Signal environment deterioration

Number of times the radio
environment deteriorates.

Power calibration

Number of times the power of the
radio is calibrated.

Channel calibration

Number of times the channel of the
radio is calibrated.

13.4.8 reset statistics calibrate (Radio interface view)

The reset statistics calibrate command clears radio calibration statistics.

Function
Format
reset statistics calibrate
Parameters
None
Views

Radio interface view
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Default Level

2: Configuration level

Usage Guidelines

Run the reset statistics calibrate command to clear radio calibration statistics,
including the number of times the radio environment deteriorates and number of
times the radio channel and power are calibrated.

Example

# Clear radio calibration statistics.

<Huawei> system-view
[Huawei] interface wlan-radio 0/0/0
[Huawei-Wlan-Radio0/0/0] reset statistics calibrate

Related Topics
13.4.7 display statistics calibrate (for FAT AP)
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